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Overview

* This course concentrates on Oracle9i new features
applicable to database administration

®* Previous experience with Oracle databases is
required for a full understanding of many new
features, particularly Oracle8 and Oracle8i

* Hands-on practices emphasize functionality rather
than testing knowledge
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Overview

This courseis designed to introduce you to the new features of Oracle9i that are applicable
to the work normally performed by database administrators and related personnel. The
course does not attempt to provide every detail about afeature or cover aspects of afeature
that were available in previous releases, other than when defining the context for a new
feature or comparing past behavior with current behavior. Consequently, the course will be
most useful to you if you have aready administered other versions of Oracle databases,
particularly Oracle8 and Oracle8i. Even with this background, you should not expect to be
ableto implement all of the features discussed in the course without supplemental reading,
particularly the Oracle9i documentation.

The course consists of instructor-led lessons and demonstrations, and many hands-on
practices that allow you to see for yourself how certain new features behave. Aswith the
course content in general, these practices are designed to introduce you to the fundamental
aspects of afeature. They are not intended to test your knowledge of unfamiliar syntax or to
provide an opportunity for you to examine every nuance of a new feature. The length of this
course precludes such activity. Consequently, you are strongly encouraged to use the
provided scripts to compl ete the practices rather than struggle with unfamiliar syntax.
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Outline

This course is organized around important functions
for a database administrator:

* Security
— Key to maintaining database integrity

— Important changes that impact common database
administrative tasks

* Availability

® Configuration and tuning
* Manageability

* Development platform

1-3 Copyright © Oracle Corporation, 2001. All rights reserved.

Outline

With the assumption that you are a database administrator, the course lessons are organized
by topics reflecting the key functions associated with your work.

The first topic, Security, is covered in asingle lesson at the very beginning of the course.
There are two reasons for this lesson appearing first:

* Most security administrators will tell you that having an insecure database is
equivalent to not having a database at all.

* There are some changes in the way you access the database to perform startup and
shutdown operations, along with other administrative tasks, that might be different
from how you are used to working. You will need this information to complete some
of the hands-on practices later in the course.
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Outline

* Availability: covers features to reduce database
down-time and data loss

® Configuration and tuning: addresses setup and
performance issues

®* Manageability: covers tools and features that
reduce the work required to keep your database
running

* Development platform topics: covers features that
could impact database behavior if used by
application developers

-4 Copyright © Oracle Corporation, 2001. All rights reserved.

Outline (continued)
Besides security, the other topics covered in the course are:

» Availability, which addresses features to reduce interruptions in database service,
updates to tools such as Export/Import, LogMiner, and Recovery Manager, as well as
new backup and recovery options

» Configuration and tuning, covering topics such as:

New online operations, monitoring options, and options to scale applications
Automatic segment free space management

Optimizer performance improvements

Server-side parameter files

Enhancements to tools including Database Resource Mab&yss, SPACE,
DBMS_REPAI R, and Real Application Clusters

* Manageability includes a wide variety of topics covering physical storage
management, memory management and configuration, rollback and temporary
segment management, and the use of multiple block sizes in a single database. This
section also covers changes to management features of Oracle Enterprise Manager.

» Development platform topics address features that might impact your database if your
applications are rewritten to take advantage of them. Some of the new features may
also help you directly, such as extensions to a number of SQL commands.
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Migration

Migration paths from older releases to Oracle9i:
®* For Version 6 and Version 7

1. Migrate to Oracle8 or Oracle8i

2. Upgrade to Oracle9i

®* For Releases 8.0.1to 8.0.5, upgrade to 8.0.6 or
higher

* For Version 8.0.6 or 8.1 and higher, upgrade using:
— Oracle Data Migration Assistant
— Manual upgrade

-5 Copyright © Oracle Corporation, 2001. All rights reserved.

Migration

To upgrade your database to release Oracle9i, your current database must be at release 8.0.6
or higher. For older releases, you must first migrate to release Oracle8 or Oracle8i. The
migration manual for each of these rel eases describes the migration procedures for that
release. Thisinformation is also repeated in the Oracle9i: Database Migration manual.

To upgrade your database to Oracle9i from release Oracle8 or Oracle8i, use the Oracle Data
Migration Assistant or perform the upgrade manually.

The Oracle Data Migration Assistant provides an automated upgrade of your database using
agraphical user interface (GUI). In addition, the Oracle Data Migration Assistant includes
extensive online help. The Oracle Data Migration Assistant runs the appropriate upgrade
script for your current release, del etes any obsolete initialization parameters from your
initialization parameter file, and optionally configuresyour | i st ener . or a file.

On the other hand, you lose some flexibility and control by using the Oracle Data Migration
Assistant. If you want complete control over the upgrade process, especialy with regard to
setting initialization parameters, then you might want to perform the upgrade manually. If
your system has Oracle Parallel Server installed, the Oracle Data Migration Assistant
cannot upgrade it and you must upgrade your database manually.

Both upgrade methods are fully explained in the Oracle€9i: Database Migration manual.

Oracle9i: New Features for Administrators 1-5




iSQL*Plus

[iSOLPlus Release 9.0.1 - l

ORACLE iSQL*Plus

Password Log 0wt Help

ScriptLOCation;I Browse... I Load Script |

Enter statements:

select ¥ from emwmployees
where salary > 13000

Execute | Cutput: IWork Screen x| Clear Screen Save Script |

[EMPLOYEE_ID|[FIRST_NAME|[LAST NAME| EMAIL | PHONE_NUMBER |[HIRE_DATE]| JOB_ID |[SALARY]|
| 100][Steven King SKING £15.123.4567 17-JUN-67 ||AD_PRES|  24000(f
101|[Meena Kaochhar NKOCHHAR|515.123 4588 21-5EP-83 |[AD_WP 17000] |
102 Lex De Haan LDEHAAN [515.123 4569 12-JAN-33 [AD WP 17000([ [+

] »
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iSQL*Plus

ISQL*Plusis a browser-based implementation of SQL*Plus. The threetiers, client, middle,
and server, may be on the same machine, or on separate machines.

iISQL*PlusUser Interface (Client Tier)

The iSQL*Plus user interface runsin aweb browser connected to the Internet or your
intranet. Y ou only need to know the URL of the Oracle HTTP Server to access Oracle€9i, or
any Oracle database. Thereisno installation or configuration required for the iSQL*Plus
user interface other than aweb browser.

OracleHTTP Server (Middle Tier)

The iSQL*Plus Server isinstalled as part of the Oracle HTTP Server. The iSQL* Plus
Server enables communication and authentication between the iSQL* Plus user interface
and the RDBMS.

There are two modes to connect to iSQL*Plus:
* As a standard user
* As a privileged user (AS SYSDBA or SYSOPER)
You can select the connection mode from the Privilege dropdown on the Log In screen.

For more information abouSQL*Plus, refer to théSQL* Plus User’s Guide and Reference
or visit OTN at http://technet.oracle.com/tech/sql_plus/
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Oracle9i Sample Schemas

®* One set of database objects for demos,
documentation examples, and training material;
grouped into schemas of staggered complexity

®* Spend more time learning and less time
understanding the example environment

® Oracle9i Universal Installer, DBCA
* Design principles:

— Simplicity and ease of use

— Fundamentals coverage

— Extensibility

— Relevance
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Benefits

Continuity of Context
When encountering the same set of tables everywhere, you spend less time with the schema
and more time understanding the technical concepts.

Usability

Y ou can use these schemas in the seed database to run examples that are shown in Oracle
documentation and training materials. This first-hand access to examples facilitates both
conceptua understanding and application devel opment.

Quality
Through central maintenance and testing, the quality of Oracle documentation and training
materials will be enhanced.

Design Principles

The base schemas and the extensions should bring to the foreground the functionality that
customerstypically use. Only the most commonly used database objects are built
automatically in the schemas, and the entire set of schemas provides afoundation upon
which one can expand to illustrate additional functionality.

The Oracle9i Sample Schemas are designed to be applicable to e-business and other
significant industry trends (for example, XML). When this goal conflicts with the goal of
simplicity, schema extensions are used to showcase the trends in focus.
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Five Sample Schemas

HR Human Resources

OE/OC Order Entry,

Online Catalog

QS PM SH
Queued Product Sales
Shipping Media History
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Five Sample Schemas

The new Oracledi Sample Schemas are a set of interlinked schemas. This set of schemasis
aimed at providing alayered approach to complexity:

Human Resources (HR)
A simple schema for introducing basic topics. An extension to this schema supports Oracle
Internet Directory demos.

Order Entry (OE)
This schema deals with matters of intermediate complexity. A multitude of datatypesis
available in this schema.

Online Catalog (OC)
This subschemaiis a collection of object-relational database objects built inside the OE
schema

Product Media (PM)
A schema dedicated to multimedia data types.

Queued Shipping (QS)
A set of schemas gathered under the main schema name to demonstrate Oracle Advanced
Queuing capabilities.

SalesHistory (SH)
A schema designed to allow for demos with larger amounts of data. An extension to this
schema provides support for advanced analytic processing.
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Optional Schedule
Topic Lessons Day
Security 1 1
2-4 1
Availability
5 2
6-7 2
Configuration and tuning
8-12 3
Manageability 13-16 4
17 4
Development platform
18 - 20 5
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Optional Schedule

Thelessons in this guide are arranged in the order you will probably learn them in class.
The lessons are grouped into the topic areas defined previously, but they are also organized
by other criteriaincluding the following:

* Introduce a feature in an early lesson before referencing that feature in later lessons.
» Alternate difficult and easy topics to facilitate learning.

 Distribute lessons with hands-on practices throughout the course to provide regular
opportunities for students to explore what they are learning.

If your instructor teaches the class in the order the lessons are printed in this guide, the class
should run approximately as shown in the schedule. Your instructor may vary the order of
the lessons, however, for a number of valid reasons. These include:

» Customizing material for a specific audience
» Covering a topic in a single day rather than splitting the material across two days
* Maximizing the use of course resources such as hardware and software
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Student Preface

Even if topics do not interest you now, your job
functions may change due to:

* New products or methods

® Changes in your employment

®* Changes in the corporate structure
* Enhancements in applications
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Student Preface

As you progress through this course, you may encounter a number of topics that hold no
interest for you at the present time. However, you should remember that information
technology is an industry in which about 50 per cent of your skills and knowledge today
will be obsolete a year or so from now. Features that are not of current interest could
become valuable to you for a number of reasons:

* Your company introduces a new product or business method that requires new
database functionality.

* You choose to advance your career by moving to a different group or company which
requires you to use unfamiliar features.

* Your company business changes due to a merger or acquisition.

* A maintenance window for an old application allows the developers to incorporate
features that were not available when the application was first written.
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Oracle Server Security
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1-2

Objectives

After completing this lesson, you should be able
to do the following:

Adapt to the new privileged connection options

List the new security features and their application:
— Secure Application Role

— Global Context

— Partitioned Fine Grain Access Control

— Fine Grained Auditing

Summary of optional security products

Copyright © Oracle Corporation, 2001. All rights reserved.
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Connecting as the DBA

® CONNECT I NTERNAL no longer possible
— Announced several versions earlier
— Use the AS SYSDBA method instead
e SVRMGRremoved
— Too little difference between SVRMGR and SQL*Plus

— SVRMGR special commands available in SQL*Plus
since Oracle8i
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De-support of CONNECT | NTERNAL and Server Manager

For the past few releases, Oracle Corporation has stated that the CONNECT | NTERNAL
syntax to authenticate a database administrative connection was provided only for
backwards compatibility. With the Oracle8i release, Server Manager was deprecated
because all database management tools were available through SQL*Plus.

With the Oracle9i release, the CONNECT | NTERNAL syntax and the Server Manager tool
are discontinued. Y ou can use a password file with SYSOPER or SYSDBA privileges

enabled, or enable Operating System Authentication, and use the OSOPER and OSDBA
roles. Use SQL*Plus for database STARTUP, SHUTDOWN, and related activities. These

features are not new to Oracle9i.

Note: Connections using the SYSOPER or SYSDBA privileges are audited automatically
just as| NTERNAL connections were in earlier releases.

Migration of Scripts
Scriptsthat usesvr ngr | need to be edited to use sql pl us instead.

The char wi dt h command is not available in SQL*Plus, because it has more flexible
formatting with the column command. Long output lines wrap differently in SQL*Plus.
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Example Connects

®* Close equivalent to internal

SQL> connect / as sysdba

* With password file on remote system

SQ.> connect systeni manager @ enote as sysdba
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Example Connects
$ sql pl us

SQ*Plus: Release 9.0.1.0.0 - Production on Mon Jul 02 06:17:41
2001
(c) Copyright 2000 Oracle Corporation. Al rights reserved.

Ent er user-nane: systen manager
Connected to an idle instance.

SQ.> connect internal - - falls, discontinued command
Enter password: oracle
ERROR:

ORA- 09275: CONNECT | NTERNAL is not a valid DBA connection
Warning: You are no |onger connected to ORACLE.

SQ.> connect sys/change_on_install
ERROR: - - fails, cannot verify username
ORA-01034: ORACLE not avail abl e -- when database isdown

SQ.> connect sys/change on_install as sysdba

Connected to an idle instance. -- userhasSYSDBA privilege and

- - isinthe password file
SQ.> connect / as sysdba - - Operating system authenticated, using OSDBA
Connected to an idle instance. -- (closeequivdentto "interna™)

Note: These features have been availablein earlier releases.
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Stricter Default Security

e Database Creation Assistant (DBCA) created
databases have:

— Locked accounts
— No default passwords

e (Or_DI CTI ONARY_ACCESSI BI LI TY defaults to
FALSE

— Only SYSDBA privileged users can see the data
dictionary.

— Previous default TRUE allowed data dictionary
access to users with SELECT ANY TABLE.
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Locked Accounts

On a new database, created by the Database Creation Assistant (DBCA), most of the
standard accounts, such as CTXSYS and MDSYS are locked and have the password expired.
The exceptionsinclude SYS, SYSTEM and SCOTT.

When unlocking these accounts, two steps are required:
e SQL> ALTER USER hr ACCOUNT UNLOCK;

» Define anew password, either by attempting alogin with any password, or by using
SQL> ALTER USER hr | DENTI FI ED BY <new_passwor d>;
No Default Password

If you create the database with the Database Creation Assistant (DBCA), it will not create
the system accounts with a default defined password; you must enter a password.

If you create the database manually with CREATE DATABASE, the passwords for SYS and
SYSTEMhave the same default as before.

Or7_DiI CTI ONARY_ACCESSI BI LI TY

The default of this parameter prior to Oracle9i was TRUE. This enabled users with SELECT
ANY to read the Data Dictionary (objects owned by SYS). The FALSE setting requires
login with AS SYSDBA to read the data dictionary, or to be given explicit object grants.

Oracle9i: New Features for Administrators 1-5




Disable Some PUBLI C Grants

Y ou should consider revoking the EXECUTI ON grant given to PUBLI C on some packages,
and grant this to the few who may need execution grant on them. While the packages are

not a direct security risk, they give access to some features which could be used by a
malicious user to gain access el sewhere.

Oracle9i: New Features for Administrators 1-6



Secure Application Role

®* Solves the problem of preventing unauthorized
access to data through other client programs

* Better than previous mechanism with “hidden
password”

* Enabling aroleis checked through a package,
not a password

®* Uses the same SYS CONTEXT mechanism as
Virtual Private Database
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Enhanced Virtual Private Database

The concept of Application Context was introduced in Oracle8i, where it was used with
Fine Grain Access Control (FGAC) to make aVirtual Private Database (VPD). Application
Context can now be attached to a ROLE, thus enhancing the implementation of VPD.

To enable an application role, the associated procedure must be called, which controls
whether theroleis enabled or not. This can make a number of additional checks, using
SYS CONTEXT(’ USERENV' , nnn) to check for authenticity, where the nnn could be,
for example, | P_ADDRESS or PROXY_ACCOUNT.

The method used prior to Oracle9i consisted of using password authentication of the role,
and embedding and hiding the password in the application. The weak point in that method
was that if the password was known, any application could access the data.
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Example Application Role

CREATE ROLE sal esuser
| DENTI FI ED USI NG sh. sal es_chk;

CREATE OR REPLACE PROCEDURE sal es_chk

AUTHI D CURRENT_USER | S

i pchk STRI NG 30) ;

BEG N /* Only certain I P addresses all owed */
SELECT SYS_CONTEXT(’ USERENV' , ' | P_ADDRESS' )
| NTO i pchk FROM DUAL,;

| F SUBSTR(i pchk, 1,4) != '192."
THEN RETURN; END I F; /* Fail silently */
DBVS_SESSI ON. SET_ROLE(’ SALESUSER ); /* Enable */
END;
/
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Example Application Role
CREATE ROLE <rol ename> | DENTI FI ED USI NG <package nane> ;

The example will create the role SALESUSER where access control is handled by the
procedure SALES CHK. The procedure does not have to exist for the CREATE ROLE
command to succeed. The same procedure can be specified with several roles, for example,
SALES CHK could enable the role SALESUSER or SALESMGR depending on whether the
connection, user, or program is appropriate.

The exampl e procedure only allows access to certain |P addresses.

To enable therole, the user calls the procedure SALES CHK. Any other attempt to enable
therole will fail.

Note: Theinverted logic of the code means that non-1P addresses will also be able to
enable therole. Inreal use, you have to check for NULL returns from SYS_CONTEXT.
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Global Application Context

®* A context can now be global and thus shared.

* The Global Application Context is:

— Cheaper in resources than individual session
context

— Well suited to web based applications
using Virtual Private Database

— Still able to verify access rights
by way of an identifier

— Well suited with connection multiplexing
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Uses of Global Application Context

Oracle9i Virtual Private Database (VPD) capabilities facilitate connection pooling by
allowing multiple connections to access one or more global application contexts, instead of
setting up an application context for each user session. Global application contexts provide
additional flexibility for web-based applications to use. Performance is enhanced through
reuse of common application contexts among multiple sessions, instead of setting up per-
session application contexts.

Application user proxy authentication can be used with global application context for
additional flexibility and high performance in building eBusiness applications. This
provides performance improvements through session reuse, and through accessing global
application contexts set up once, instead of having to initialize application contexts for each
session individualy.

In order to decide the driving context for the current session to enforce fine-grain access
control, the middle tier must set the application context for the session . The Global Context
allows the middle tier to store the various application context definitionsin a central place

in the instance (SGA) and apply or assign the context to a user session at session creation

time. This then becomes that session’s driving context. This will greatly reduce the user
session (application context setup) setup time in an application connection pooling
environment.
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Managing Global Application Context

A set of interfaces has been added to the

DBMS SESSI ON package to manage application
context in client sessions:

e SET_CONTEXT

e CLEAR CONTEXT

e SET_I DENTI FI ER
e CLEAR | DENTI FI ER
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Managing Global Application Context

To support the application managed session pooling by middle tier applications, the
DBMS_SESSI ON interface for managing application context is also enhanced to add a
client identifier for each application context. In this way, application context can be
managed globally while each client sees only their assigned application context.

The middle tier application server can use SET_CONTEXT to set application context for a
specific client ID. Then, when assigning a database connection to process the client request,
the application server needsto issue a SET_| DENTI FI ER to denote the ID of the
application session. From then on, every time the client invokes SYS_CONTEXT, only the
context that was associated with the set identifier is returned.
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Global Application Context Function

APPSMGR

Application > Oracle9i
1 Server
el
A
< ALEX
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Global Application Context Applied
The administrator creates the global context namespace by issuing:
SQL> CREATE CONTEXT webhr USING hr.init ACCESSED GLOBALLY;

The Application Server starts up and establishes multiple connections to the database as
user HR.

For users, the following occurs:

User JOHN logs on to the application server. Thisis not a database username. The
Application Server authenticates JOHN into the application, and assigns a temporary
session ID for this connection, 4523, based on a unique application session attribute. This
session ID isreturned to John’'s browser as part of a cookie or maintained by the application
server.

The application server initializes application context for thisclient calling hr . i ni t
package, which executes:

DBVS_SESSI ON. SET_CONTEXT(’ webhr’ ,’id’, "JOHAN , 'HR , 4523);
DBVS_SESSI ON. SET_CONTEXT(' webhr’ ,’ dep’,’ ' sal es’,’ HR , 4523);

User ALEX logsin to the application server, and gets the number 8741. The application
codeissuessimilar SET_CONTEXT calls:

DBMS_SESSI ON. SET_CONTEXT(' webhr’,’id, "ALEX, 'HR ,h 8741);
DBVS_SESSI ON. SET_CONTEXT(' webhr’ ,’ dep’,’ ' sales’,’ HR , 8741);
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Global Context Example

CREATE CONTEXT webhr USI NG hr.init ACCESSED GLOBALLY;,

DBMS_SESSI ON. SET_CONTEXT(' webhr’,’id ,” JOHN , " HR , 4523);

DBMS_SESSI ON. SET_| DENTI FI ER(4523) ;

SYS_CONTEXT calls are in John’s context

DBMS_SESSI ON. CLEAR | DENTI FI ER(4523) ;
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Global Application Context Applied (continued)

When user JOHN uses the application server to actually access data, the application server
picks any session it has logged in with APPSMGR and on it, executes:

DBVS_SESSI ON. SET_| DENTI FI ER( 4523) ;

All SYS_CONTEXT calls within this database session will only return application context
values belonging to the client session only. For example,
SYS CONTEXT(’ webhr’, i d") will return” JOHN .

Similarily when ALEX uses the system a session connection is picked and
DBMS_SESSI ON. SET_| DENTI FI ER(8741) ;

isissued by the application code. The session context status assumes Alex’s state,
irrespective of which session issued the SET_CONTEXT calls.

Finally, old identifiers can be cleared when users |eave the application.

Note: It isassumed that data access is managed with Virtual Private Database. Establishing
the context does not automatically limit data access.
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Fine-Grained Access Control
Enhancements

* Allow several access control packages to control
the same base tables:

— Enable application driven security policies
— Development groups do not have to collude.
e Group and manage packages with Policy Groups:
— Associate FGAC with specific applications
— Default FGAC which always apply
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Fine-Grained Access Control Enhancements

When more than one Fine Grained Access Control (FGAC) has been defined on atable, a
row must satisfy all requirements before being visible.

The FGACs are effectively “AND”"-ed. This is not desirable if the table is to be used by
users from separate groups, each group with a different FGAC. Prior to Qranke9
complicated FGAC that included all user groups’ requirements was defined.

Therefore, when multiple applications are sharing the same data, the idea of partitioned
FGAC is introduced to allow application driven security policies.
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Policy Groups

®* Policy groups are used to distinguish policies
between different applications.

* The administrator designates an application
context called a driving context, to indicate the
policy group in effect.

* When the tables and views are accessed, the fine
grained access control engine looks up the driving
context to determine the policy group in effect.

* The feature will enforce all the associated policies
that belong to the policy group.

1-14 Copyright © Oracle Corporation, 2001. All rights reserved.

Policy Groups

With the partitioning of fine-grained access control policies, administrators can specify
which policy group the policy fallsinto when adding policy to atable or view using the
ADD PCLI CY_TO_GROUP interface.

The policy group named SYS_DEFAULT is predefined. Policies defined in this policy
group for aparticular table or view are always executed along with the policy group
specified by the driving context. For backward compatibility purpose, all Oracle8i fine
grained access control policies are migrated into this default policy group to maintain the
global policies before enabling the new feature.
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Partitioned Fine-Grained Access Control
Y Y
s 7~ 5 |SELL IT PROD_OPT 4
Q policy groyp policy group QL
Default policy
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Partitioned FGAC

For example, in case of a hosting environment, this feature is used to host the SALES table

for two companies. Each bought separate applications, SELL_| T and PROD_OPT, wanting

to enforce different security policies. The first compar8EEL_| T application authorizes
users to select only rows in the same region as themselves; 8mtiS. CUST | D +
CUSTOMER. COUNTRY must match the identifier associated to the user. The second
company’'s PROD_OPT application limits row access to recent transactions, that is related
by SALES. TI ME_I D. In Oracle8, integrating these two policies into one FGAC on the
SALES table would require joint development, not really a feasible option if two products
come from rival companies. By defining an application context to drive the enforcement of
a particular set of policies to the base objects, each application can now implement a
private set of security policies.
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Fine-Grained Audit

* Atool to provide extensible intrusion detection,
capturing the SQL statement, not the retrieved data

* Attach audit policy to table or view with WHERE
condition on SELECT statements

®* Oracle executes a user-defined audit event handler
using autonomous transactions to process the
event.

e An AUDI T COLUMWN feature reduces false audit
conditions.
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Fine-Grained Audit

Auditing in the DBMS is often used to monitor data access. Audit records are essential in
proving the violation of accessrights. The new Fine-Grained Audit (FGA) mechanism
addresses the issues of more granular level of auditing.

The new auditing policy is based on simple user-defined SQL predicates on table objects as
conditions for selective auditing. The predicate can specify auditing when a specified value
isretrieved.

In addition to value based, there are also cases where the administrators are only interested
in whether a certain column is being referenced or accessed. Because auditing is supported
whenever a column is selected in any part of aDML statement, Oracle will audit the query.

In Oracle8i, audit options could only be set to monitor access of privileges or objects, and
only afixed set of facts, such as, userid, timestamp, and object name were recorded in the
audit trail.

Fine-grained auditing can invoke a procedure as part of the audit.
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Fine-Grained Auditing Implementation
®* The security administrator uses DBM5S_FGA to

create an audit policy on the tables in question.
* List of defined policies in DBA AUDI T_POLI Cl ES

* Audit records are placed in
DBA FGA AUDI T_TRAI L.

* Administrators can define audit event handlers to
process the event, such as sending an alert page
to the administrator.
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FGA Implementation
Use the DBMS_FGA PL/SQL package interface to apply policiesto tables or views:
« ADD_POLICY
« DROP_POLICY
« ENABLE_POLICY
 DISABLE_POLICY
The Audit Record

DBA_FGA_AUDIT_TRAILcontains event entries consisting of username, SQL text,
policy name, session id, timestamp, and other attributes.

Theinvolved rows are referred to as interested rows.
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Fine-Grained Auditing Example

Audit policy

AUDI T_CONDI TI ON =
"salary > 10000’

Audit records

" SELECT | ast _nane,
sal ary FROM enpl oyees
WHERE | ast _nane
= " Russel I’

W SELECT I ast_nane, sal ary
> |FROM enpl oyees WHERE
__— |l ast_name = 'Russell’

, <tinmestanp>
, <SCN>
, <user name>

L\V’l", SELECT | ast _nane, sal ary
N FROM en‘p| oyees VHERE
. — |sal ary < 9000
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Fine-Grained Auditing Example

Fine-grained auditing is available only on SELECT statements with a WHERE clause, and
for one audit column only.

The triggering event above was not that the user accessed employee records for which
salaries are greater than 10,000, but that the salary was actually returned to the user. A
record is written to the audit trail that includes the complete SQL statement the user
submitted, a timestamp, username, and other information.

Fine grained auditing does not automatically capture the values returned to the user.
However, you may be able to use fine-grained auditing in conjunction with Flashback
Query to re-create the records returned to the user.

Fine-grained auditing can function as an intrusion detection system for the database. For
example, adeveloper could add an event handle to a policy to page an administrator if
certain events occur. Non-SQL access is not audited. For example, if you use direct path
export, which bypasses the SQL layer of the database, the audit condition is not triggered.
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FGA Event Handler

Create an audit event handler:

CREATE PROCEDURE cat chl og (schema_nane VARCHARZ,
t abl e_nanme VARCHAR2, policy VARCHAR2) AS
BEG N
-- send an alert note to ny pager
UTI L_ALERT_PAGER(’ Cat chLog: ' || Tabl e_nane| | SYSDATE) ;
END;
/

Add event handler policy:

DBMS_FGA. ADD_POLI CY (
HANDLER SCHEMA=>' HRMGR , HANDLER MODULE=>' CATCHLOG ) ;
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Fine Grained Auditing Event Handler

In the example above, the user HRMGR creates a procedure CATCHLOG. The type of the
arguments must be as shown, but the names can be edited.

The audit event handler is added into a audit policy by a privileged user.

When the first interested row is fetched, the audit event record is recorded and stored and
the audit function HRMGR. CATCHLOG s called.
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Encryption Enhancements

DBVMS_OBFUSCATI ON_TOOLKI T enhanced with
GETKEY to generate a key:

— More random than DBMS_RANDOM
— Federal Information Processing Standard - 140
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DBMS_OBFUSCATI ON_TOOLKI T Enhancements

The DBMS_OBFUSCATI ON_TOCLKI T packages require an encryption key as an attribute.
If keys are weak (that is, easy to guess or predictable), it makes encryption much easier to
break through cryptanalysis. Time of day, serial number of machines and the like are all

predictable and thus cannot be used as random numbers for cryptographic keys.
DBMS_RANDOMIn particular cannot be used as a secure random number generator since a
given seed (input) will always produce the same output. In Oracle 9i, a Federal Information
Processing Standard (FIPS) -140 certified random number generator (GETKEY) for secure
key generation Secure random number generation makes implementation much easier

While key management is still programmatic, having a secure random number generator
means that the solution is much more likely to be secure against cryptanalysis as long as
keys are stored securely. That said, it would be difficult to recover data using a brute force
attack if the keys are securely stored and randomly generated.

Note: Encrypting the data does not automatically make it secure; the security isonly as
good as security of the keys.
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Oracle Label Security

® Uses the Virtual Private Database features

* Enables the use of labels to ease identification of
which rows can be retrieved

®* Access rules are defined in policies.
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Oracle Label Security

Oracle Label Security enables application devel opers to add |abel-based access control to
their Oracle9i applications. It mediates access to rows in database tables based on a label
contained in the row, and the label and privileges associated with each user session. Oracle
Label Security isbuilt on the virtual private database technology of Oracle9i Enterprise
Edition. It includes the Oracle Policy Manager, a graphical user interface for ease of
administration.

Oracle Label Security isan optional product. Labels are created and managed through
PL/SQL packages, which themselves are also protected through labels.

Oracle Label Security replaces and is similar to Trusted Oracle in earlier versions.
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Oracle Login Server
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Oracle Login Server

The Login Server isincluded with Oracle Portal 3.0, which is part of Oracle9i Application
Server.

The Login Server provides web-based single sign-on and integration with legacy
applications. With single sign-on, users need maintain only a single strong user
name/password account for accessing all Web applications throughout the enterprise.
Applications integrated with Single Sign-On server securely delegate the user
authentication process. Among other things, this enforces password rules, account lockouts
based on repeated login failures, and auditing. The Single Sign-On server also has the
ability to authenticate a user by means of an external repository such as LDAP or a
database user repository, or by local authentication.

The Login Server isbasically configured as an External Procedure, for which the for the
platform appropriate. so or . dl | fileissupplied. A sqgl-script will create the required
packages.
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Oracle Enterprise Login Assistant

®* Can decrypt the wallet and establish an SSL
connection to all PKl-enabled applications without
requiring additional passwords

® Can update the directory password (OID only) and
other related passwords stored in the directory

® Can upload an Oracle Wallet to the directory
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Oracle Enterprise Login Assistant

Oracle Enterprise Login Assistant (ELA) is aclient-side tool used to authenticate usersto
the enterprise. It can download an Oracle wallet from the directory. It can also decrypt the
wallet and let users establish a seamless Secure Socket Layer (SSL) connection to all Public
Key Infrastructure (PKI) enabled applications and databases within the enterprise, without
requiring additional passwords. Enterprise Login Assistant can update the directory
password (OID only) and other related passwords stored in the directory, and it can aso
upload an Oracle Wallet to the directory.
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Enterprise User Security Enhancements

®* Integrate enterprise user management with proxy
authentication

* Manage both password-based and SSL-
authenticated users in a directory

®* Improve ease of use
®* Reduce processing overhead

®* Provide backward compatibility for non-SSL
clients

Changes affect only the server side so older
(pre Oracle9i) clients are interoperable.
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Benefits of Enterprise User Security Enhancements

Since enterprise users now require only one username and password (stored in OID) to
access multiple databases, usability isimproved. With the elimination of bi-directional
certificate matching, processing overhead is reduced and performance improves.

Security administrators can set up enterprise users to access multiple databases with the
same username and password. In addition, there is no requirement to install SSL on the
client side, and no requirement to setup and maintain client-side wallets, thereby
simplifying enterprise user administration.

Since thereis no requirement for SSL or Oracle wallets on the client, all prior Oracle
clients can function as enterprise users provided that they are password authenticated users.
In addition, Oracle Enterprise Login Assistant lets users change passwords and utilize
single sign-on whether they use Release 9i clients, Release 8i clients, or Release 8.0 or
earlier versions,
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Summary

In this lesson, you should have learned how to:

* Use alternatives for the discontinued DBA access
methods

®* Choose a security product or component that
facilitates the level of security appropriate to your
data
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Selective Data Encryption provides a PL/SQL package for encrypting data inside the
database, as well as Java-based encryption.

Virtual Private Database (VPD) provides non-bypassable, fine-grained, server-enforced
security that eliminates the risks of application-based security.

Oracle Label Security (a server option) provides out-of-the-box VPD, and provides an extra
layer of data protection by mediating access based on labels attached to data rows. For
example, Top Secret, Engineering only, and so on.

Fine-Grained Auditing provides an extensible auditing mechanism to identify inappropriate
data access and raise an aert.

Proxy Authentication enables you to know the identity of web users, limit privileges of
middle tier servers, and provides accountability through auditing. Proxy authentication is
supported for users known to the database, and users known only to an application,
providing maximum flexibility for secure solutions.

Login Server provides web-based end users a single login account to access all web-based
enterprise applications.

Enterprise User Security enables centralized management of users and their authorizations
in an LDAP-based directory.

Public Key Infrastructure (PKI) integration facilitates deployment of digital identities for
users, web servers, and data servers, including creation of public/private key pairs and
X.509 digital certificates.
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Practice 1-1 Overview

This practice covers the following topic:

Starting the database without using Server
Manager or the INTERNAL keyword

Copyright © Oracle Corporation, 2001. All rights reserved.
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General High Availability Technology
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Objectives

After completing this lesson, you should be able to
do the following:

* Explain new features designed to harden the
database against unplanned downtime

®* Describe minimal I/O recovery

®* Describe fast-start time-based recovery limit

* Explain the new Oracle Flashback feature

* Understand Resumable Space Allocation

* Understand the new Export and Import features

Copyright © Oracle Corporation, 2001. All rights reserved.
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Reducing Unplanned Downtime
Overview

Unplanned downtime is the most disruptive event
for an e-business.

It can lead to lost revenue, lost productivity,
disgruntled customers, even legal issues.

The Oracle9i database builds upon the existing set
of features provided to minimize unplanned
downtime:

— Speeding recovery

— Reducing the impact of any type of failure on end-
users

Copyright © Oracle Corporation, 2001. All rights reserved.
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Minimal I/O Recovery

® Toreduce unplanned downtime, recovery time
must be brought down to a minimum.

* The amount of I/O operations performed have a
direct impact on the recovery time.

* Two elements control crash recovery time:

— Thetime required to read change information from
the redo log files

— Thetime required to read, modify, and write the
data blocks affected by those changes

®* Oracle9i introduces atwo-pass instance or crash
recovery to reduce recovery time.
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Minimal I/O Recovery

The two-pass recovery explained here does not apply to mediarecovery. Thisfeatureis
only used during instance or crash recovery.
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Minimal I/O Recovery

* Thelog files often contain changes for data blocks
which were not dirty at the time of failure.

* In Oracle9i, additional information is recorded in
the logs to indicate which blocks have been
written to disk successfully.

* These blocks are not processed during recovery.
* The overall recovery time is reduced.

* This feature is enabled by default and no
configuration is required by the database
administrator (DBA).
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Minimal I/O Recovery (continued)
To bound the time it takes to recover from a crash, two time elements must be controlled:

» The time required to read the log files, which is dependent on the data transfer rate of
the log device, and the amount of log that is required to be read during the recovery
process.

» The time required to read and write the data blocks which were modified in the buffer
cache at the time of failure. This is done by limiting the number of modified blocks in
the cache to the number that can be read and written during the time allocated for that
phase of recovery.

However, the redo log may contain entries recording changes made to data blocks which
may not be dirty in the buffer cache at the time of failure. These data blocks, which were
successfully written to disk before the failure, no longer need to be read and inspected
during recovery, possibly saving a significant amount of time.

This new feature reads the logs twice. The first time determines which blocks need
recovery and the second time applies only the minimum required changes. The first
sequential read is very fast and the savings in workload reduction easily offset the cost of
this additional read. The result is improved overall recovery time.

Two-pass recovery reduces recovery time whenever the 1/0 time for doing the additional
data block reads is greater than that of doing the second pass on the log. As the data block
reads are essentially random, while the log reads are sequential, this will normally be the
case. The degree of overall improvement will therefore vary from one instance to another.
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Minimal I/O Recovery
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Minimal I/O Recovery (continued)

On this diagram, the green squares (light gray) represent change vectorsin the redo log that
are not required for recovery because they correspond to blocks that were aready written to
disk at the time of failure.

The red squares (dark gray) represent change vectors associated with doubtful blocks which
may need recovery. Thisisthe subset of change vectors that will be applied.

The performance impact caused by the additional information recorded in thelogsis
negligible.

The sequential read time consumed reading the logs for the first timeis estimated to be
small inrelation to the savingsin read time by not reading database blocks which are not
needed for instance or crash recovery.

The first sequential read does not touch the data blocks at all, it only reads the online log
files. The information from the first passis kept in the PGA and is used to process the data
blocks in the second pass.
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Fast-Start Time-Based Recovery Limit
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Fast-Start Time-Based Recovery Limit

During recovery, the Oracle9i instance replays changes beginning at the checkpoint redo
byte address (Checkpoint RBA). The checkpoint RBA is stored in the control file. When
recovery isrequired, the checkpoint RBA determines the location in the redo stream from

which to start applying recovery.

Advancing the position of the checkpoint RBA reduces recovery time. In order to advance
the checkpoint RBA, dirty blocks in the buffer cache have to be written to the datafiles.
This operation, known as a checkpoint, can have an adverse effect in performance if done
with excessive frequency.

Asit often occurs, a balance must be found between performance and recoverability.
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Fast-Start Time-Based Recovery Limit
Overview

®* Many Service Level Agreements include a bound
on the Mean Time To Recover (MTTR).

* The DBA must be able to reliably set alimit on the
time it will take to recover the database.

®* QOracle9i introduces Fast-Start Time-Based
Recovery.

* This feature lets a DBA specify a target for
recovery time in seconds.

* The Oracle9i instance automatically determines
appropriate values for internal settings to meet the
specified target.
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Fast-Start Time-Based Recovery Limit - Overview

It ismore user-friendly to set an MTTR limit in seconds. Previoudly, trying to set the
MTTR was more difficult and |ess precise.
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Fast-Start Time-Based Recovery Limit

®* Recoverytime is dependent on:
— Timeto read the log files
— Time to process the recovered data blocks

e LOG CHECKPO NT_I NTERVAL bounds the number
of redo records to be read.

® FAST START | O TARGET controls the number of
data blocks to be recovered.

* However, a DBA cannot set a MTTR limit in
seconds using these parameters alone.

2-9 Copyright © Oracle Corporation, 2001. All rights reserved.

Fast-Start Time-Based Recovery Limit

Note: LOG_CHECKPO NT_TI MEOUT limits the number of seconds between the most
recent redo record and the checkpoint. Nevertheless, it is not precise enough to set alimit
onthe MTTR target.
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Fast-Start Time-Based Recovery Limit

® The new parameter FAST _START _MITR_TARGET
allows a DBA to specify the estimated number of
seconds crash recovery should take.

* Internally this is translated to a setting for:
— FAST_START | O TARGET
— LOG_CHECKPO NT_| NTERVAL

* This feature greatly simplifies and increases the
accuracy of bounding database recovery time.

® FAST START_MITR TARCET is a dynamic parameter.

ALTER SYSTEM SET FAST_START_MITR_TARCGET = 60;
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Fast-Start Time-Based Recovery Limit (continued)

The value of the FAST_START_MI'TR_TARGET parameter is the estimated mean time to
recover (MTTR) of crash recovery in asingle instance configuration. With Real
Application Clusters, the worst case expected MTTR for crash recovery is the sum of al
FAST_START _MITR TARGET parameters set in al open instances (read/write open).
The actual MTTR may be less because initialization and file open occur only once.

However, the expectation isthat in a Real Application Clusters environment, the MTTR
will typically be less, because the failure of a single instance, recovered by an aready-open
instance will be the normal recovery situation. Crash recovery coversthe failure of all
nodes in the Real Application Clusters environment, an extremely low probability
occurrence.

The parameter FAST_START_MITR_TARGET can take an integer in the range 0 to 3600
seconds. A value of 0, which is the default, indicates that the control of the recovery timeis
not done with this parameter. The recommended value depends of the size of the SGA, the
load on the database, and many other varying factors, including the service level agreement
(SLA) for that site. Theideaisto find the value that brings recovery time in line with the
SLA without incurring an excessive performance penalty.

The performance degradation is detected by looking at the number of additional blocks
checkpointed as a consequence of avery restrictive MTTR target. Checkpoint statistics are
provided in the Statspack output (physical checkpoint writes versus physical writes) as well
asinthe V$I NSTANCE_RECOVERY view (ckpt _bl ock_wri t es).
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Fast-Start Time-Based Recovery Limit

®* During recovery, the Oracle9i instance replays
changes beginning at the checkpoint redo byte
address (Checkpoint RBA).

®* Advancing the checkpoint position controls
recovery time.

® Until now, four parameters controlled checkpoint
advance:

— DB _BLOCK_MAX DI RTY TARGET
— FAST_START | O TARGET

— LOG_CHECKPO NT_| NTERVAL
— LOG_CHECKPO NT_TI MEOUT

2-11 Copyright © Oracle Corporation, 2001. All rights reserved.

Fast-Start Time-Based Recovery Limit (continued)

DB_BLOCK _MAX_ DI RTY_TARGET: specifies the maximum number of dirty buffers that
are allowed in the buffer cache.

FAST_START | O TARGET: specifies the number of data blocks to be recovered. Prior to
Oracle9i this parameter controlled the number of data blocksto be read and written. With
two-pass recovery, thisis equal to the number of blocks to be recovered.

LOG_CHECKPQO NT_|I NTERVAL.: specifies the maximum number of redo records between
the checkpoint position and the end of the log.

LOG_CHECKPO NT_TI MEQUT: specifiesin seconds, how long ago the redo record at the
checkpoint position was written.

Note: While not a parameter, the checkpoint advance is also controlled by 90 percent of the
smallest log size. Oracle enforces this behavior by ensuring the number of redo blocks
between the checkpoint and the most recent redo record is less than 90 percent of the size of
the smallest log. If the value of LOG_CHECKPQO NT_I NTERVAL islessthan 90 percent of
the size of the smallest log, then the size of the smallest log file does not influence
checkpointing behavior.
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Changes to Previous Parameters

e DB BLOCK MAX DI RTY_TARCET has been removed

* If FAST_START | O TARCET or
LOG CHECKPO NT | NTERVAL are specified, they

override the values calculated by
FAST _START MITR TARGET.

®* Thereis no change to the behavior of
LOG CHECKPO NT_TI MEQUT.
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Changes to Previous Parameters

The new parameter FAST_START_MITR_TARGET isinternally translated into two
settings: onefor FAST_START _| O_TARGET and another one for

LOG_CHECKPO NT_I NTERVAL. If these last two parameters are not explicitly set, the
calculated values take effect.

If explicit values are set for FAST_START | O TARGET or
LOG_CHECKPO NT_|I NTERVAL however, the internally calculated value isignored for
the corresponding parameter and the explicit setting takes place.

The algorithm takes into account such tasks as initialization, file open, reading the log,
reading the data blocks from the data files, and writing the data blocks back to the data
files. It is an adaptive algorithm, and initially uses internal estimates for these operations,
but substitutes real world data as it becomes available through system monitoring.
Therefore the estimates become more accurate over time, as the server learns more about its
environment and expected I/O times. Because manually measuring the time it takes to
compl ete these operations, and calculating values for parameters controlling recovery time
isacomplex task, this feature greatly ssmplifies and increases the accuracy of bounding
instance recovery time.
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Changes to V$I NSTANCE RECOVERY

* Three new columns have been added.

® These columns supercede the previous
information which is only retained for
compatibility purposes.

* The new columns are:

— TARGET_MITR: user setting of parameter
FAST START MITR TARGET

— ESTI MATED _MITR: current estimated MTTR based
on the number of dirty buffers and number of log
blocks

— CKPT_BLOCK _WRI TES: number of blocks written by
checkpoint writes
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Changes to V$I NSTANCE_RECOVERY

The Oracle9i instance initialy uses internal estimates for the 1/0 rates during recovery in
order to calculate values for the parameters. Through system monitoring, it measures actual
I/O rates and uses this information to make more accurate cal culations for subsequent
recoveries. Thus, the MTTR estimate becomes more accurate over time.

The Oracle9i instance adjusts the checkpointing rate to meet the target specified by the
parameters. However, thisis not a hard target. Therefore, it is quite possible that the
estimated MTTR is not equal the target set.

The V$I NSTANCE_RECOVERY view is used to monitor checkpointing, and itsimpact on
recovery time. Every 30 seconds, the Oracle9i Database cal cul ates an estimate of the
current MTTR and places thisvalue in V$I NSTANCE RECOVERY. This alowsthe DBA
to monitor the current estimated MTTR, and compare it to the target specified by

FAST _START _MITR TARGET.

Setting avery small value for MTTR can have an adverse effect on performance because
unnecessary checkpoints will be generated. To help the administrator monitor the impact of
small values of this parameter, the view also displays the additional database writes due to
checkpointing in the column CKPT_BLOCK_WRI TES.
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Oracle Flashback Overview

* This feature allows users to see a consistent view
of the database at a point in the past.

® Users can specify this read-only view based on a
system time or a system change number (SCN).

®* Only transactions committed up until that time are
visible.

®* Possible applications are:
— Self-service repair
— Packaged applications like email
— Decision support systems for trend analysis
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Oracle Flashback Overview

The database system guarantees to the user that al queries submitted to the database see the
consistent version of the database as of a user specified time (thisis a server-side system
time). All transactions committed until then are visible. Those committed after that are not.

Applications can be executed on the version of the database as of a certain time. For
example, awindows application for customer information may have a button that allows
the user to move back to an earlier point in time to show the account balance as of a certain
time. Previously, much of this information had to be saved away by the application. This
feature allows accessing information in the past, even when it was not explicitly saved
away.

There may be several reasons why users would like to query past data. One important
application would be self-service repair, when some important rows were accidentally
deleted from atable and the users wanted to recover them. To do the repair, they could
possibly move backwards in time and see the missing rows and re-insert the deleted row
into the current table. Care must be taken not to introduce logical inconsistencies.

Other potential benefits include packaged applications such as email and voice mail. The
users may have accidentally deleted a mail or a voice message by pressing the wrong key.
Using temporal access, they would be able to restore the deleted mail or message by
moving back in time and re-inserting the del eted message into the current message box.
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Oracle Flashback

®* Oracle Flashback leverages the Automatic Undo
Management functionality.

* Undo information is kept for a specified retention
interval at system level.

®* Queries addressed to a time within the retention
interval have enough undo information to
reconstruct the snapshot.

* QOracle Flashback is enabled at a session level.

® PL/SQL cursors opened prior to disabling
Flashback may be used to perform DML.

® SMON keeps a table to map system time to SCNs:
SMON_SCN_TI ME
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Oracle Flashback Overview (continued)

Other beneficiaries include Decision Support Systems (DSS)/Online Analytical Processing
(OLAP) applications that have to perform long running transactions. They may want to
perform data analysis and modeling on data as of some time in the past, for example, to
track seasonal demand on sunscreens.

The package DBMS_FLASHBACK is provided to enable Flashback at the specified system
time or SCN. Once Flashback has been enabled in a session, the user can execute arbitrary
queries or PL/SQL packages. All the queries against the database run as of the specified
time/SCN. Thus, the user session sees the version of the database as of the specified
time/SCN. When a session ends by disconnect or another connect, Flashback is
automatically turned off. The user can explicitly turn off Flashback by using the disable
method in the package. The package may be used from inside logon triggers to
automatically enable Flashback without changing application code.

PL/SQL cursorsthat are opened in Flashback mode return rows as of the time/SCN being
used by Flashback at the time of opening the cursors. Different concurrent sessions, or
connections, in the database may perform Flashback to different time/SCNs. DML and
DDL operations and distributed operations are not allowed while asession isrunning in
Flashback mode. PL/SQL cursors opened prior to disabling Flashback can be used to
perform DML.
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Oracle Flashback Overview (continued)

Thisfeature leverages the Automatic Undo Management functionality, described later in
this course, which retains the undo segment for a user specified retention interval.
Therefore, all queries addressed to a system time which is not earlier than aretention
interval from the current time have enough undo information to reconstruct the snapshot.
The amount of disk space required will depend on how far back you intend to go.

When enabling Flashback using system time, the database chooses an SCN that was
generated at atime that was within five minutes prior to the specified time. For finer grain
control of Flashback the user can enable using an SCN.
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Oracle Flashback

* The DBA must set the undo retention interval long
enough to be able to reconstruct the data.

ALTER SYSTEM SET UNDO_RETENTI ON = <seconds>;

* The package DBMS FLASHBACK provides the
required interface.

call dbns_fl ashback. enabl e_at _tinme(’ 9- NOvV-01: 11: 00: 00’ );
SELECT * FROM enpl oyees;
cal |l dbns_fl ashback. di sabl e();

®* Users need execute privilege on DBM5_FLASHBACK
to use the feature.

2-17 Copyright © Oracle Corporation, 2001. All rights reserved.

Oracle Flashback Overview (continued)

The flashback view is bounded by the undo retention interval. Thisis specified in seconds
by the database administrator and the maximum value is unlimited.

The package DBMS_FLASHBACK provides the following interface:
« ENABLE_AT_TIME: Enables Flashback for the entire session. The snapshot timeis
set to the SCN that most closely matches the specified timestamp.

* ENABLE_AT_SYSTEM_CHANGE_NUMBIE&kes a system change number (SCN)
as an Oracle number and sets the session snapshot to the specified number.

« GET_SYSTEM_CHANGE_NUMBR®turns the current SCN as an Oracle number.

With this interface, users can obtain the current change number and store it away for
later use.

» DISABLE : This procedure disables the Flashback mode for the entire session and
brings you back to the state of data at the current time.

Note: The DBMS_FLASHBACK.ENABLjrocedure cannot be used while atransaction is
active. Also, the DBMS_FLASHBACpackage cannot be executed asuser SYS
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Oracle Flashback
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Oracle Flashback Overview (continued)
The dlide illustrates one usage of Flashback:
» Attime 2:10 the user can read certain data from the table.
» Attime 2:13 some rows are accidentally deleted.

» Attime 2:15 the user enables Oracle Flashback and creates a view of the data as it
looked at time 2:10. The SMON process keeps a conversion table and resolves the
specified time to the corresponding SCN. A PL/SQL cursor can then be created
joining this read-consistent view at that SCN with the current table itself so that the

cursor contains only the missing rows.

* Attime 2:17, with the cursor already created, the user can disable Oracle Flashback to
return to the current point in time. Then the user fetches the rows from the cursor and

inserts them back into the table.

Note: All the DML occurs in the present state of the data. The Flashback functionality does
not work to reverse DDL statements such as a drop or truncate command, for example. This
is because the rollback segments do not store enough information to recreate the previous
state of the object. Also, the Flashback functionality does not apply to PL/SQL packages,
procedures, or functions. Invocations to any program object that does not enable Flashback
will always use the current version of these objects even when Flashback is enabled outside

the program obiject call.
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Oracle Flashback and Oracle LogMiner

Both tools can be used interchangeably to undo
certain user errors.

Flashback works with the current undo.

Its scope depends on the retention interval, which
Is typically short because of space requirements.

LogMiner works with current and old redo logs
and, therefore, can reach much further back.

Flashback is faster and easier to set-up.

LogMiner can be used for other purposes and
provides a GUI interface, but it does not support
all data types.
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Resumable Space Allocation Overview

Resumable Space Allocation provides:

* The ability to suspend and resume execution
of large database operations in the event of
repairable failure.

* Support for errors related to space limits and
out-of-space conditions.

* An opportunity for the DBA to take the
corrective steps to resolve the error condition.

* Suspended statements that automatically
continue operation.
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Resumable Space Allocation Overview

Resumabl e Space Allocation provides the ability to suspend and resume execution of large
database operations in the event of repairable failure. Resumable Space Allocation feature
supports a class of errors related to space limits and out-of -space conditions.

Large operations routinely run out of space or reach space limits after executing for along
time. When this condition occurs, the operation is rolled back and the error is returned to
the user. The rollback takes time comparable to how long the operation ran until it failed.

This feature suspends large operations that run into these problems. Suspending the
operation gives the DBA an opportunity to take the corrective steps to resolve the error
condition. Once the error condition disappears, the suspended statement automatically
resumes the statement’s execution.

Prior to this feature, customers used their home grown mechanisms to deal with failure.
They divided the operation into smaller chunks and wrote records that track the progress of
the operation. This feature enables customers to write applications without worrying about
running into common space related errors. These errors may be handled and fixed while the
large operation is in progress.

It is desirable for the user to register a procedure to be automatically executed when the
statement gets suspended. This gives the user the opportunity to detect the problem and take
appropriate actions.
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Life Cycle for Resumable Space Allocation

®* You enable Resumable Space Allocations using the
ALTER SESSI ONcommand.

* A statement is suspended when one of the following
conditions occurs:

— Out of space condition
— Maximum number of extents reached condition
— Space quota exceeded condition
* When a statement is suspended:
— The erroris reported in the alert log
— A system event trigger, af t er suspend, can be executed

* When the error condition disappears, the suspended
statement automatically resumes.
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Life Cycle for Resumable Space Allocation
Following are the characteristics of Resumable Space Allocation execution:

» A statement executes in a Resumable Space Allocation mode only when the client
explicitly enables Resumable Space Allocation semantics for the session using the
ALTER SESSI ONcommand

* In this mode, a statement is suspended when one of the following conditions occur
(these conditions do not signal an error message):

— Out of space condition: The operation cannot acquire any more space from a
tablespace.

— Max extents reached condition: The number of extents in a table, index, temp
segment, rollback segment, cluster, LOB, table partition, index partition equals
the maximum extents defined on the object.

— Space quota exceeded condition: The user has used up his quota.

* On suspending a statement execution, there are mechanisms to perform user supplied
operations, log errors, and query the status of the statement execution. When a
statement is suspended the following actions are taken:

— The error is reported in the alert log
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Life Cycle for Resumable Space Allocations (continued)

— If the user registered a trigger on the system eaémter suspend, the
user trigger is executed. The user supplied PL/SQL procedure may access the
error message data using DBVS_ RESUMABL E packages and
USER( DBA) _ RESUMABLE view.

» PL/SQL stored procedures, Java stored procedures, DMLs, DDLs, and queries
running out of sort space are all able to execute in Resumable Space Allocation mode.

* DDLs of interest are:
— CREATE TABLE AS SELECTREATE INDEXALTER INDEX REBUILD
— ALTER TABLE {MOVE|SPLIT} PARTITION
— ALTER INDEX {REBUILD|SPLIT} PARTITION
— CREATE MATERIALIZED VIEW [LOG]

» Suspending a statement automatically results in suspending the transaction. Thus all
transactional resources are held through a statement suspend and resume.

* When the error condition disappears whether as a result of user intervention or not
(For example, sort space released by other queries), the suspended statement
automatically resumes execution. A statement may be suspended and resumed
multiple times during its execution.

» A suspension time out interval is associated with Resumable Space Allocation mode.
A statement that is suspended for the timeout interval wakes up and returns the
exception to the user.

» A suspended statement may be forced to throw the exception using
DBMS_RESUMABLE. ABORT( ) procedure which might be called by either DBA or
the user who issued the statement.

Note: If a statement executes in Resumable Space Allocation mode, and performs an
operation on a remote database, the remote operation is not executed in Resumable Space
Allocation mode.
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Resumable Space Allocation Operations

®* Queries: Select statements that run out of
temporary space.

* Data Manipulation Language commands: Insert,
Update, Delete may be Resumable Space
Allocation operations.

* Import/Export when invoked with the Resumable
Space Allocation option.

® SQL*Loader when invoked with the Resumable
Space Allocation option.

® Various Data Definition Language commands.
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Resumable Space Allocation Operations

Broadly, Selects, DMLs, and certain DDLs, PL/SQL, and Java stored procedures, functions,
and anonymous server side PL/SQL blocks executing in Resumabl e Space Allocation mode
can be suspended whenever the underlying SQL statement is suspended. SQL statements
include OCI callslike OCI St mt Fet ch(), OCl St mt Execut e( ), and so on. Following
are Resumable Space Allocation SQL statements:

* Queries: Select statements that run out of temporary space (for sort areas) are
candidates for Resumable Space Allocation execution. When using OCI, the calls,
OCl St nt Execut e(), OCl St nt Fet ch() .

» DMLs: Insert, Update, Delete may be Resumable Space Allocation operations. The
interface used to execute them does not matter.

» Import/Export. Resumable Space Allocation mode will be an option to both Import
and Export, like SQL*Loader. The new parameters RESUMABLE=Y to wait for a
tablespace full event, alRESUMABLE_TI MEOUT to specify a timeout.

» DDLs: CREATE TABLE AS SELECT, CREATE | NDEX, | NDEX REBUI LD, ALTER
TABLE { MOVE| SPLI T} PARTI TI ON, ALTERI NDEX { REBUI LD| SPLI T}
PARTI TI ON, andCREATE MATERI ALI ZEDVI EWM LOG .
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Enable Session Resumable Space Allocation

ALTER SESSI ON ENABLE RESUVMABLE
TI MEQUT 60 NAME " Starting Point’;

ALTER SESSI ON DI SABLE RESUVABLE;

ALTER SESSI ON ENABLE RESUMABLE NAME 'new nane’ ;

cal | DBMS_RESUMABLE.SET_TIMEOUT(...);

call DBMS_RESUMABLE.SET_SESSION_TIMEOUT(...);
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Enable Session Resumable Space Allocation

A new ALTER SESSI ON ENABLE RESUMABLE [ TI MEOUT t i meout] [ NAMVE nare]
statement allows you to enable SQL statements to be resumable when they are invoked
within this session. ALTER SESSI ON DI SABLE RESUMABLE will disable resumability of
subsequent SQL statements invoked in the same session.

» timeout : A suspended statement is aborted automatically if the error is not fixed
within the specified number of seconds.

* name: A user defined text string which isinserted into USER[DBA]_RESUMABLE

view to help you identify a specific statement. The length may not exceed 4000 bytes
(maximum of VARCHAR2

The default for anew session is DISABLE.
Examples:

SQL> ALTER SESSION ENABLE RESUMABLE TIMEOUT 3600
2 NAME 'CRM application’;

SQL> ALTER SESSION DISABLE RESUMABLE;
Note: The default value for NAMES:

e UserUSERNAME( USERI D)

» SessiorSESSI ONI D

¢ Instancd NSTANCEI D
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Enable Session Resumable Space Allocation (continued)

Users can also change resumable name within a session. Example:

SQL> ALTER SESSI ON ENABLE RESUMABLE
2 NAME 'delete fromtable’;

SQL> ALTER SESSI ON ENABLE RESUMABLE
2 NAME 'insert into table’;

In order to reduce the use of initialization parameters, Oracle hard coded the default
timeout to 7200 seconds (2 hours.) Thistimeout can be changed by privileged users by
using one of the following methods:

SQ.> ALTER SESSI ON ENABLE RESUMABLE TI MEQUT ti neout ;

SQL> EXECUTE DBMS_RESUMABLE. SET_SESSI ON_TI MEQUT —
2 (sessionID, timeout);

SQL> EXECUTE DBMS_RESUMABLE.SET_TIMEOUT(timeout);

DBA s can change the default system timeout by creating a system wide AFTER SUSPEND
trigger to set it. For example, to set system wide default timeout to one hour (concept
introduced in the rest of this lesson):
SQL> CREATE OR REPLACE TRIGGER resumable_default_timeout

2 AFTER SUSPEND ON DATABASE

3 BEGIN

4  DBMS_RESUMABLE.SET_TIMEOUT(3600);

5 END;

6 /

Note: Whenever a suspended statement times out, the user receives the following error
message: ORA-30032: the statement has timed out. For compatibility reason, users can
disable this behavior by setting the following event:

event="30030 trace name context forever, level 1"
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DBMS RESUMABLE Package

These are the DBMS_RESUMABLE procedures:

* ABORT(sessionl D)

® GET_SESSI ON_TI MEQUT( sessi onl D)

e SET SESSI ON Tl MEQUT(sessionl D, tineout)
e CGET_TI MEQUT()

e SET TIMEQUT(ti nmeout)

e SPACE ERROR I NFQ(error _type,
obj ect _type, object owner,
t abl e_space_nane, object nane,
sub_obj ect _nane)
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DBMS_RESUMABLE Package

The new DBMS_ RESUMABL E package helps you to control Resumable Space Allocation
mode:

* ABORT(sessionID) : Aborts a suspended statemergssi onl D' is the session
ID in that the statement is executed. For a parallel DML/DBEs'si onl D' is any
session ID which participates in the parallel DML/DDL. It is guaranteed that this
operation will always succeed. It can be called either inside or outside AfF TR
SUSPEND trigger. The user then receives the following error mesgagfe: 30031:
the statement has been aborted.

GET_SESSION_TIMEOUT(sessionID) : Thisfunction returns current timeout
value in seconds of statements for session with sessionID

SET_SESSION_TIMEOUT(sessionID, timeout) : This procedure sets the
timeout of statements for session with sessionlD. The parameter ‘t i meout ' is in
second. The new timeout setting applies to the session immediately.

GET_TIMEOUT() : Thisfunction returns current timeout value of statements for the
current session. The returned value isin second

SET_TIMEOUT(timeout) : Thisprocedure will set timeout of statements for
current session. The parameter reout ’ is in second. The new timeout setting will
apply to the session immediately.
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DBMS_RESUMABLE package (continued)

« SPACE_ERROR_INFOAII above parameters are OUT parameters. This function
returns a Boolean value and is used to get information about the statements errors.

Note: It isnot possible to use this package to enable Resumable Space Allocation modein
aparticular session. Instead, DBASs have the possibility to create alogon trigger that will
enable this feature by using an ALTER SESSION command.
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AFTER SUSPEND System Event

* Automatically generated when a statement
encounters a correctible error:

create or replace trigger res_default
after suspend on dat abase
DECLARE
PRAGVA AUTONOMOUS TRANSACTI ON,
begi n
/* send an enmil to notify DBA */
COW T,
end;

®* SQL statements executed within an AFTER
SUSPEND trigger are always non-resumable
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AFTER SUSPEND System Event and Trigger

When a statement is suspended, the (correctable) error is not raised to the client. An
alternative method of notifying and detecting suspended statements is provided:

A new system event, After Suspend is available. Users can create atrigger on this system
event. Whenever a statement executed by that user is suspended, the After Suspend trigger
is executed. Inside the trigger, the user can access information regarding the suspended
statement from the dbns_r esumabl e package. The information includes user supplied
session name, the Oracle error number and message, and so on. The trigger may execute a
trusted callout. The trigger must be declared as an autonomous transaction. The
autonomous transaction uses a rollback segment in the SY STEM tablespace. This reduces
the chance of running into the same error as the user statement. Also, the user is advised to
perform operations in the trigger that are arranged to succeed. For example, the trigger
operations can be run using a separate tabl espace such as SY STEM. The user may still run
out of sort space, though. The trigger can usethe dbns_r esumabl e package to abort the
statement, if appropriate.

Note: Thetrigger should be created under SY S schema.
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AFTER SUSPEND System Event and Trigger (continued)
The trigger may encounter the following errors:

» Deadlock with a lock held by the user transaction (which is executing the statement).
This can happen if the trigger attempts to update a row locked by the user transaction.
The Oracle server detects the deadlock, rolls back work done in the trigger and throws
the original exception to the user. Thus, if the trigger deadlocks (self locks) with the
user transaction, the result is that of not suspending the statement. Also, the deadlock
is pushed under the user error.

» Out of space or space limit reached condition. If the trigger throws these errors, it
does not get suspended. Instead the trigger and the statement are aborted, as above.

Note: Users may have exception handlers inside the trigger to clear the error, if they do not
want the suspended statement to be aborted.
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RESUMABLE System Privilege

* RESUMABLE system privilege allows you to execute
statements in Resumable Space Allocation mode.

* To grant RESUMABLE privilege to a user, a DBA can
Issue:

SQL> GRANT RESUMABLE TO hr;

®* To revoke this privilege, the DBA can issue:

SQL> REVOKE RESUMABLE FROM hr;
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RESUMABLE System Privilege

Because a suspended statement will hold up some system resources, a new RESUVABLE
system privilege is added so that DBA can decide who can execute statementsin
Resumabl e Space Allocation mode.

If auser issues a statement without RESUMABLE privilege, the system will return an error
if the statement generates a correctable error.
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DBA RESUMABLE Dictionary View

SESSION I D Session identifier of the statement

| NSTANCE | D Instance number of the statement
SQL_TEXT First 1000 characters of the statement
NANVE The name given to the statement
STATUS RUNNI NG, SUSPENDED, COVPLETED,

ABORTED, TI MEQUT
ERROR_NUMBER Error code of the last correctable error (1)

ERROR_MSG Error message corresponding to (1)
START_TI ME Start time of the statement

SUSPEND_TI ME Last time the statement was suspended
RESUME_TI ME Last time the statement was resumed
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DBA( USER) _ RESUMABLE Dictionary View

The DBA( USER) _ RESUVABLE views display the set of Resumable Space Allocation
statements in the system. This view is built on top of some SGA data structures

(v$r esumabl e andv$sessi on_wai t ). The column STATUS indicates the status of
the statement, such as RUNNI NG, SUSPENDED, and so on.

The view can be used by the AFTER SUSPEND trigger or by another session to monitor
the progress of statements submitted to the database.

The view contains all currently executing or suspended statements in Resumabl e Space
Allocation mode. Because information in this view is not persistent, it cannot be accessed
across database shutdown or startup.

There are columns indicating the time started, time suspended, time completed or aborted
for each statement.

Note: When a statement is suspended, the session that invokes that statement is put in
waiting state and a new row with event ‘Suspended on Space Error’ will be inserted into
V$SESSI ON_WAI T view.
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DBA( USER) _ RESUMABLE Dictionary View (continued)
Hereis adescription of the columnsin DBA RESUVABLE:
* SESSION_ID : Session identifier of the statement
* INSTANCE_ID : Instance number of the statement
* COORD_SESSION_ID Session identifier of Parallel Coordinator

« COORD_INSTANCE_ IDInstance number on which the Parallel Coordinator is
running

* SQL_TEXT: The statement; only the first 1000 bytes are stored
* NAME The name given in the resumable clause of this statement

e STATUS: The status of the statement. Its value can be one of RUNNING
SUSPENDEBCOMPLETEPABORTED or TIMEOUT

« ERROR_NUMBER®rror code of the last correctable error occurred. When STATUSIs
equal to EXECUTINGor COMPLETEDts valueis set to NULL

« ERROR_MSGThe error message corresponding to ERROR_NUMBERIs set to
NULLwhen ERROR_NUMBE&NULL

« ERROR_PARAMETERThe 1st parameter for the error message; NULLif no error

* ERROR_PARAMETERZhe 2nd parameter for the error message; NULL if no error
* ERROR_PARAMETER3he 3rd parameter for the error message; NULL if no error
* ERROR_PARAMETERZhe 4th parameter for the error message; NULLif no error

 START_TIME: The start local time of the statement.

« SUSPEND_TIME Thelast local time when the statement was suspended. It is
initialized to NULL

* RESTART_TIME Thelast local time when the suspended statement is resumed. It is
initialized to NULL

Note: In paralel execution, if one of the parallel execution server processes encounters a
correctable error, that server process suspends its execution. Other parallel execution server
processes will continue executing their respective tasks, until either they encounter an error
or aredirectly or indirectly blocked by the suspended server process. When the correctable
error isresolved, the suspended process resumes execution and the parallel operation
continues execution. If the suspended operation is terminated, the parallel operation aborts,
throwing the error to the user. Different parallel execution server processes may encounter
one or more correctable errors. This can result in firing an AFTER SUSPENDtrigger
multiple times, in paralel. Also, if aparalel execution server process encounters a non-
correctable error while another parallel execution server process is suspended, the
suspended statement isimmediately aborted. For parallel execution, every parallel
execution coordinator and server process has its own entry in DBA/USER_RESUMABLE
view.
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Export/Import Enhancements
(STATI STI CS)

®* QOracle8i uses a combination of ANALYZE and
RECALCULATE_STATI STI CS parameters.

® Oracle9i STATI STI CS new Import parameter:
— ALWAYS: Imports precalculated statistics
— SAFE: Import precalculated statistics only when it is safe
— RECALCULATE: Execute ANALYZE during Import
— NONE: Do not Import or recalculate statistics
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Export/Import Enhancements (STATI STI CS)

If statistics are requested at export time and analyzer statistics are available for atable,

Export places the ANAL YZE command to recal cul ate the statistics for the table into the

dump file. In most circumstances, Export will also write the precal culated optimizer

statistics for tables, indexes, and columns to the dump file. By default, and unless Import

finds certain precomputed statistics as questionable (for example, there are row errors while

gxport]ic_r}g), Import will always use the precomputed statistics that are found in the export
ump file.

In certain situations, the importer might want to import only non-questionabl e statistics, and
may not want to import precomputed statistics (for example, row errors occurred while
importing the table). Import now hasthe STATI STI CS parameter. In Oracle8i, you can
use a combination of ANAL YZE and RECALCULATE_STATI STI CS during the import
process to effect an equivalent behavior.

The STATI STI CS parameter specifies what is done with the database optimizer statistics
at import time. It defaults to ALWAYS and can have the following values:

* ALWAYS Alwaysimport database optimizer statistics regardless of whether or not
they are questionable.

* NONE Do not import or recal cul ate the database optimizer statistics.

» SAFE: Import database optimizer statistics only if they are not questionable. If they
are questionabl e, recal culate the optimizer statistics.

« RECALCULATE Do not import the database optimizer statistics. Instead, recal culate
them on import.
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Export/Import Enhancements
(TABLESPACES Mode)

®* Oracle9i new TABLESPACES export parameter
exports only tables residing in specified
tablespaces.

®* Indexes are also exported regardless of their
locations.

®* You must have EXP_FULL_ DATABASE privilege in
order to Export in TABLESPACES mode.

$ exp system manager tabl espaces=users
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Export/Import Enhancements (TABLESPACES Mode)

The TABLESPACES parameter specifies that all tablesin the tablespace be exported to the
Export dump file. Thisincludes all tables contained in the list of tablespaces and all tables
that have a partition located in the list of tablespaces. Indexes are exported with their tables,
regardless of where the index is stored.

Y ou must have the EXP_FULL _DATABASE roleto use TABLESPACES to export all
tables in the tabl espace.

Note: The TABLESPACES parameter can continue to be used for tablespaces
transportation like in previous versions.
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Export/Import Enhancements
(Resumable Space Allocation)

* RESUMABLE (y/n): used to enable and disable
resumable space allocation. Default value is n

e RESUMABLE NAME: Text string inserted into
* RESUMABLE views. When set, it enables
Resumable Space Allocation mode for the
Export/Import session.

e RESUMABLE TI MEQUT: Specify this parameter in
order to change the default timeout period.
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Export/Import Enhancements (Resumable Space Allocation)

The RESUMABL E parameter enables Resumable Space Allocation Export/Import sessions.
Because this parameter is disabled by default, you must set RESUMABLE=y in order to use
its associated parameters, RESUVABLE NAME and RESUMABLE T MEOUT.

The RESUVABL E_NAME parameter identifies the session that isin Resumable Space
Allocation mode. Thisvalueis a user-defined text string that isinserted in the

USER[ DBA] _ RESUMABLE view to help you identify a specific statement. The default
value for this parameter is. 'User USERNAME (USERID), Session

SESSIONID, Instance INSTANCEID’

The RESUMABLE_TIMEOUgarameter is used to change the default timeout period of two
hours (7200 seconds). The value of the parameter specifies the time period during which an
error must be fixed.

Note: If the error is not fixed within the timeout period, execution of the statement is
aborted.
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Export/Import Enhancements
(Flashback)

® FLASHBACK SCN: SCN used to set session
snapshot back to

* FLASHBACK TI ME: time used to get the SCN
closest to the specified time
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Export/Import Enhancements (Flashback)

Refer to the beginning of this lesson for more information on the Flashback feature. It is
possible to get snapshots of an Export using the above parameters.
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Summary

In this lesson, you should have learned about:

Two-pass crash recovery
Fast-start time-based recovery limit

Consistent queries as of a specific point in the
past using the DBMS _FLASHBACK package

Usage of the DBMS RESUMABLE package
The new TABLESPACES export mode
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Practice 2-1 Overview

This practice covers the following topics:

Use of the DBMS_FLASHBACK package to enable
Flashback mode in your session

Modification of the UNDO RETENTI ONinitialization
parameter

Links between SCN and time in Flashback mode
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Practice 2-2 Overview

This practice covers the following topics:

Use the Resumable Space Allocation feature
during a tablespace export or import process

Create an AFTER SUSPEND trigger

Use the new RESUMABLE and TI MEOUT _RESUMABLE
import parameters
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Oracle9i LogMiner Enhancements

ORACLE
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Objectives

After completing this lesson, you should be able to
do the following:

* Explain LogMiner new features

DDL statement support

Dictionary staleness detection

Ability to store dictionary in redo logs
Ability to use an online dictionary
Supplemental logging of column values
Ability to skip log corruptions

®* Describe the LogMiner Viewer
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LogMiner New Features

For use on Oracle9i generated log files:
e DDL statement support

® Ability to translate DML associated with Index
Clusters

® Support for chained and migrated rows

® Direct path inserts

* Extract the data dictionary into the redo log files
® Ability to use an online dictionary

Copyright © Oracle Corporation, 2001. All rights reserved.
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LogMiner New Features

® Dictionary staleness detection
® Ability to skip log corruptions

®* Generate SQL_REDOand SQL_UNDOwith primary
key information

These features available on version 8.0 and higher
redo log files:

* View committed transactions only
®* Query on actual data values in redo log files

Copyright © Oracle Corporation, 2001. All rights reserved.
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DDL Statement Support

* Previously, DDL statements were mapped to
several DML statements on internal tables.

e Starting with Oracle9/, the DDL issued by the user
is logged as part of the DDL transaction.

* The OPERATI ONcolumn of the
V$LOGVNR _CONTENTS shows DDL .

* The SQL_REDOcolumn of the VSLOGVNR CONTENTS
view shows the actual DDL statement entered.

e DDL supportis only for Oracle9i and higher
generated log files.
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DDL Statement Support

Before Oracle9i, the DDL statements appeared in the log files as a set of DML statements
on theinternal data dictionary tables. This made these statements nearly impossible to
read. Asthe reader of the log files you would have to infer not only that aDDL statement
took place but also what DDL statement it was. Now with Oracl€9i, the actual DDL
statement islogged in the redo log files. Now LogMiner displays this DDL statement,
along with the set of DML statements.

DDL Support does not provide the ability to recover from table drops or truncates since
DDL statements do not delete individual rows. DDL support isonly for log files created by
aOracle9i or higher database.
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DDL Statement Support Example

sel ect usernane, operation, sql _redo
from v$logmr_contents

where usernane = 'HR

and operation = 'DDL’;

92,
PPN S
\%

USERNAME OPERATI ON SQL_REDO

HR DDL alter table job_history add
final _sal nunber (8, 2)
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DDL Statement Support Example

This shows how an ALTER TABLE command would appear inthelog. Thesqgl _undo
columnisNULL for all DDL commands. The multiple DML commands on the data
dictionary tables will follow this entry. They are the same entries you would see in the
older version of LogMiner.
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Data Dictionary Access

* To fully translate the contents of redo logs,
LogMiner requires access to a dictionary.

® The procedure DBMs _LOGWNR _D. BUI LD extracts
database dictionary information to:

— Aflat file
— Theredo logs (new in Oracle9i)

®* In Oracle9i, it is now possible for LogMiner to use
the online data dictionary.
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Extracting the Dictionary to a Flat File

The advantage of having the dictionary in aflat file isthat it does not consume as many
system resources such as it does when it is contained in the redo logs. However, when the
dictionary isin aflat file, thereis a possibility that the information it contains will be out-
of-synchronization with the redo logs being analyzed. The only time aflat file version of
the dictionary is required is when the database is unmounted. The directory specified must
match UTL_FI LE_DI Rin the parameter file.

SQL> EXECUTE dbrs | ogmr _d. build -
2 (DICTIONARY_FI LENAME => "dictionary.ora’ -
3 , DICTI ONARY_LOCATI ON => '/ oracl e/ dat abase’ -
4 , OPTIONS => DBM5S LOGWNR D. STORE | N FLAT _FILE);

Extracting the Data Dictionary to the Redo Logs

Having the dictionary in the redo logs prevents the problems of inaccurate correlation with
the redo logs. The process of extracting the dictionary to the redo logs does consume
database resources, but if you limit the extraction to off-peak hours, this should not be a
problem. It is also faster than extracting to aflat file.

Using the Online Dictionary

Using the online dictionary as your dictionary ensures that you are using the latest
information because LogMiner uses the dictionary currently in use for the database.
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Dictionary Information in the Redo Logs

e Starting with Oracle9i, you can have the dictionary
information stored in the redo log stream.

* The database must be in archive log mode.

* The database must be open when
DI CT_FROM REDO LOGSis used in the
DBVS_LOGWNR. START _LOGWNR procedure.

SQ.> execute dbnms_|logmr _d.build ( -
2 options => dbms_logmnr_d.store_in_redo_logs);
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Dictionary Information in the Redo Logs

Putting the dictionary information in the log files guarantees a consistent snapshot of the
dictionary. Using the redo logs for the dictionary in use with the DDL Tracking option
ensures that the dictionary being used by LogMiner is consistent with the data being
analyzed. This avoids management of a different set of files, because there is no need to
manage the backup of the flat files, as was the case with earlier versions of LogMiner.

The database must be in Archive Log mode to use this option. If it is not, you will receive
the following error:

ORA-01325: archive | og node nmust be enabl ed
to build into the | ogstream
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Using an Online Data Dictionary

* The database must be open.

* The user assumes responsibility about dictionary
and redo mismatch.

* Specify the DI CT_FROM ONLI NE_CATALOG option
indbnms_| ogmmr . start | ognmr.

* If adictionary file is specified with this option, itis
ignored.

* This feature is useful to analyze recent redo logs.
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Using an Online Data Dictionary

In order to activate this feature, you must specify DI CT_FROM _ONLI NE_CATALOG
option withthedbns_| ognmmr . st art _| ogmmr procedure.

SQL> EXECUTE dbns_| ogmr.start | ogmmr -
2 (OPTIONS => DBMS_LOGWNR. DI CT_FROM ONLI NE_CATALCG) ;

Thisis useful when you know that the logical structure of the tables have not changed over
time and the online data dictionary represents the correct logical structure.
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DDL Tracking in the Dictionary

* In Oracle8i, the dictionary snapshot used by
LogMiner was static.

e Starting with Oracle9i, LogMiner applies the DDL
encountered to its own dictionary.

®* LogMiner can translate any objects that were
created after the dictionary snapshot was taken.

* Specify the DDL_DI CT_TRACKI NGoption in
dbns_| ogmr. start | ognmr.

* The database must be open for this option to be
meaningful.

® Only for dictionary in flat file or redo log stream
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DDL Tracking in the Dictionary

In Oracle8i, the dictionary snapshot used by LogMiner was static. In other words,
LogMiner lacked the ability to apply the DDL operations it encountered in the set of redo
log records being analyzed, to its own dictionary. Asaresult, LogMiner could not trand ate
any objects that were created after the snapshot was taken.

From Oracle9i, LogMiner keeps track of the DDL operationsin the input log stream (the set
of logs you are processing) and updates itsinternal dictionary appropriately. If you are
using aflat file version of the LogMiner dictionary or aversion in the redo logs, then the
dictionary is updated appropriately provided you specify the DDL_DI CT_TRACKI NG
option when you start LogMiner.

Another option called NO_DI CT_RESET _ONSELECT can be specified together with
DDL_DI CT_TRACKI NG It prevents LogMiner from reloading its dictionary at the
beginning of each select operation on V$LOGVNR_CONTENTS. This can be an advantage
because it can potentially be very time consuming to refresh the dictionary if aDDL
operation has updated the internal LogMiner dictionary. However, if you use this option,
you may get incorrect SQL_ REDO and SQL_ UNDOinformation for objects that are
modified in the redo log files because the dictionary has not been refreshed.

Note: Multiple options can be concatenated using the Addition symbol ( + ). For example,
to use the dictionary information that was created in the redo log stream and to enable DDL
tracking the statement would look like:

SQL> EXECUTE dbns_| ogmr.start | ogmmr -

2 (OPTIONS => DBMS_LOGWNR. DI CT_FROM REDO LOGS -
3 + DBMS_LOGMNR.DDL_DICT_TRACKING );
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Dictionary Staleness Detection

®* Previously, LogMiner could not ascertain if the
dictionary snapshot used was synchronized with
the log files being analyzed.

* In Oracle9i, versioning information is logged with
each object.

®* The LogMiner dictionary is aware of different
object versions.

* LogMiner can now verify that the dictionary is
synchronized with the log stream being
processed.
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Staleness

LogMiner needs to know that any particular object in the redo logs really matches the one
initsdictionary file. Thisis facilitated by the use of a new internal object version number
in Oracle9i. This number isincremented each time an object is changed or re-created. In
thisway LogMiner can determine whether the dictionary it isusing isin sync or stalein
reference to the object being analyzed in the log. This al happens automatically to ensure
that the results you seein the LogMiner views are accurate.
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Skip Past Log Corruptions

* By default, LogMiner stops when alog corruption
IS encountered.

® Users can now specify that LogMiner should
attempt to proceed beyond the corruption.

®* This is done with a new option for the procedure
dbns_| ogmr. start | ognmr called
SKI P_CORRUPTI ON.

®* LogMiner indicates how many blocks have been
skipped so far.
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Skip Past Log Corruptions

Any corruptions in the redo log are skipped during select operations from the

VSLOGVWNR _CONTENTS view. The rows that are retrieved after a corruption are flagged.

In VELOGVNR_CONTENTS, the | NFOcolumn displays the text “Log File Corruption
Encountered.” Also, for every corrupt redo record encountered, an informational row,
indicating how many blocks have been skipped, is displayed.

The default is for the select operation to terminate at the first corruption it encounters in
the log file.
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Display Only Committed Transactions
Information

®* Upon request, only information from committed
transactions is displayed.

®* This is done with a new option for the procedure
dbns_| ogmr. start | ognmmr called
COVM TTED_DATA_ ONLY.

®* Omits information regarding in-progress

* A committed transaction is defined as a set of
statements that end with a commit or rollback.
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Display Only Committed Transactions Information

In order to activate this feature, you should specify the COVM TTED_DATA_ ONLY option
withthedbns_| ogmr . start _| ogmmr procedure.

SQ.> EXECUTE dbns_| ogmr.start | ogmr( -
2 OPTIONS => DBMS_LOGWNR. COVM TTED DATA ONLY) ;

When this option is set, rows returned from VSLOGWNR _CONTENTS are grouped together
by transaction identifier, and only rows belonging to a committed transaction are returned.
Transactions are returned in commit SCN order.

Intheinitia release of thisfeature of LogMiner, the committed data is defined as a set of
statements in atransaction. Therefore, a set of statements that have been rolled back will
be seen in the output. Thisis because Oracle treats arolled back transaction asa
committed transaction that had no effect on the data.

Oracle9i: New Features for Administrators 3-13




Primary Key Information

* Default format of the entries in the SQL_REDOand
SQL_UNDOcolumns of VELOGWNR _CONTENTS:

updat e hr.enpl oyees set salary = 5500 where
salary = 4700 and row d = ' AAABEpAADAAAAAMAAA’

®* Use supplemental log groups at the table or
database level to get the PK (or any other
columns) in the WHERE clause of the statement

®* You still get the RON D pseudo column predicate

®* This increases the amount of redo, and if done at
the database level, it can be very significant.
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Primary Key Information

By default, the entriesin the SQL__UNDO and SQL_ REDO columns show the ROW Dfor a
predicate, along with any others, for the statement that was entered. Thisworkswell if the
statement isto be applied to the same database that the statement was issued on, and if the
ROW D has not changed. A ROW D can changewith an ALTER TABLE <t abl e
nanme> MOVE command, an export and import, or the row being deleted and reinserted.

If you want to see the Primary Key or any other columns that would uniquely identify the
row, you must set up a supplemental redo log group. The command does not check to see
if the columns you have set up are indeed a Primary Key or Unique Key.

For example, if the following statement were issued:
SQL> ALTER TABLE hr. enpl oyees

2 ADD SUPPLEMENTAL LOG GROUP enp_group_1
3 (last_nane, enployee_id);

then for all of updatesto the hr . enpl oyee tabletheold valuesof | ast _nane,
enpl oyee_i d for the row being updated will be logged. In this case the update above
would show up in the SQL_ REDO column as:

UPDATE hr. enpl oyee SET salary = 5500 WHERE sal ary = 4700 AND
| ast_name = 'King’ AND enployee id = "4300° AND rowid =
" AAABEp AADAAAAAIMAAA' ;
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Primary Key Information (continued)
This can also be done at the database level with:
SQL> ALTER DATABASE ADD SUPPLEMENTAL LOG DATA
2 (PRI MARY KEY) COLUWNS;

Note: if this is done and a table doesn’t have a primary key, then all columns for the table
are logged.
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LogMiner Restrictions

* The following are not supported:
— Datatypes LONG and LOB
— Object types
— Collections (nested tables and VARRAYS)
— Object Refs
— Index Organized Tables (IOTs)

* For direct path, LOGE NGmust be enabled and in
ARCHI VELOGmode
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LogMiner Restrictions

If LogMiner sees any of the mentioned data types or segments, it will generate invalid
SQL inthe SLQ _REDOand SQL_ UNDO columns of VSLOGWNR_CONTENTS. However,
all the other datain VELOGVNR_CONTENTS will still be valid.

Note: LogMiner can berun in ashared server configuration, aslong as the session is
connected with a dedicated server. However, this is not recommended since the resources
used by LogMiner could severely impact the performance of the other sessions connected
through shared server.
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LogMiner Views

e V$LOGVNR CONTENTS
e V$LOGVNR DI CTI ONARY
e V$LOGWNR LOGS

e V$LOGWVNR PARANETERS
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LogMiner Views
All of these views only contain datawhen LogMiner is started:
V$LOGWNR _CONTENTS shows changes as stored in the log files.

VSLOGWNR _DI CTI ONARY shows information about the LogMiner dictionary file,
provided the dictionary was created using the STORE_| N_FLAT_FI LE option; otherwise
this view is empty.

V$LOGVWNR _L OGS shows information about specified log files.

V$LOGVWNR _PARANMETERS shows information about optional LogMiner parameters,
including starting and ending SCNs and starting and ending times.
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LogMiner Viewer

®* Provides a GUI for LogMiner

* Facilitates query building in the redo log files

® Stores queries for subsequent use

®* Returns rows with the primary key displayed

* Displays content-aware changes

* Optionally, it displays only committed transactions
®* Requires Enterprise Manager
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LogMiner Viewer

Specifying queries using either the command-line interface or the new Oracledi LogMiner
Viewer is easier because:

* Rows are returned with the primary key displayed.

» Changes can be requested by the content of a change, for instance, all changes to an
employee named Bartholomew.

* Queries can optionally return only committed transactions.

Oracle9 LogMiner Viewer adds a GUI-based interface to the pre-existing command-line
interface (CLI), which:

* Makes the LogMiner setup process easier

» Displays the results of queries in a readable form with a minimum of work from the
user

» Tracks queries and their results, making it easier to skip to prior queries and re-
execute.

The completeness of OracldgMiner not only means increased productivity with less
time to learn and use; but also that it can be used with confidence in all application
environments.
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LogMiner Viewer

By Oracle LogMiner Viewer

oORACLE
Enterprisafanager

Use LogMiner Viewer to query redo log
files to help you analyze past database
rmodification activity

With LogMiner Viewer, you can easily:
» Specify the query criteria to choose the

data to retrieve from the redo log files

» Wiew the data retrieved from the reda
log files, including SGL redo and undo
statements

» Specify other redo log files to be

gueried
» Specify the columns to be displayed {
and their order. - 4
» Save the guery criteria and the results. . . .
For more information see the Quick Tour
To get started, click Create Query, then

edo log files

enter guery criteria and click the Find MNowy
button
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LogMiner Viewer (continued)

The main LogMiner Viewer window shows the navigator tree on the left and the
introductory detail panel on the right. The tree contains alist of any discovered databases.
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LogMiner Viewer

m Create Query - sys@REL12DB [<]

Quety Critetia Redo Log Files | Display Options

® Graphical Filter T Textual Filter

| JE =l J

TEY. Mﬂm DELETE

Time Range

Available in Redo Log Files Selected
Start Time: 31001 10:45 Ak 01 1045 AM
End Time: 3MI01 11:06 Ak 3IM001 1106 AWM |

¥ Show committed transactions only

Save Query... Cancel

Query Results el

Wiewy Rednindn Save st
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LogMiner Viewer (continued)

The Query Criteriatabbed page displays dialog for creating a query into the redo log files,
initial property page. In thisregion, the user can specify query criteria such as time range,
table name, table owner, SQL operation and so on.
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LogMiner Viewer

Cluery Criteria Display Options
These redo log files will be used for your guery:
Redo Log File Mame Start Time End Time

Iprivateforaclefrel1 2ioradataire 1 2dbfredo0 Thu Mar 01 10:45:44 EST Thu Mar 01 10:4:
Iprivateforaclefrel1 2Ziaradatalrel1 2dbiredo0... Thu Mar 01 10:45:48 EST ... Thu Mar 01 10:4:
Iprivateforaclelrel1 2ioradatairel1 2dbfredo0... Thu Mar 01 10:458:58 EST ... FriJan 01 00:00;

4| | 3

Dictionary: The anline catalog will be used.

Change Redo Log Files...| Set Dictionary...|

Save CQuery...

Query Results =l

Wiew Redo/Unda.. | Save st
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LogMiner Viewer (continued)

The Redo Log Files tabbed page shows dialog for creating a query into the redo log files,
second property page. This region displays the set of redo log files used by default, which
are the online redo log files for the database currently selected in the tree. The user can

change the redo log files here.
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LogMiner Viewer

Query Critetia Redo Log Files
Choose the colurmns to be selected, their order and display name:

Is ¥isible Mame Display Mame  Description
I TIMESTAMP Timestamp Date and time - Recorded when the redtz
[# SCH SCM System change number - Assigned whe
[ LISERMNAME Username User name - Name of the user wha initic
I OPERATION Operation SGL operation - Type of SAL operation tl
[# SEG_OWNMNER | Cwner Segment owner - MName ofthe userwhao
[+ SEG_MAME Table Segment name - Name of the structure 1
[ SaL_REDOD SQL Redo SGL redn - Contains a SGL statement th
[ SQL_UMNDO Sal Undo SGL undo - Contains the SQL statemen)
- ABS_FILE# Abs Files# Diata block absolute file number - Identif
" COMMIT_TIM... | Commit Tirme... | Date and time - Tirme atwhich the trans:
(I CECMN Csecn Commit system change number - SCMN

4| | >

Save Query... Cancel

Query Results el

wiew Redoilndo.. Y Save st
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LogMiner Viewer (continued)

The Display Options tabbed sheet page shows dialog for creating a query into the redo log
files, third property page. This region displays the columns of redo log file data that will
be displayed in the query results. These columns come from the internal LogMiner table:
VS$LOGVNR _CONTENTS. The user can select the columns to be displayed and can modify
the name used for the column header.
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LogMiner Viewer

Query Griteria Redo Log Files | Display Options

™ Graphical Filter T Textual Filter

’ B0 =|[E ~|[EmPLOVEES)

EY Mﬂm DELETE

Awailable in Redo Log Files Selected

Start Time: 301 10045 A 3M/01 10:45 AM 5
End Time: 3001 11:06 Ahd 011106 A

¥ Show committed transactions only

Time Range

Save Query. Cancel

Query Results (March 1, 2001 11:09:23 AM EST) .
Timesta... ¥ SCi H Userna.. ¥ Operation ¥ Owner # Tahle £ 5
01-Mar-200... | 206774 S5 LIPDATE HR EMPLOYEES |up
01-Mar-200... | 206776 SvE LIPDATE HR EMPLOYEES | U
01-Mar-200... | 206778 S5 LIPDATE HR EMPLOYEES | U
01-Mar-200... | 206780 svE LPDATE HR EMPLOYEES | U
01-Mar-200... | 206782 53 UPDATE HR EMPLOYEES | U
] I *

Wiew RedofUndo...| Sawe List..
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LogMiner Viewer (continued)

After clicking the Find Now button, the lower half of the Query Criteria tabbed page
displays the results.
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LogMiner Viewer

[y View Redo/Undo [<]
Timestamp: 01-Mar-2001 10:54:52 AM
SCH: 206776

Username: S5Y3
Operation:  LIPDATE
Owner: HR

Table: EMPLOYEES

S0OL Redo | SAL Undo

update "HR™."EMPLOYEES™
set "PHONE_NUMEEER™ = '604.423.4567'
where "PHONE_NUMEER™ = '603. 423, 4567
and ROWID = 'AAAHTSAAHAALALAWAAD':

Previous IMext

Close Help
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LogMiner Viewer (continued)

The user can select arow in the query results table and click the View Redo/Undo button

to see an aternate view of the information from that row, including the SQL redo and SQL
undo data.
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Summary

In this lesson, you should have learned how to:
® Use some Oracle9i LogMiner new features:
— DDL statement support
— Dictionary staleness detection
— The online dictionary
— Skipping log corruptions
® Use the Oracle9i LogMiner Viewer

Copyright © Oracle Corporation, 2001. All rights reserved.

Oracle9i: New Features for Administrators 3-25




3-26

Practice 3-1 Overview

This practice covers the following topics:

Create a dictionary in a flat file

Create a table after the dictionary file is created
Perform DDL and DML commands on the table
Use LogMiner to see the commands on the table

Copyright © Oracle Corporation, 2001. All rights reserved.
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Backup and Recovery
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4-2

Objectives

After completing this lesson, you should be able to
do the following:

Describe new RMAN manageability features
— New backup enhancements

— New restore and recovery enhancements
Describe new RMAN reliability features

— Block mediarecovery (BMR)
Trial Recovery

Describe other miscellaneous RMAN
Improvements

Copyright © Oracle Corporation, 2001. All rights reserved.
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RMAN Manageability Enhancements

® Persistent configuration parameters
— Retention policies
— Automatic channel allocation
— Other configuration commands

®* Backup and restore enhancements

* New Enterprise Manager Interface
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RMAN Manageability Enhancements

The main goal of Oracle9i Recovery Manager isto improve the ability to manage backups
and recoveries, with configuration of user preferences when RMAN operations are run,
file optimization during backup and restore, and enhanced automated failover.
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Persistent Configuration Parameters

®* Customizable configuration parameters simplify
RMAN operations.

* Default settings are set once and used for
subsequent jobs.

* A DBA can invoke RMAN and back up a database
with one command: BACKUP DATABASE.

®* Oracle9i provides the new CONFI GURE command
to override default settings persistently.

®* The configuration values are stored in the control
file and are resynchronized to the recovery catalog
as necessary.
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Persistent Configuration Parameters

To see the configurable parameters, usethe showal | command. The followingisalist
of the parameters and their defaults:

RETENTI ON POLI CY TO REDUNDANCY 1

BACKUP OPTI M ZATI ON OFF

DEFAULT DEVI CE TYPE TO DI SK

CONTROLFI LE AUTOBACKUP OFF

CONTROLFI LE AUTOBACKUP FORMAT FOR DEVI CE TYPE DI SK TO ' %~
DEVI CE TYPE DI SK PARALLELI SM 1

DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE DI SK TO 1
ARCHI VELOG BACKUP COPI ES FOR DEVI CE TYPE DI SK TO 1
MAXSETSI ZE TO UNLI M TED

SNAPSHOT CONTROLFI LE NAME TO

' <or acl e_hone>/ dbs/ snapcf _<db_nane>. f’

EXCLUDE, CHANNEL, AUXNANME, and AUXI LI ARY CHANNEL do not have default
values.

Note: Some parameters are platform dependent; check your system for your actual
defaults.
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Retention Policies

A retention policy describes which backups will be
kept and for how long.

There are two retention policy types:

* Recovery window: establishes a period of time within
which point-in-time recovery must be possible

* Redundancy: establishes a fixed number of backups
that must be kept. Backups in excess of this can be
deleted.

* These policies are mutually exclusive and can be set
with the CONFI GURE command.

The default retention policy is REDUNDANCY 1.
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Retention Policies

A retention policy isauser’s description of which backups are kept and for how long. The
value of the retention policy is set by the né@NFI GURE command. The best practice is
to establish a period of time during which it is possible to discover logical errors and fix
the affected objects by doing a point-in-time recovery to just before the error occurred.
This period of time is called the recovery window. This policy is specified in number of
days.

For each data file, there must always exist one backup which satisfies the following
condition:
SYSDATE- CHECKPO NT_TI ME >= recovery_w ndow

For example, if the policy were set as follows:
CONFI GURE RETENTI ON PCLI CY TO RECOVERY W NDOW OF 7 DAYS;

Then for each file there must be a backup that satisfies:
SYSDATE - (SELECT CHECKPO NT_TI ME FROM V$DATAFI LE) >= 7

Although the recovery window is the best implementation for specifying how long

backups should be kept, the number of backups that must be stored as defined by the
recovery window is not constant. For DBAs who require the exact number of backups,

they may set the retention policy based upon the redundancy option. This option requires a
specified number of backups to be cataloged before any backup is identified as obsolete.
This policy is specified as number of backups.
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CONFI GURE RETENTI ON POLI CY

RMVAN> CONFI GURE RETENTI ON POLI CY
TO RECOVERY W NDOW OF 5 DAYS;

RMVAN> CONFI GURE RETENTI ON POLI CY
TO REDUNDANCY 5;

RMVAN> CONFI GURE RETENTI ON POLI CY TO NONE;

Use the DELETE OBSOLETE command to delete
backups or copies that are no longer required
based on the chosen retention policy.
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Retention Policies (continued)

The parameter CONTROL_FI LE_ RECORD_KEEP_TI ME determines when the records or
entries in the control file will be reused with new information. When the datais replaced,
RMAN isno longer able to reconstruct alist of backup files required to do avalid restore.
If the value specified for the recovery window is greater than the

CONTROL_FI LE_RECORD_KEEP_TI ME parameter, arecovery catalog is required.

The DELETE OBSOLETE command is used to delete obsolete backup sets based on the
retention policy. Backup sets that are identified to never expire are not affected by the
retention policy or DELETE OBSCLETE command.

There are several data dictionary views that can be used to see configuration settings:
V$RVAN_CONFI GURATI ON, RC_RMAN_CONFI GURATI ON, RC_TABLESPACE, and
RC_DATAFI LE.

Note: RMAN cannot implement an automatic retention policy if backups are deleted using
non-RMAN methods. One such method is the media manager’s tape retention policy.
Ideally, the media manager will never expire a tape until all RMAN backups residing on
that tape have been removed from the media manager’s repository.

Note: There is a difference betwe@ONFI GURE RETENTI ONPCLI CY TONONE and
CONFI GURE RETENTI ONPCLI CY CLEAR. The first means that there is no retention
policy: backups will never expire, amEL ETE OBSOLETE will give an error. The second
means that the default retention poli®EDUNDANCY 1) will be in effect.
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Automatic Channel Allocation

* This feature applies to BACKUP, COPY, and
RESTORE commands.

* A channel is automatically allocated if one is not
explicitly specified in the RMAN command.

* Default values are specified with the CONFI GURE
command.

®* The benefit of this feature is a usability
improvement due to the simplification of
subsequent commands.
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Automatic Channel Allocation

When a channel is automatically allocated by RMAN, its nameisin the format
ora_devi cetype_n (thisis,ora_sbt _tape_norora_di sk_n).

RMAN knows the command that is being run. For backups, only asingle type of channel
isallocated. For restores, RMAN knows which device types are required, allocating all
necessary channels.
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CONFI GURE CHANNEL

Used to configure settings that will be used for the
channels (all or individual):

CONFI GURE CHANNEL [ n] <channel _option_list>;

channel option_list := TYPE, NAMVE, PARNS,
CONNECT STRI NG, DEBUG,
FORMAT, TRACE,
MAXPI ECESI ZE, RATE,
MAXOPENFI LES, SEND
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CONFI GURE CHANNEL

Within I/O channel alocation, additional properties of a channel may be specified. The
CONFI GURE CHANNEL command gives the DBA the capability to automatically
substitute parameter option values such as NAVE, PARMS, CONNECT STRI NG, DEBUG,
FORNMAT, TRACE, MAXPI ECESI ZE, RATE, MAXOPENFI LES, and SEND to be used
when 1/0 is needed.

When parallelizing channels, it may be necessary for each channel to be uniquely
identified. A typical example of thisisin aReal Application Clusters architecture. In the
Rea Application Clusters environment, online redo logs are archived to different nodesin
acluster. It is necessary for RMAN to connect to each node to backup the archived logs.

In this example the channel is set to make backups in a particular directory:

RVAN> CONFI GURE CHANNEL 1 DEVI CE TYPE DI SK FORVAT
' | dat abases/ ed27/ dat a/ backup/ ed27_%J ;
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CONFI GURE CHANNEL (continued)

The following substitution variables are available in FORMAT stringsto aid in generating
unique filenames. The formatting of thisinformation varies by platform.

Parameter

Description

o

Specifies the copy number of the backup piece within a set of duplexed
backup pieces. If you did not duplex a backup, then thisvariableis 1 for
backup sets and O for proxy copies. If one of these commands is enabled,
then the variabl e shows the copy humber. The maximum value for %c is 256.

%l

Specifies the name of the database

%

Specifies the current day of the month from the Gregorian calendar in format
DD

%

Combines the DBID, day, month, year, and sequence into a unique and
repeatable generated name

%V

Specifies the month in the Gregorian calendar in format MV

ot

Specifies the name of the database, padded on the right with x charactersto a
total length of eight characters. For example, if the pr od1 isthe database
name, then the padded nameis pr od1xxx.

%

Specifies the piece number within the backup set. Thisvalue starts at 1 for
each backup set and isincremented by 1 as each backup piece is created.
Note: If you specify PROXY, then the %p variable must be included in the
FORMAT string either explicitly or implicitly within %4J.

s

Specifies the backup set number. This number is a counter in the control file
that isincremented for each backup set. The counter value startsat 1 and is
unique for the lifetime of the control file. If you restore a backup control file,
then duplicate values can result. Also, CREATE CONTROLFI LE initializes
the counter back to 1.

%

Specifies the backup set time stamp, which is a 4-byte value derived as the
number of seconds elapsed since a fixed reference time. The combination of
% and % can be used to form a unique name for the backup set.

o

Specifies the year, month, and day in thisformat: YYYYMMDD

0

Specifies an 8-character name constituted by compressed representations of
the backup set number and the time the backup set was created.

nJ

Specifies a convenient shorthand for %u_%p % that guarantees uniqueness
in generated backup filenames. If you do not specify aformat, RMAN uses
%4J by default.

%Y

Specifiesthe year in thisformat: YYYY

Wo

Specifies the %character. For example, 984 translates to the string .
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CONFI GURE CHANNEL

* |If the channel number [n] is specified, the settings

apply only to the channel.

* If not, the settings apply to all channels of the

specified type.
* The device type option is always required.

®* To remove the options for a specific channel or

device type, use:

CONFI GURE CHANNEL devi ce_type_spec [ n]

CLEAR
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CONFI GURE CHANNEL (continued)

Examples of settingsfor all channels:

CONFI GURE CHANNEL TYPE SBT;

CONFI GURE CHANNEL DEVI CE TYPE sbt MAXPI ECESI ZE 1G
CONFI GURE CHANNEL DEVI CE TYPE sbt RATE 1700K;
Examples of settings for a specific channel:

CONFI GURE CHANNEL 1 TYPE SBT CONNECT ' nodel’;
CONFI GURE CHANNEL 2 TYPE SBT CONNECT ' node2’;
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CONFI GURE DEVI CE TYPE . . .
PARALLELI SM

Determines how many channels of the specified
type are allocated for automated backups

* Examples:

RVAN> CONFI GURE DEVI CE TYPE SBT PARALLEL| SM 2;

RMVAN> CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 3;
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CONFI GURE DEVI CETYPE . .. PARALLELI SM

The maximum degree of parallelism may be limited by your Media Management Library
(MML) provider. Please refer to your MML documentation for details.

Note: For tape (TYPE SBT), the degree of parallelism should be set to the number of
physical tape drives. Restore degradation will occur otherwise.
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CONFI GURE DEFAULT DEVI CE TYPE

Specifies which device type is used for automated
backups

Valid device type values are: DI SK or SBT.
The default is DI SK.
Using CLEAR sets it back to the default.

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO SBT ;

RVAN> CONFI GURE DEFAULT DEVI CE TYPE CLEAR ;
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CONFI GURE BACKUP COPI ES

* |t specifies how many identical copies of each
backup are created.

* The number of copies for data files, and archive
logs can be set independently.

* Rangeis 1to 4; 1is the default.
* Devicetypeis DI SKor SBT.

RVAN> CONFI GURE DATAFI LE BACKUP COPI ES
FOR DEVI CE TYPE DI SK TO 2;

RVAN> CONFI GURE ARCHI VELOG BACKUP COPI ES
FOR DEVI CE TYPE SBT TO 3;
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CONFI GURE BACKUP COPI ES

The SET BACKUP COPI ES command can be used to override CONFI GURE BACKUP
COPI ES for anindividua job.
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CONFI GURE EXCLUDE

* Useful to prevent repeated backups of read-only or
offlined tablespaces

®* The system tablespace may not be excluded.
* Explicit backup commands can override the exclusion.

®* The exclusion is an attribute of the tablespace so even
files added in the future will be affected.

®* Use the CLEAR option to include the tablespace in
backups again.

RMVAN> CONFI GURE EXCLUDE FOR TABLESPACE test;
RVAN> CONFI GURE EXCLUDE FOR TABLESPACE test CLEAR
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CONFI GURE EXCLUDE

Using an explicit backup command, for example, BACKUP TABLESPACE, will ignore the
exclusion setting.
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CONFI GURE SNAPSHOT CONTROLFI LE
and CONFI GURE AUXNAME

For consistency, two commands have been
renamed:

e SET SNAPSHOT CONTROLFI LE has been renamed
to CONFI GURE SNAPSHOT CONTROLFI LE;

RMAN> CONFI GURE SNAPSHOT CONTRCLFI LE
NAME TO ' /tnp/ snapcf _c82.f";

e SET AUXNAME has been renamed to CONFI GURE
AUXNANME:

RVAN> CONFI GURE AUXNAME FOR
DATAFI LE 2 TO '/t np/ df 2. dbf " ;

The old syntax is still supported for backward
compatibility.
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CONFI GURE SNAPSHOT CONTROLFI LE and CONFI GURE AUXNAME

When RMAN needs to resynchronize from a read-consistent version of the control file, it

creates atemporary snapshot control file. RMAN needs a snapshot control file only when

resynchronizing with the recovery catalog or when making a backup of the current control
file.

The default value for the snapshot control file is platform-specific and depends on the
Oracle home. For example, the default filename on some UNIX platformsin Oracle9i is
$ORACLE_HOWVE/ dbs/ snapcf _@f .

In general, you should need to set the control file location only in these situations:

* You are running RMAN in an Real Application Clusters configuration and need a
snapshot control file accessible by each node.

* You are upgrading to the current release from a pre-8.1.7 release. In pre-8.1.7
releases, the default location for the snapshot control file was not dependent on the
Oracle home, whereas in the current release the default location is dependent on the
Oracle home.

Auxiliary filenames can be configured for specified target datafiles. For example, you can
set the auxiliary name for datafile number 2 & 2. f , and then unspecify this auxiliary
name by runnin@@ONFI GURE AUXNANVE FOR DATAFI LE 2 NULL.

If you are performing tablespace point-in-time recovery or usin@tiirk.| CATE
command, settingUXNAME allows you to pre-configure the filenames for use on the
auxiliary database without manually specifying the auxiliary filenames during the
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CONFI GURE CONTROLFI LE AUTOBACKUP

Setting CONFI GURE CONTROLFI LE AUTOBACKUP
to ON, RMAN automatically backs up the control file:

e After every BACKUP or COPY command issued at
the RMAN prompt

* Whenever a BACKUP or COPY command within a

RUN block is followed by a command that is
neither BACKUP nor COPY

* At the end of every RUN block if the last command
in the block was either BACKUP or COPY.

Default is OFF.

4-16 Copyright © Oracle Corporation, 2001. All rights reserved.

CONFI GURE CONTROLFI LE AUTOBACKUP

The purpose of the control file autobackup is to provide away to restore the backup
repository contained in the control file when the control fileislost and the recovery catalog
iseither lost or was never used. Y ou do not need arecovery catalog or target control file to
restore the control file autobackup. For example, you can issue:

RESTORE CONTRCLFI LE FROM AUTOBACKUP;

By default, the control file autobackup feature uses a well-known filename format so that
RMAN can restore it without a repository. The mandatory %4~ substitution variableis
defined for this purpose and has the following format:

c-1TTTTTTITT-YYYYMVDD QQ
where:

o 1IN represents the database identifier. The dbid is printed in decimal format
so that it can be easily associated with the database.

* YYYYMMDDepresents atime stamp in the Gregorian calendar of the day the backup is
generated.

» QQ represents the sequence in hexadecimal number that starts with 00 and has a
maximum of FF (256).
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CONFI GURE CONTROLFI LE AUTOBACKUP (continued)

If the channel used for the control file autobackup is of type DI SK, then the name of the
control file backup is operating system specific. For example, on some UNIX platformsit
defaultsto $ORACLE_HOVE/ dbs/ %-.

If you alocate a channel to atape device, then the format defaults to %-.

Y ou can use the CONFI GURE command to change the default autobackup format to a new
value. Note that you must include the % format in the string, or RMAN signals an error.
Thisformat changeis persistent across all RMAN sessions.

For example:

CONFI GURE CONTROLFI LE AUTOBACKUP FORMAT FOR DEVI CE TYPE DI SK TO
'/ dat abases/ ed27/ dat a/ backup/ %-. bck’ ;
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Long Term Backups

®* Backups can be archived for much longer than the
time indicated by the retention policy.

* The KEEP option provides this functionality.

®* These backups are kept in the recovery catalog
without affecting the retention policy:

RMAN> BACKUP ... KEEP
[UNTIL TIME 'date'|FOREVER][NOLOGS|LOGS

®* NOLOGS option is not valid for online backups.
®* The default is NOKEEP.
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Long Term Backups

KEEP may be specified either on the BACKUP or COPY commands, when creating a new
backup, or on the CHANGE command, to alter the retention time or recoverability for an
existing backup.

UNTI L TI ME specifies the date until which the backup must be kept.

FOREVER specifies that the backup never expires. A recovery catalog is required to be
used when FOREVER is specified, otherwise the backup records will eventually age out of
the controlfile. RMAN will signal an error if you try to backup with KEEP FOREVER
without a recovery catal og.

L OGS specifiesthat it is possible to recover this backup to any point in time. All the
required archive logs must remain available as long as this backup is available. Thisisthe
default.

NCL OGS specifiesthat it will not be possible to recover this backup. The only use for this
backup is to restore the database to the point in time that the database was taken. The
archived logs required to recover this backup will not be kept. This option isnot valid for
online backups.

NCKEEP specifies that the backup expires according to the user’s retention policy. This is
the default unless tHeEEP option is specified.
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Mirrored Backups

* This functionality already exists with the SET
DUPLEX command.

* New features include:
— A default duplex setting

— A multi-valued format option for duplexed backups
to disk

RUN {

SET BACKUP COPI ES 2;

BACKUP DATABASE

FORMAT ' /dirl/ %, '/dir2/ % ;
}
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Mirrored Backups

It is possible to specify up to four values for the format option. The second, third, and
fourth values are used when set backup copiesisin effect.

When choosing which format value to use for each backup piece, RMAN will use the first
format value for copy number 1, the second format value for copy number 2, and so on. If
the number of format val ues exceeds the number of copies, the extraformats will not be
used. If the number of format valuesis less than the number of copies, the format values
will be reused, starting with the first one. Thisisillustrated in the following examples:

SET BACKUP COPI ES 4;
BACKUP DATABASE FORVAT ' /dirl/%J ,’/dir2/ %J ;

In this example, the first copy of each backup piece will be placed indi r 1, the second in
di r 2, thethirdindi r 1, and the fourth indi r 2.

SET BACKUP COPI ES 2;
BACKUP DATABASE FORNVAT
ldird/J , Idir2/9%J " [dir3/J, [dird/ AJ,

In this example, the first copy of each backup piece will be placed indi r 1 and the second
indi r2.di r 3 anddi r 4 will not be used.

Note: The RUN command and the braces’{” and '}’ are required for this command.
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Backup File Optimization

® Useful in preventing repeated backups of read-
only tablespaces or archive logs.

* If the header of the backed up file matches the
online file header, the file is ignored by new
backup commands.

®* One exception is when the existing backup is
older than the recovery window.

* The CONFI GURE command sets this feature:

RVAN> CONFI GURE BACKUP OPTI M ZATI ON [ ON| OFF| CLEAR] ;

* Use the FORCE option of the BACKUP command to
bypass this optimization.
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Backup File Optimization

If RMAN isabout to back up afile, and the file has already been backed up to the same
device type, RMAN skips the backup of that file.

For archive logs, same file means same dbid, thread, sequence, and resetlogs data. For
datafiles, same file means same dbid, checkpoint, and resetlogs data. For backup sets,
same file means the specified backup set has already been backed up to the specified
devicetype.

RMAN does not signal an error if this optimization causes al the files to be skipped.

If DELETE | NPUT option isused, RMAN deletes all files that would be backed up, even
if some of those are not included due to optimization.

If the user’s retention policy is set to recovery window, RMAN always backs up any files
whose most recent backup is older than the recovery window.

Note: Use caution when enabling backup optimization if you use a media manager that has
an expiration policy. The media manager can expire tapes containing backups, and RMAN
will not make new backups because of optimization. BRASSCHECK periodically to
synchronize the repository with the media manager.
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Restartable Backups

®* Unsuccessful backups can now be restarted.

®* Only missing or incomplete files are backed up
based on backup time.

* Files that were successfully backed up before the
interruption are skipped.

®* The new option NOT BACKED UP [ SI NCE Tl ME
"timestanp’ | must be specified to restart a failed
backup.

RVAN> BACKUP DATABASE NOT BACKED UP
SINCE TI ME ' 12-OCT-00 13:00:00';
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Restartable Backups

It isinefficient and unnecessary to backup files that have not changed since the last
backup.

If aDBA wantsto use thisfeature, the NOT BACKED UP [ SI NCE Tl ME] option must
be used. Thisinstructs RMAN to backup files that have not been backed up after a
specified time stamp.

If the SI NCE TI ME option is not specified, only those files that have never been backed

up will be done thistime. Thisis useful for taking a backup of new filesimmediately after
they have been created.

Thet i mest anp should be either adate in the current NLS _DATE_FORMAT or a SQL
date expression like’ sysdate — 1'.

When determining whether afile has been backed up or not, the date entered in the
command is compared with the compl etion time of the most recent backup. The
completion time for afilein abackup set is the completion time of the entire backup set;
in other words, al filesin the same backup set have the same compl etion time.

Note: This feature only works on Oracle9i backups. It will not restart backups taken with
previous rel eases of the Oracle server.
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Archive Log Backup

* Archive logs which have not been backed up can
now be included with a data file backup.

® The PLUS ARCHI VELOG option of the BACKUP
command is used.

* PLUS ARCHI VELOGis the default when backing up
to tape:

RVAN> BACKUP DATAFI LE 3 PLUS ARCHI VELOG

* RMAN does not signal an error if the BACKUP
ARCHI VELOGALL command finds no logs to
backup.
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Archive Log Backup

RMAN does not signal an error if the BACKUP ARCHI VELOGALL command finds no

logs to back up. This probably means that no new logs were generated since the previous
BACKUP ARCHI VELOGALL DELETE I NPUT command.

PLUS ARCHI VELOGis the default when backing up to non-disk device.
The process works as follows:

1. Backup al archive logs that have not yet been backed up.

2. Backup thefile(s) specified in the backup command.

3. Perform alog switch.

4. Backup any remaining logs.
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Backupset Backup

Change the location of a backup set
* The source for this command must be DISK
* The destination can be either DISK or SBT

RMAN> BACKUP ... BACKUPSET
{key|CompletedTimeSpec|ALL}

RMAN> BACKUP DEVICE TYPE SBT
BACKUPSET
CREATED BEFORE 'sysdate — 7"
DELETE INPUT,;
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Backupset Backup

The specified backup set(s) will be backed up. The source for this command must be disk.
RVAN> BACKUP DEVI CE TYPE SBT BACKUPSET ALL;
This command should be run regularly as part of the production backup schedule. When it

is complete, the backups exist on both disk and tape. This alows disk space management
to be performed.

RVAN> BACKUP DEVI CE TYPE SBT BACKUPSET
CREATED BEFORE ' sysdate-7' DELETE | NPUT,;

This command istypically run when the user wants more recent backups to exist on disk
and older backups to exist on tape, but does not need backups to exist on both disk and
tape at the same time.

Note: Using DELETE | NPUT effectively makes this a move operation.
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Restore File Optimization
and Restartable Restore

* With restore file optimization, RMAN examines all
target file headers before beginning the restore.

e Afileis notrestored if itis already in the correct
location and its header contains a correct state.

®* This feature allows a restore operation to be
restarted after any type of failure without doing
unnecessary work.

* The RESTORE FORCE command can be used to
restore a file regardless of its state.
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Restore File Optimization and Restartable Restore

In this scenario a restore operation has been running for six hours and a tape device stops
working. All except one of the necessary database files has been restored to disk. The
restore job fails. Y ou have no other choice but to run the restore task again, knowing that
at least another six hours will pass before the database is running.

Thisis not the case with RMAN's restore file optimization. If RMAN detects that the file

to be restored is consistent with the database and its header contains the expected
information, it is not necessary to replace the file on disk with the backup again. In this
scenario, RMAN only restores the last file. Unconditional restore of database files can be
achieved by using thHeORCE option with theRESTORE command.

Note: Restore optimization only checks the datafile header and does not the scan the
datafile body for corrupted blocks.

Oracle9i: New Features for Administrators 4-24



Recovery Manager
Enterprise Manager Interface

The Enterprise Manager interface to RMAN has been
improved
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Recovery Manager: Enterprise Manager Interface

The Enterprise Manager interface to RMAN has been upgraded giving access to the new
featuresin the product. The slide shows some sample screens.
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RMAN Reliability Enhancements

Archive log failover
Automatic log switch
Backup piece failover
Block media recovery
Trial recovery
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Archive Log Failover and
Automatic Log Switch
* RMAN is capable of reading multiple local archive
log destination directories.

* |f afailureis encountered while reading an archive
log in one location, RMAN automatically switches
to another one.

* RMAN only returns an error when all the local
locations have failed.

* RMAN can delete the archive logs from all disk
locations after they have been successfully
backed up.

* At the end of any BACKUP or COPY command,

RMAN automatically switches and archives the
current online log.
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Archive Log Failover

It isa common practice for a database administrator to multiplex archive log locations to
protect against disk failure. When disk space is no longer available, the archived logs are
backed up to another storage medium and deleted from disk.

When a BACKUP ARCHI VEL OG operation is invoked, it reads from one of the archive log
destination directories. If RMAN finds an invalid or corrupt archive log, it uses the next
multiplexed location for the backup. Only after all archive log destinations have been
examined, RMAN errors out to indicate the problem with the file.

Improved archive log space management is achieved by deleting archive logs from all
multiplexed destinations after a successful archive log backup. This ensures that RMAN
has validated archive logs and the database administrator can feel confident that necessary
recovery is possible. This behavior istriggered by the DELETE ALL | NPUT option.

Also, to add further protection, at the end of any BACKUP or COPY command, RMAN
automatically switches out of and archives the current online log. This automatic log
switching feature improves the chances of a successful recovery.
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Backup Piece Failover

* RMAN always validates that a backup piece is not
corrupt when moving it from disk to another
location.

* |f RMAN finds an invalid backup piece, it searches
for a multiplexed disk copy of it.

* RMAN only signals an error when all of the original
locations failed.
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Backup Piece Failover

When backing up to disk, a database administrator can make multiple copies of backup
piecesto different disk locations. When the primary disk space is no longer available, the
on disk backups need to be deleted or copied to another storage medium. When RMAN is
invoked to move backups to tape or other disk locations, it validates that the backup piece
isnot corrupt. If it finds an invalid backup piece, it examines the next multiplexed disk
location for avalid data file backup. If noneisfound, RMAN errors out to indicate the
problem with the file.

This ensures that RMAN has validated backups and the DBA can feel confident that
necessary recovery ispossible.
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Block Media Recovery (BMR)
* A block becomes the smallest unit of
media restore and recovery.
; * BMR main benefits:
/-IZI — Lowers the mean time to recover
/ — Increases data availability during media
H recovery
Y * RMAN must be used for BMR:
‘\ S S S S — Restores individual data blocks from
I O00 avallal?le baCkl.JpS
OO 00 — Coordinates with the server to have
them recovered
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Block Media Recovery (BMR)

BMR reduces the smallest recoverable unit of media recovery from a data file to a block.
The basic premiseisthat when a small subset of blocks in the database are known to
require media recovery, it is more efficient to selectively restore and recover just those
blocks. Only blocks being recovered need to be unavailable, allowing continuous
availability of the rest of the database during recovery. Block mediarecovery (BMR)
provides two main benefits over file-level recovery:

* Lowering the mean time to recover (MTTR)

» Allowing increased availability of data during media recovery as the data file being
recovered remains online.

BMR uses existing recovery mechanisms to apply changes from the redo stream to block
versions restored from suitable backups. Recovery Manager (RMAN) must be used to
perform BMR. The existing SQL interface for media recovery does not support BMR.
RMAN restores individual data blocks from available backups and coordinates with the
Oracle server process to have them recovered. If a backupset repository is maintained,
RMAN can also assist in selecting the correct backup of a block to use as the starting point
for media recovery.

Note: Only complete recovery is possible. Incomplete recovery would render the file
physically inconsistent.
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MTTR Reduction

®* Mean time to recover (MTTR) is reduced when only
a small subset of blocks in a data file need media
recovery.

— Only these blocks have to be restored from backup.

— Redo application time is reduced by applying
recovery only to the required (small) set of corrupt
blocks.

* BMRis notintended to be used when the extent of
data lost or corrupted is unclear and potentially
the entire file may need recovery.

* BMRis targeted at data losses that affect specific
blocks reported in Oracle errors.
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MTTR Reduction

The primary functional requirement for BMR isto reduce MTTR in situations where only
asmall subset of blocksin a datafile need media recovery. Without block-level recovery,
if even asingle block is corrupt the administrator must restore a backup of the entire file
and apply al redo changes generated for that file since backup. The reductionin MTTR
realized by using block-level recovery includes both restore and recovery time:

* Only blocks needing recovery have to be restored from backup. This is only a limited
performance benefit for offline backups that need to be restored from sequential
access storage such as magnetic tape. With online (disk) backups, it should be
significantly faster to restore a few blocks instead of the entire file.

* Only the required (small) set of corrupt blocks undergo recovery. This reduces redo
application time and avoids the paging out and reading back of recovery buffers
during the recovery. As with file or database media recovery, the entire redo stream
still has to be read, but the reductions in redo application and recovery buffer I/O are
expected to significantly lower overall recovery time as compared to file-level media
recovery.

All specified blocks are recovered by a single pass through the redo stream. Currently, the
user is required to enter individual block addresses in the RMAN commands for BMR.
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Other BMR Benefits

®* Increased availability during media recovery:

— The data file where the blocks are being recovered
remains online.

— Only blocks undergoing media recovery are
inaccessible.

* Ability to skip over missing or corrupt redo:

— Corrupted redo records are ignored if they do not
pertain to blocks being recovered.

— BMR defers signaling a stuck recovery failure
because missing redo changes may pertain to a
block that could be renewed at some later point in
the redo stream.
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Other BMR Benefits

Data blocks undergoing media recovery are inaccessible to queries or DML because they
are media corrupt, but the datafile itself remains online. Thisis a significant availability
improvement over file-level recovery, where the entire datafile is offline for the duration
of the recovery.

BMR may be able to survive gaps in the redo stream, if it is evident that the missing redo
records do not pertain to blocks being recovered. This does not help if the redo stream is
unreadable, but provides some degree of fault tolerance to missing or corrupt redo records.
BMR requires an unbroken set of redo changes only for the blocks being recovered, which
isaweaker requirement than the unbroken redo stream currently required by datafile and
database media recovery. Because failure status for each block in the set being recovered
isindependent, BMR may be successful for a subset of the recovery set.

BMR can defer signaling a stuck recovery failure when missing redo changes are first
detected. When ablock is renewed, all previous redo for that block becomesirrelevant,
because the redo applies to a defunct incarnation of the block. BMR can optimistically
defer failureif aredo change needed for ablock is missing or corrupt, because the block
can be renewed at some later point in the redo stream. For example, the Oracle server can
renew a block when users delete all the rows recorded in the block or drop the table.
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Recovery Manager Interface

* RMAN supports BMR via the BLOCKRECOVER
command.

* |dentifies the backups from which to obtain the
blocks to recover.

* Reads the backups and accumulates requested
blocks into in-memory buffers.

* Starts and manages the block media recovery
session, reading the archive logs from backup if
necessary.

* Always does a complete recovery

BLOCKRECOVER DATAFI LE 7 BLOCK 3;
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Recovery Manager Interface

RMA

N supports BMR viathe new BL OCKRECOVER command. When the user encounters

ablock corruption, the error message or the trace files indicate which block is causing
problems. The DBA can then invoke this command to restore only the block in question,
saving an enormous amount of down time and data unavailability.

The BLOCKRECOVER command does the following:

Identifies the backups from which to obtain the blocks to recover. If the user has
never used RMAN before with this database, and the only existing backups are
image copies taken with Oracle7 methods, the user should usSATA& OG

DATAFI LECOPY command to identify those files to RMAN prior to using the
BLOCKRECOVER command. This is preferable to entering the names on the
BLOCKRECOVER command itself, because they only have to be entered once, and
then they are automatically used for all subseqBeQCKRECOVER commands.

The CATALOG ARCHI VELOGcommand may also be required to specify restored

archive logs.

Reads the backups and accumulates requested blocks into in-memory buffers. If any
of the desired blocks is corrupt (either media or logical corruption), RMAN reads the
next oldest backup of that file, looking for a good copy of the block TThé&

option limits selection to backup sets or file copies taken at or before the specified
time, SCN, or log sequence. This for&sOCKRECOVER to use an older backup

instead of the most recent one.
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Recovery Manager Interface (continued)

» Starts and manages the block media recovery session, reading archive logs from
backup if necessary.

» Always does a complete recovery. No point in time recovery is possible using the
BLOCKRECOVER command.

Block media recovery is most useful for data losses that affect specific blocks. Typically,
this type of block corruption is reported in these locations:

» Oracle error messages in standard output
» The alert log
» User trace files
* Results of the SQL commandBIALYZE TABLE andANALYZE | NDEX
* Results of thelbveri f y utility
» Third-party media management output
Block-level data loss usually results from:
* Intermittent, random 1/O errors that do not cause widespread data loss
* Memory corruptions that get written to disk

For example, you may discover the following messages in a user trace file:

ORA- 01578: ORACLE data bl ock corrupted (file# 7, block# 3)
ORA-01110: data file 7: '/oracle/dbs/ths 71.f’

ORA-01578: ORACLE data bl ock corrupted (file# 2, bl ock# 235)
ORA-01110: data file 2: '/oracle/dbs/ths 21.f’

You can then specify the corrupt blocks in BI8OCKRECOVER command as follows:
BLOCKRECOVER DATAFI LE 7 BLOCK 3 DATAFILE 2 BLOCK 235;
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Recovery Manager Interface

* RMAN lists blocks that failed logical validation
during backup in:
—  V$BACKUP_CORRUPTI ON
— V$COPY_CORRUPTI ON

® The CORRUPTI ONLI ST clause specifies that all
blocks listed in these views should be recovered:

RVAN> BLOCKRECOVER CORRUPTI ON LI ST
RESTORE UNTIL TI ME ' SYSDATE — 104
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Recovery Manager Interface (continued)
Two types of corruption result in rows being added to V$BACKUP_CORRUPTI ON and
V$COPY_CORRUPTI ON, by the BACKUP and COPY commands, respectively:

» Physical corruption (sometimes called media corruption). The Oracle server does not
recognize the block at all: the checksum is invalid, the block contains all zeros, or the
header and footer of the block do not match. Physical corruption checkiNdis
default, and can be turned off with tNeCHECKSUMoption.

» Logical corruption. The block has a valid checksum, the header and footer match,
and so forth, but the contents are logically inconsistent. Logical checkiidriby
default, and can be turned on with tldECK LOG CAL option.

The UNTI L clause specifies that only backups and copies created before the specified
time, SCN, or log sequence number should be restored and used for the recovery.

Recovering a Group of Corrupt Blocks

This example recovers corrupt blocks in three datafiles:

BLOCKRECOVER DATAFI LE 2 BLOCK 12, 13 DATAFILE 7 BLOCK 5, 98, 99
DATAFI LE 9 BLOCK 19;

Note: Each block is recovered independently during block media recovery, so recovery
may be successful for a subset of blocks.

Note: RMAN cannot detect all types of corruptions.
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Recovery Manager Interface (continued)
Limiting Block Media Recovery by Type of Restore

The following example recovers a series of blocks and restores only from datafile copies:
RUN {
BLOCKRECOVER
DATAFI LE 3 BLOCK 1, 2,3,4,5
TABLESPACE sal es DBA 4194405, 4194409, 4194412
FROM DATAFI LECORY;

}
Limiting Block Media Recovery by Backup Tag

This example recovers a series of blocks and restores only from the backup set with the tag
weekly backup:

BLOCKRECOVER TABLESPACE SYSTEM DBA 4194404, 4194405 FROM TAG
"weekl y_backup”;

Limiting Block Media Recovery by Time, SCN or Sequence

The following example recovers two blocks in the SY STEM tabl espace and forces the
blocks to be restored from backups created at | east two days ago:

BLOCKRECOVER TABLESPACE SYSTEM DBA 4194404, 4194405 RESTORE
UNTIL TI ME ' SYSDATE- 2’ ;

The following example recovers two blocks and forces the blocks to be restored using
backups made before SCN 100:

BLOCKRECOVER DATAFI LE 9 BLOCK 13 DATAFI LE 2 BLOCK 19 RESTORE
UNTI L SCN 100;

The following example recovers two blocks and forces the blocks to be restored using
backups made before log sequence 7024:

BLOCKRECOVER DATAFI LE 9 BLOCK 13 DATAFI LE 2 BLOCK 19 RESTORE
UNTI L SEQUENCE 7024;
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Trial Recovery

* Several problems may prevent media recovery
from completing successfully.

* In Oracle9i, the following enhancements are
implemented:

— DBAs can invoke a Trial Recovery.

— DBAs can instruct media recovery to mark a data
block corrupt if required to proceed.

— Recovery always leaves behind a database which
can be opened.

* These enhancements are based on an optimistic
redo application algorithm.

* Trial recovery does not require RMAN.
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Trial Recovery

Some problems that may occur during media recovery are not recoverable. For example, if
aredo log is somehow corrupted and recovery cannot pass one change vector in the redo
stream, the recovered database becomes usel ess. For mediarecovery, the user must restore
the backup and recover the database to a SCN before where the corruption occurred. For a
large database, restoring a backup and recovering the database can take along time.

The following enhancements are provided:

» If media recovery of a full database encounters a problem, recovery always leaves
behind a consistent database, which can be opened read-only or with resetlogs.

* The DBA can instruct the media recovery process to mark a data block as being
corrupted. The block’s inconsistency is ignored and the recovery can proceed. The
block will subsequently be inaccessible.

» The DBA can invoke a Trial Recovery in order to investigate if the recovery problem
is an isolated problem.

The optimistic redo application algorithm assumes that no problem will occur during
media recovery. If any problem does occur, the Oracle server will automatically undo the
last applied changes, and not leave an inconsistency in the recovered database.
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Trial Recovery
Allowing Corruptions of Data Blocks

* |If recovery encounters a problem, the database is,
first of all, left in a physically consistent state.

* The alert log indicates if it is possible to bypass
the problem by marking a data block as corrupt.

®* The alert log also identifies the data block.

®* You can open the database in read-only mode
before deciding whether to open resetlogs or to
corrupt the block.

SQL> RECOVER DATABASE ALLOW 1 CORRUPTI ON,
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Trial Recovery: Allowing Corruptions of Data Blocks

If mediarecovery encounters a problem, either a stuck recovery problem or a problem
during redo application, recovery aways stops and leaves behind a consistent database.

The database provides alot of information about the problem in the aert logs. The alert
log indicatesif recovery is capable of recovering past the problem by marking as corrupted
the data block causing the problem. The aert log also provides information about the
block: its file name, file number, block number, block type, data object number, and so on.

Users can then investigate the impact of corrupting the problematic block according to the
information provided in the alert logs. Users can also open the database read-only
(provided they have recovered all the database files to the same point in time) and query
the database to see to what table this data block belongs.

However, the alert log only has information about the errors encountered so far. A better
approach isto use Trial Recovery so you can assess the entire extent of damage.

After the investigation, users can either choose to open resetlogs, or continue recovery
with a new recovery option ALLONV N CORRUPTI ON. For example, the following
command marks up to one data block corrupt and proceeds with recovery:

SQ.> RECOVER DATABASE ALLOW 1 CORRUPTI ON ;
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Trial Recovery

* |f only afew blocks are bad, corrupting them and
recovering the rest is a good solution.

* |f there are many corrupted blocks, a new restore or
open resetlogs may be a better option.

* Trial recovery is a new concept that allows the user
to find out how many more problematic blocks are
going to pop-up during recovery.

® Trial recovery only changes blocks in memory.
Updated blocks are not written to disk.

®* Encountered errors are reported in the alert log.

RECOVER DATABASE ... TEST,;
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Trial Recovery

When problems such as stuck recovery occur during mediarecovery, the user is
confronted with a difficult choice. If the block is not that important, and thisis an isolated
problem, it is better to mark the block corrupt. But if thisis not an isolated problem or the
block isan important one in the SY STEM tablespace, it may be better to restore another
backup of the corrupted files or to open resetlogs (this solution discards all changes after
the problem redo that generated the error, but guarantees alogically consistent database).
Until now, it was difficult for a user to tell whether a stuck recovery was an isolated
problem.

To address this problem, the concept of Trial Recovery isintroduced. The Trial Recovery
appliesredo in away similar to normal mediarecovery, but it never writes its changes to
disk, and it always rolls back its changes at the end of the test. Trial Recovery is designed
to allow a DBA to peek ahead in the redo stream to see if there are additional problems.

Users may invoke Trial Recovery by adding the TEST option to any restore command:

RECOVER DATABASE USI NG BACKUP CONTROLFI LE TEST;
RECOVER TABLESPACE sal es TEST;
RECOVER DATABASE UNTI L CANCEL TEST;

Note: You can run the Trial Recovery command at any time that you can run anormal
recovery command. Nevertheless, you should only need to run test recovery when
recovery runs into problems.
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Trial Recovery (continued)

By default, a Trial Recovery always attempts to corrupt blocks in memory if this action
allowsthe RECOVER ... TEST statement to proceed. In other words, Trial Recovery by
default can corrupt an unlimited number of data blocks. Y ou can specify the ALLOW n
CORRUPTI ON clause on the RECOVER ... TEST statement to limit the number of data

blocks Trial Recovery can corrupt in memory.

Errors during the Trial Recovery are written to alert files, which are clearly marked as test
run errors. The same asin anormal recovery, a Trial Recovery may prompt users for logs
and accept file names from the user. A Trial Recovery may end when either :

The Oracle server runs out of available buffers in memory

* An unrecoverable error is signaled

» The user cancels or interrupts the recovery session

* The next redo record in the redo stream changes the control file

» All redo desired to be applied has been applied
When a Trial Recovery ends, except the possible error messages in alert files, all effects of
the test run are automatically removed from the system. If the instance dies, all effects of

the Trial Recovery are also removed from the system because a Trial Recovery never
writes changes to disk.
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Miscellaneous RMAN Enhancements

®* New reporting capabilities:
— REPORT OBSCOLETE
— REPORT NEED BACKUP

* RMAN catalog maintenance:
— Command unification
— LI ST command improvements
— New SHOWNcommand
— CROSSCHECK autolocate
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Sundry RMAN Enhancements
Two reporting commands have been enhanced:
* REPORT OBSOLETE
« REPORT NEED BACKUP

The LIST , CHANGECROSSCHECkNnd DELETEcommands were not consistent in the
types of backup objects they could process, the syntax that was used to process various
objects, and the status codes that could be assigned to different objects.

All types of objects that can be created by RMAN (datafile copies, archived logs, backup
pieces, and proxy copies), can now be processed with consistent syntax, and all status
codes (available, unavailable, and expired) can apply to all types of objects.
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REPORT OBSCOLETE

®* This command shows which backups are no longer
needed according to the retention policy:

REPORT OBSCOLETE
<REDUNDANCY n| RECOVERY W NDOW n>;

* New option RECOVERY W NDOW

* Reported files include datafiles, archive logs, or file
copies

* New DELETE OBSCLETE command
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REPORT OBSCLETE

REPORT OBSOLETE isthe RMAN command that shows which backups are no longer
needed.

Prior to Oracle9i, RMAN aready had a REPORT OBSOLETE command that could be used
to implement retention policies. However this command had two main drawbacks:

» It reported data file backups and copies but not archive logs and archive log backups.
It printed a list of obsolete backups but provided no way to delete them.
Both of these drawbacks have been overcome.

First, a new optiorRECOVERY W NDOW has been added to specify a window of time
during which the database must be recoverable. This option is mutually exclusive with the
REDUNDANCY option. WherRECOVERY W NDOWis specified, one backup that is older
than the recovery window must exist for each datafile. All backups older than that one are
obsolete.

In addition to obsolete datafile backups, RMAN displays obsolete archive logs and archive
log backups. Regardless of which retention policy is used (redundancy or recovery
window), RMAN uses that policy to determine which backups and copies of datafiles are

no longer needed, which in turn determines when archive logs and their backups are no
longer needed. The creation of a datafile backup is considered when deciding which logs to
keep.
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REPORT OBSOLETE (continued)

Example

If none of UNTI L, REDUNDANCY, or RECOVERY W NDOWis specified retention policy
specified by CONFI GURE RETENTI ON POLI CY isused. If the user has set the
retention policy to NONE, then RMAN signals an error.

The UNTI L and REDUNDANCY options are still supported for backwards compatibility.

Finally, anew DELETE OBSOLETE command is provided to delete files that would be
reported by REPORT OBSOLETE.

The following example reports obsol ete backups and copies with aredundancy of 1:

RVAN> REPORT OBSCOLETE;
Report of obsol ete backups and copies
Conpl eti on
Type Key Ti me Fil enane/ Handl e
Backup Set 836 04- OCT- 00
Backup Pi ece 839 04- OCT-00 / hone/ or acl e/ dbs/ O5aetj6b_1 1
Backup Set 807 04- OCT- 00
Backup Piece 810 04- OCT-00 / hone/ oracl e/ dbs/ 03aetj 1f 1 1
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REPORT NEED BACKUP

* Reports files that need backup according to the
retention policy

* If the retention policy is set to NONE, an error is
signaled.

* Example: report files that need to be backed up to
satisfy a retention policy of 5 days:

REPORT NEED BACKUP RECOVERY W NDOW OF 5 DAYS ;
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REPORT NEED BACKUP

If the retention policy is set to some value (not NONE) then you can ssimply type REPORT
NEED BACKUP and RMAN takes into account the currently configured retention policy.
(If the retention policy is set to none, you will get an error.)

This example reports all datafiles in the database that require the application of five or
more incremental backups to be recovered to their current state:

RVAN> REPORT NEED BACKUP | NCREMENTAL 5 DATABASE;

Report of files that need nore than 5 increnmentals during
recovery
File Increnmental s Name

1 9 / home/ or acl e/ dbs/tbs_01. f
2 9 / home/ or acl e/ dbs/tbs_02. f
3 9 / home/ oracl e/ dbs/tbhs_11.f
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Command Unification

* RMAN has four related command sets for catalog
maintenance: LI ST, CROSSCHECK, DELETE
EXPI RED, and CHANGE.

®* Changes have been implemented to provide
greater consistency:
— Their actions have been unified.
— They use similar syntax.

— Output formats and status codes are shared when
possible.

®* The old syntax can still be used for backwards
compatibility.
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Command Unification

The following changes have been implemented to provide greater consolidation among the
command sets:

CROSSCHECkKNd DELETE EXPIREDdeal with all object types.

CROSSCHECHKDELETE and LIST are able to process smaller object sets like
CHANGIHoes.

CROSSCHECKets statusto 'X'  if adatafile copy, controlfile copy, and so on, is not
available and skips any objects that are unavailable.

CROSSCHECkKNd DELETEfunctions have been consolidated. UNCATALOG
function has been removed.

DELETE lists and prompts for confirmation unless NOPROMPIE specified.

CHANGEsyntax enhanced to be more consistent with DELETECROSSCHECé#hd to
support alarger object list.

LIKE (fileNamePattern) added to CROSSCHECBELETHCHANGE
LIST showswhat CROSSCHECEBELETE EXPIREDwill process, and so on.
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LI ST Command Improvements

e BY BACKUP output orientation shows:

— Backup sets and the contents of each backup set
(pieces and files)

— Backup copies of any file

®* BY FI LE output orientation shows:
— The file name
— Backup sets where the file appears
— Backup copies of this file

e A SUWARY option is available with the BY BACKUP
orientation, which gives a one-line summary for
each file or backup set.
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LI ST Command Improvements
The user can now choose between BY BACKUP and BY FI LE output orientation.

BY BACKUP isthe default aslong asthereisno OF option specified inthe LI ST
command, otherwise BY FI LE isthe default.
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LI ST Command New Syntax

LI ST BACKUP .. [listoptions];

listoptions: [BY <BACKUP| FI LE>]
[ SUMWWARY | VERBOSE]

Note that BY and SUMVARY | VERBOSE options
only apply to LI ST BACKUP, not to LI ST COPY.

SUVMARY | VERBGCSE only applies to BY BACKUP
orientation.

Defaults: BY BACKUP, VERBOSE
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LI ST Command Examples

The following example displays the backup information oriented by backup. It displays

four different backup sets and the files contained in each one.

RVAN> LI ST BACKUP

Li st of Backup Sets

387 SBT_TAPE 00: 00: 03 15- SEP- 00
BP Key: 388 Status: AVAI LABLE Tag:
Pi ece Nane: 12c5erb2 1 1

Li st of Archived Logs in backup set 387

Thrd Seq Low SCN Low Tine Next SCN Next Tine
1 144 51234 15- SEP- 00 51318 15- SEP- 00
1 145 51318 15- SEP- 00 51324 15- SEP- 00
1 146 51324 15- SEP- 00 51330 15- SEP- 00
BS Key Type LV Size Devi ce Type El apsed Tine Conplet. Tine
396 Ful | 60M SBT_TAPE 00: 00: 19 15- SEP- 00
BP Key: 397 Status: AVAI LABLE Tag:
Pi ece Nane: 13cherba 1 1
List of Datafiles in backup set 396
File LV Type Ckp SCN Ckp Time Name
1 0 Full 51333 15- SEP-00 /oracl e/ dbs/ths _01.f
2 0 Full 51333 15- SEP-00 /oracl e/ dbs/ths_02.f
3 0 Full 51333 15-SEP-00 /oracle/dbs/ths_11.f
4 0 Full 51333 15-SEP-00 /oracle/dbs/ths_12.f
5 0 Full 51333 15-SEP-00 /oracl e/ dbs/ths_21.f
BS Key Device Type El apsed Tinme Conpletion Tine
423 SBT_TAPE 00: 00: 01 15- SEP- 00
BP Key: 424 Status: AVAI LABLE Tag:
Pi ece Nane: 1l1l4cb5erce 1 1
Li st of Archived Logs in backup set 423
Thrd Seq Low SCN Low Tine Next SCN Next Tine
1 147 51330 15- SEP- 00 51336 15- SEP- 00
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LI ST Command Examples (continued)

BS Key Type LV Size Devi ce Type El apsed Tine Conplet. Tine

427 Ful | M SBT_TAPE 00: 00: 02 15- SEP- 00
BP Key: 428 Status: AVAI LABLE Tag:
Pi ece Nane: c-674966176-20000915-00

Control file Included: Ckp SCN. 51338 Ckp time: 15-SEP-00

The following example displays the backup information oriented by file. It groups the files
in three different sections depending on the file type.

RVAN> LI ST BACKUP BY FI LE

Li st of Datafil e Backups

File Key TY LV S Ckp SCN Ckp Tine #Pi eces #Copi es Tag
1 797 B 1 A 204376 06/28/2000 16:56:25 1 1

796 B 1 A 204373 06/28/2000 16:55:28 1 2

788 B F A 41469 06/ 18/ 2000 01:51:28 1 1

208 P F A 61506 06/ 22/ 2000 22:52: 25

Thrd Seq Low SCN Low Ti ne BS Key S #Pieces #Copies Tag
1 125 39578  06/17/2000 09:49:09 791 Al 7
790 Al 1
1 126 40097 06/17/2000 10:49:09 791 Al 7
790 Al 1
Li st of Controlfile Backups
CF Ckp SCN Ckp Tine BS Key S #Pi eces #Copies Tag
204375 06/ 28/ 2000 16: 56: 25 797 Al 1
204372 06/ 28/ 2000 16: 55:28 796 Al 2
61508 06/ 23/ 2000 00: 53: 50 795 Al 1

Note: Refer to the Chapter 17 of the Oracle9i Recovery Manager User’s Guide and
Reference for an explanation of the various column headingsin the LIST outpui.
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New SHONCommand

Displays current values for various CONFI GURE

commands:

4-49

SHOW show_operand [,show_operand ...];

show_operand: RETENTION POLICY |
EXCLUDE
BACKUP COPIES |
CHANNEL
DEFAULT DEVICE TYPE |
DEVICE TYPE
SNAPSHOT CONTROLFILE |

ALL
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New SHONCommand
The operands provide the following information:

RETENTION POLICY:
database

EXCLUDE

DATAFILE|ARCHIVELOG
that BACKUP COPIES

DEVICE TYPE :
DEFAULT DEVICE TYPE:

CHANNEL

SNAPSHOT CONTROLFILE
AUXNAME

MAXSETSIZE:
BACKUP OPTIMIZATION:
ALL :

Retention policy for the current target

Tablespaces which are excluded from whole
database backups

Number of identical copies of each backup
will be created

Device type that has been configured

Device type that will be used for automated
backups

Channel(s) that will be used for automated
backup/restore

Name of the snapshot controlfile

Names of any files that have been configured
for the auxiliary instance

Maximum backup set size
Whether backup optimization is turned on
All of the above information
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SHOW Command Example (continued)

RVAN> SHOW ALL,;
RMAN confi guration paraneters are:

CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE

RETENTI ON POLI CY TO REDUNDANCY 1; # default
BACKUP OPTI M ZATI ON ON;

DEFAULT DEVI CE TYPE TO ' SBT’ ;

DEVI CE TYPE * SBT' PARALLELI SM 1,

DEVI CE TYPE DI SK PARALLELI SM 2;

DATAFI LE BACKUP COPI ES FOR DI SK TO 2;

DATAFI LE BACKUP COPI ES FOR SBT TO 1; #default
ARCHI VELOG BACKUP COPI ES FOR SBT TO 1; # default
ARCHI VELOG BACKUP COPI ES FOR DI SK TO 1; # default
MAXSETSI ZE TO 3072K;

SNAPSHOT CONTROLFI LE NAME TO

"/ oracl e/ dbs/ cf _snap.f’;

CONFI GURE

EXCLUDE FOR TABLESPACE ' TBS_5’;

Note: The output is displayed so that you can pasteit into ascript and run it asan RMAN
command file. Y ou can even run the script on a different target database.

This shows only defaults, no configure commands have been run:
RMVAN> show al | ;
RMAN configuration parameters are:

CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
CONFI GURE
TO ' % ;
CONFI GURE
CONFI GURE
# defaul t
CONFI GURE

RETENTI ON POLI CY TO REDUNDANCY 1; # default

BACKUP OPTI M ZATI ON OFF; # default

DEFAULT DEVI CE TYPE TO DI SK; # defaul t

CONTROLFI LE AUTOBACKUP OFF; # default

CONTROLFI LE AUTOBACKUP FORVAT FOR DEVI CE TYPE DI SK

# defaul t

DEVI CE TYPE DI SK PARALLELI SM 1; # default
DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE DI SK TO 1,

ARCHI VELOG BACKUP COPI ES FOR DEVI CE TYPE DI SK TO

1; # default
CONFI GURE MAXSETSI ZE TO UNLI M TED; # def aul t
CONFI GURE SNAPSHOT CONTROLFI LE NAME TO

'/ dat abases/ or acl e9i / dbs/ snapcf _ed27.f";

# defaul t
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CROSSCHECK Autolocate

®* Finds backup pieces in various Real Application
Clusters nodes or devices automatically.

®* Channels are automatically allocated if configured.
* RELEASE CHANNEL deallocates all channels.

® CROSSCHECK commands check all the channels for
each job.

®* The first channel to find the backup piece is where
the operation is performed.
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CROSSCHECK Autolocate

Sometimes backups and copies disappear from disk or tapes in the media management
library become unavailable. For example, someone may inadvertently del ete backup
pieces from disk, or one of the tapes used by the media manager may become corrupted.
To ensure that data about backup sets and image copies in the recovery catalog or control
file are synchronized with actual files on disk or in the media management catalog, you
can use the crosscheck command.

In aRea Application Clusters environment, an object might exist on only one of the
nodes. Also, backups might exist on both disk and tape. Therefore, RMAN needs to allow
multiple maintenance channels, and DELETE and CROSSCHECK need to check all the
channels for each object. The first channel to find it is where the operation is performed.

If the object is not found on any channel, the operation is attempted on the last channel of
the appropriate device type to check the object. If the command is DELETE, the operation
fails; otherwise CROSSCHECK marks the object EXPI RED. If the command is DELETE
EXPI RED and the object exists, the operation fails. The rationale for the delete behavior is
that the RMAN recovery catalog is in synchronization (or control file, if no recovery
catalog), and therefore it is possible it really exists, but the proper channel was not
allocated with the correct parameters. And if it is not in synchronization, CROSSCHECK
should be used to force it into synchronization first.
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CROSSCHECK Examples

In Oracle release 8.1.7, this enhancement is done for backup sets, backup pieces, and
proxy copies. In Oraclei, this was expanded to include data file copies, control file copies,
and archived logs.

Thisis useful when the media manager deletes backups without letting RMAN know.

The following example queries the status of all backups on disk on two different nodes:

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 2;
CONFI GURE CHANNEL 1 DEVI CE TYPE DI SK CONNECT
'sys/sys_pwd@ode_1’;

CONFI GURE CHANNEL 2 DEVI CE TYPE DI SK CONNECT
'sys/sys_pwd@ode_2’ ;

CROSSCHECK BACKUP;

RELEASE CHANNEL;
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Other RMAN Enhancements

* Messages and debugging have been improved.
® Support for Oracle Managed Files (OMF)

®* Multiple block size support

* Default mode is NOCATALOG
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Other RMAN Enhancements
M essages and Debugging

RMAN no longer prints the RMAN- nnnnn prefix for nonerror messages, and certain
messages that conveyed no useful information to the user are no longer shown.

Oracle Managed File Support

RMAN supports the new Oracle Managed Files (OMF) feature by allowing datafilesto be
restored directly to OMF file names.

Multiple Block Size Support

RMAN supports the new multiple block size feature. If files with more than one block size
are backed up in the same operation, they are automatically segregated into separate
backup sets.

Default Mode | s NOCATALOG

All that is necessary to use RMAN isto start the RMAN executable and connect to the
target database. If neither CATALOG or NOCATAL OGis specified, then RMAN

automatically begins using the control file as the backup repository as soon as the first
command requiring arepository is entered.
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Summary

In this lesson, you should have learned how to:
®* Explain automatic channel allocation
* Define and configure a retention policy

®* Describe new backup features like long term
backups, restartable backup and restore, and so
on.

* Perform Block Media Recovery using RMAN

®* Administer the catalog using the new options of
list, delete, and change commands

* Perform a Trial Recovery
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Practice 4-1 Overview

This practice covers the following topics:

Checking the RMAN configuration

Doing a backup without a Recovery Catalog
Doing arestore without a Recovery Catalog
Doing a test recovery

Doing a complete recovery
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Oracle9i Data Guard
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Objectives

After completing this lesson, you should be able
to do the following:

Understand the Oracle9i Data Guard Architecture

Configure the physical Standby Database in no-
data-loss mode

Initiate a Database Switchover operation
Set up automatic archive gaps detection
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Objectives

Launch managed recovery mode in the
background

Apply a delay to redo application on the standby
site
Create or register standby redo logs

Set up new initialization parameters as well as
their new attributes
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Oracle9i Data Guard Overview

Data Guard protects your data by:

* Providing easy configuration and control with the
GUI interface

®* Providing switchover to another site for planned
maintenance

®* Providing failover to another site
during unplanned failures

®* Guaranteeing no data loss through a
synchronous log transport

®* Preventing the propagation of mistakes
and corruptions
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Oracle9i Data Guard Overview
Oracle9i Data Guard helps your database survive possibly destructive events by:

* Enhancing high availability and disaster protection through a distributed computing
configuration.

A Data Guard configuration consists of two loosely-connected systems, called sites,
that combine the production database and the physical standby database into a single,
easily managed disaster recovery solution.

* Providing a single, uniform management interface.

The Oracle Data Guard broker is the component that helps you to configure database
resources into a single unit of failover across a Data Guard configuration and
incorporate application resources into the broker’s monitoring and control. The broker
provides two optional interfaces: the OraclB@ta Guard Manager graphical-user
Interface and the OraclePata GuardGVGRL command-line interface.

» Automating the creation and configuration of physical standby databases.

Use the broker to create the database and to manage the database and applications on
each site. One site is designated a primary site, where the database is available to
applications and from where the Oracle Data Guard log transport services ship the
data in the form of archived redo logs. You can configure and instantiate from one to
nine additional server sites to serve as standby systems to the primary site. The
standby sites accept redo logs shipped from the primary site and apply changes to
their copies of the database.
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Oracle9i Data Guard Overview (continued)

Providing a single unit of failover that groups dependent database and application
resources as an atomic unit of failover (including failover policies that you can
customize). Also, support for planned switchover helps to reduce downtime during
routine maintenance operations.

The failover and switchover capabilities allow you to determine how the role of the
primary database site should migrate in the event of a failure. With the broker, you
can define and automate the primary role migration by implementing an n-way
failover system with replicated data across all of the server nodes.

Configuring redo log transport services and log apply services.

You can set up the standby database to use various transport modes ranging from
batch data copy mode to synchronous data copy mode. This will be detailed later in
this lesson

Managing an extensible environment.

DBAs can add and remove resources (databases and applications) and sites, and
configure whole site failover without any downtime occurring on the existing
configuration.

Providing monitoring, alert, and control mechanisms.

Besides automating the complex task of configuration, the broker automates the
management and operational tasks a DBA must perform across the multiple sites in a
Data Guard configuration. The broker monitors and controls all of the systems within
a single standby database configuration.
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Oracle9i Data Guard Architecture

Oracle9i Data Guard Manager
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Oracle9i Data Guard Architecture
The Oracle9i Data Guard architecture consists of the following components:

Primary database: A primary database is a production database. The primary database
is used to create a standby database. Every standby database is associated with one
and only one primary database.

Physical standby database: A physical standby database is a database replica created
from a backup of a primary database

Log transport services: Log transport services control the automated transfer of
archived redo logs from the primary database to one or more standby sites or
destinations

Network configuration: The primary database is connected to one or more remote
standby databases through Oracle Net

Log apply services: Log apply services apply the archived redo logs to the standby
database

Data Guard broker: Data Guard broker is the management and monitoring component
that helps you configure, control, and monitor a fault tolerant system consisting of a
primary database protected by one or more physical standby databases. The broker
automates the previously manual process of configuration. Once it has created the
Data Guard configuration, the broker monitors the activity, health, and availability for
all systems in the Data Guard configuration. You can control the Data Guard Broker
by using the Oracle®ata Guard Manager tool (GUI or CLI versions).

Note: The DMON process is started using the initialization parameRS START=TRUE
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Data Guard Broker and Data Guard Manager

This dlide displays the relationship between the Oracle Management Server, Data Guard
Broker, and Data Guard Manager. The broker code is part of each Oracle server process.
Thisframework of processesis collectively known as the Data Guard Broker. A client tool
(dgmgrl) can connect to each individual process, one at atime, using the command line
interface.

Through Data Guard Manager, it is possible to access al databases simultaneoudly. It is
necessary to use Oracle Management Server for Data Guard Manager (GUI).

Note: It is not necessary to use the Oracle Management Server for Data Guard command-
lineinterface.
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Oracle9i Data Guard Broker

®* This is anew component which provides
monitoring, control, and automation layered above
the log transport services.

®* You can control the entire process from the
primary to either type of standby database.

®* A process resides on each server and their
combination forms the broker framework.

* There are two interfaces to the broker:
— Data Guard Manager (GUI)
— DGVEGRL Command Line Interface
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Oracle9i Data Guard Broker

Data Guard broker provides monitoring, control, and automation layered above the log
transport services and the physical standby components.

Data Guard Broker has these interfaces:
» Data Guard Manager (GUI)
— Configuration and setup tasks
— Operational tasks
* DGMGRICommand Line Interface (CLI)
— Basic monitoring

— Commands required to execute role changes and to set up the Data Guard
environment

Refer to theOracle9i Data Guard Broker Guide for additional information on how to use
these interfaces.

Oracle9i: New Features for Administrators 5-8



Oracle9i Data Guard Broker

* Manages the databases in the environment
through a unified configuration.

* Enables CLI access, using any client for:
— V$ view information
— Role change initiation
— Broker configuration file
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Oracle9i Data Guard Broker (continued)

Oracle9i Data Guard Broker manages all databases in the environment through a unified,

data-protected configuration.

It enables CLI access using any client through any system in the Data Guard configuration.

If one system fails, any of the others can be used for access.

» Access through the broker CLI provide$ view information as well as role change
initiation. This information include¥$ views that can be joined across systems to
retrieve an end-to-end view of primary log send queue depth, the standby apply queue

depth, as well as data specific to physical standby database.

» The broker configuration file is kept and synchronized on each system in the
configuration. This file contains the desired , DBA-specific configuration for all
systems within a Data Guard configuration. When a DBA specifies a new desired
configuration (for example, a role change such as a failover), all configuration files
are updated. As a result, if one or more systems fail, the remaining accessible systems
provide the last desired state, and (from the Data Guard alert log), what has happened

across all monitored systems.
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Oracle9i Data Guard Manager

This is the GUI interface which provides:
®* A complete monitoring tool

®* A setup and configuration wizard

* Elimination of single point of failure

* The Enterprise Manager Event system that enables
the easy creation of events and their polling
intervals
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Oracle9i Data Guard Manager
Oracle9i Data Guard Manager provides the following functionality:

» A complete monitoring view of the topology of the environment. It provides the only
unified, one-stop view of status. All other access methods require queries across
systems to produce an end-to-end view of progress.

* A wizard that guides users through multinode standby setup and configuration. This
provides a dramatically faster path to implementation than the current Qracle8
Automated Standby Database process.

» Elimination of a single point of failure, except for the agent in very specific scenarios.
As in other environments, the Enterprise Manager framework offers the ability to
eliminate any other single point of failure by configuring the Enterprise Manager
client to more than one Oracle Management Server (OMS). Like all Oracle databases,
the Enterprise Manager repository that holds scheduling and status information can be
configured to minimize downtime using either high availability or disaster protection
solutions, or both.

» The Enterprise Manager Event system that enables the easy creation of events and
their polling intervals. The Enterprise Manager Event system offers a base set of event
tests that can be run on managed services to check for specific conditions, such as a
database down, 24-hours a day. The intuitive interface allows users to register events
on multiple services with a customizable polling interval. Depending on the event test
being run, users can also set thresholds for when they want to be notified.
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Oracle9i Data Guard Manager
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Oracle9i Data Guard Manager (continued)

The slide shows a sample screen shot of the GUI interface to the broker services. This
interface runs from Enterprise Manager and requires the Oracle Management Server.
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No Data Loss and No Data Divergence
Definitions
e Standby Database can sometimes lag behind the
primary database.
®* |n case of Primary destruction, data will be lost.

* With no-data-loss, primary database modifications
can only be committed when corresponding redo
information is also available on the standby
database.

* No-data-divergence extends no-data-loss by
prohibiting primary database modifications when
connectivity to standby database is not available.
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No Data Loss and No Data Divergence Definitions

The primary and standby databases are synchronized by applying redo logs from the
primary database to the standby database. Although the goal is to keep the databases
identical, the transactions applied to the standby database can sometimes lag behind the
primary database.

Thislag may occur either because the data has not yet reached the standby site, or it may
have reached the standby site, but has not yet been applied to the standby database. If the
data needed to keep the databases synchronized is not yet available on the standby site, and
you must fail over, the contents of the databases will diverge, and some data will be lost.

With Oracle9i Data Guard, varying degrees of potential data loss can be configured, from
no data loss to minimal data loss. Each degree of potential dataloss has a varying effect on
primary database performance.

The definition of no data loss is deceptively ssmple and very subtle. Log transport services
will not commit application modifications to the primary database until the modifications
are aso available on a standby database. No data loss does not imply that the data
modifications have been applied to the standby database, but that the datais available to be
applied to the standby database.

The definition of data divergence extends the concept of no dataloss. Data divergence
occurs when data modifications occur on the primary database when connectivity to the
standby database is not available. No data divergence prohibits primary database
modifications when connectivity to at least one standby database is not available. In other
words, the data on the primary database is protected against both loss and data divergence.
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Data Availability Modes in Data Guard

®* Guaranteed protection:
— No data divergence
— LGWR send redo records to standby
* |nstant protection:
— No dataloss
— LGWR send redo records to standby
* Rapid protection:
— LGWR slaves send redo records to standby

— No guaranty for primary modifications to be
available on standby when primary commits

* Delayed protection: Same as in Oracle8i
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Data Availability Modes in Data Guard
The following data availability modes can be configured in the Data Guard environment:

» Guaranteed protection: The standby database cannot diverge from the primary
database at all. If a standby database is unavailable, processing automatically halts on
the primary database as well. When operating in this mode, the log writer process
transmits redo records from the primary database to the standby database, and a
transaction is not committed on the primary database until it has been confirmed that
the transaction data is available on at least one standby database. This has the
potential to affect primary database performance, but provides the highest degree of
data availability at the standby site.

 Instant protection: The standby database may temporarily diverge from the primary
database, but upon failover to the standby database, the databases can be
synchronized, and no data will be lost. As with guaranteed protection, the log writer
process transmits redo logs from the primary database to the standby database. The
transaction is not committed on the primary database until it has been confirmed that
the transaction data is available on at least one standby database.

» Rapid protection: The log writer slave process transmits redo logs to the standby sites
without regard to the data availability on any standby database.

» Delayed protection: The archiver process transmits the completed archives to the
standby sites. This lowest level of protection has been available in releases prior to
Oracle9.
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Data Availability Mode Configuration Process

You need to specify a:
* Redo Log Writing Process (LGAR| ARCH)
LOG_ARCHI VE_DEST_n= ' SERVI CE=st byl LGWR

®* Network Transmission Mode (SYNC| ASYNC] =Blocks] )
LOG ARCHI VE_DEST _n= ' SERVI CE=st byl LGAR SYNC

* Method of Writing Archive Logs to Disk ([ NO AFFI RM
LOG _ARCHI VE_DEST_n= ' SERVI CE=st byl LGAR SYNC AFFI RM

* Redo Log Reception Option

— Standby redo logs or normal archived redo logs
® Failure Resolution Policy ([ UN] PROTECTED)
ALTER DATABASE SET STANDBY DATABASE PROTECTED,
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Data Availability Mode Configuration Process

In order to configure a Data Availability mode with Oracle9i Data Guard, you need to
process as follow:

» Specifying a Redo Log Writing Process: The log writer process propagates primary
database redo log changes to one or more standby databases. This is achieved using
the LGAR attribute of thd.OG_ARCHI VE_DEST _ninitialization parameters as
shown in the above examplsRCH attribute is the default value as in Orac¢le8

» Specifying a Network Transmission Mode: When using the log writer process to
archive redo logs, the DBA can specify synchron@¥\C) or asynchronous
(ASYNC) network transmission of redo logs to archiving destinations SViNC
attribute indicates that all network I/O operations are to be performed synchronously,
in conjunction with each write operation to the online redo log. When operating in
this mode, and upon a commit statement, control is not returned to the executing
application or user until the redo information is received by the standby site. This
attribute has the potential to affect primary database performance adversely, but
provides the highest degree of data availability at the destination site. The
ASYNC=blocks keyword indicates that all network 1/0O operations are performed
asynchronously, and control is returned to the executing application or user
immediately. You can specify a block count to determine the size of the SGA network
buffer to be used. Block counts from 0 to 2048 are allowed. In general, for slower
network connections, use larger block counts.
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Data Availability Mode Configuration Process (continued)

» Specifying a Method of Writing Archive Logs to Disk: Th&lO] AFFI RM attribute
(AFFI RMis the default) is used to specify whether log archiving disk write 1/0
operations are to be performed synchronously or asynchronously. By default, disk
write operations are performed asynchronously. It is necessary to receive
acknowledgment of the availability of the modifications on the standby database in a
no-data-loss environment. This is achieved usin@g¥¥C andAFFI RM attributes
of theLOG_ARCHI VE_DEST _n initialization parameters. TH&YNC attribute
indicates that synchronous network transmission is necessary, akieRhBM
attribute indicates that synchronous archive redo log disk write I/O operations are
necessary. Together, these attributes ensure that primary database modifications are
available on the standby database.

» Specifying a Redo Log Reception Option: Redo logs transferred from the primary
database are received by the remote file server process (RFS) on the standby site and
can be stored as either standby redo logs (a new concept in Otzati@@uard) or
archived redo logs as in previous releases.

» Setting a Failure Resolution Policy: A failure resolution policy determines what
actions will occur on a primary database when the last standby destination fails to
archive redo logs. To set the highest level of data protection, guaranteed protection,
place the primary databaseRROTECTED mode using the following command:

ALTER DATABASE SET STANDBY DATABASE PROTECTED;
When this statement is used, the primary database is protected against data loss and
divergence. If connectivity between the primary and standby database should now be
lost, the primary database will shut down. When using this level of data protection,
standby databases must have two or more standby redo log groups. Also, one or more
primary database archive redo log destinations mustlh@®& andSYNC
attributes specified. The functionality of tAEFI RM attribute is implicitly set. You
can revert to a mode that allows data divergence by mode using the following
statement:

ALTER DATABASE SET STANDBY DATABASE UNPROTECTED;
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Data Availability Mode Configuration Matrix
Data Log Network | Disk Write | Redo Log | Failure
Availability | Writing | Trans Option Reception | Resolution
Mode Process | Mode Option Option
Guaranteed | LGWR | SYNC AFFIRM Stb Rdo Protect
Instant LGWR | SYNC AFFIRM Stb Rdo Unprotect
Rapid LGWR | ASYNC | NOAFFIRM | Stb Rdo Unprotect
Delayed ARCH ASYNC | NOAFFIRM | Arc Rdo Unprotect
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Data Availability Mode Configuration Matrix

Based on the previous slide, the above matrix shows you what attributes must be specified
depending on the chosen data availability mode:

» Guaranteed and Instant modes have the best guarantee of data availability on the
destination database, but the highest performance effect on the primary database.

* Rapid mode has a reasonable degree of data availability on the destination database,
but a much decreased performance effect on the primary database.

» Delayed mode has the lowest degree of data availability on the destination database,
and a slightly decreased performance effect on the primary database.

Note: Every combination betwednGAR, ARCH, SYNC, ASYNC, AFFI RM NOAFFI RM
should be possible depending on your performance goals. In the above matrix, « Stb Rdo»
stands for standby redo log files, and «Arc Rdo» stands for archived redo log files.
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Redo Log Reception Possibilities

Redo logs information transferred from the primary database are received by the remote file
server process (RFS) on the standby site and can be stored as either standby redo logs or
archived redo logs as shown in the above dlide.

Oracle9i Data Guard introduces the concept of standby redo logs. Standby redo logs form a
separate pool of log file groups.

Standby redo logs must be archived before the data can be applied to the standby database.
The standby archival operation occurs automatically, even if the standby databaseis not in
ARCHI VEL OG mode. However, the archiver process must be started on the standby
database.

Because of this additional archival operation, using standby redo logs may cause the
standby database to lag further behind the primary database than when archiving directly
from the primary database to standby destinations. However, the use of standby redo logs
ultimately improves redo data availability on the standby database.

Note: Standby redo logs created on a primary database are not used until the database
assumes the standby role. However, Oracle Corporation recommends that you create
standby redo logs so that the primary database can switch roles easily and quickly without
additional DBA intervention.

Also, Standby redo logs are required to implement a no-data-10ss disaster recovery solution.
Especially, if primary database failure occurs, redo data already written to standby redo
logs can be fully recovered. See later in this lesson how to create and maintain standby redo
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Creating Standby Redo Logs

®* Created using the ADD STANDBY LOGFI LE clause of
the ALTER DATABASE statement (V$STANDBY_LOG,
V$LOGHI LE)

* The minimum configuration: same number of groups
as the primary database

®* For best sizing, look at RFS trace files and alert log

®* Consider the following parameters: MAXLOGFI LES,
MAXLOGVEMBERS, LOG_FI LES

ALTER DATABASE ADD STANDBY LOGFI LE
(' /dbs/log4a.rdo’, ’'/dbs/log4b.rdo’) SIZE 10M

ALTER DATABASE ADD STANDBY LOGFI LE MEMBER
"/ dbs/ 1 og4c.rdo’ TO GROUP 4;
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Creating Standby Redo Logs

Standby redo logs are created using the ADD STANDBY LOGFI LE clause of the ALTER
DATABASE statement. Additional standby log group members can be added later to
provide another level of reliability against disk failure on the standby site.

The best way to determine the appropriate number of standby redo log groups for a
database instance is to test different configurations. The minimum configuration has the
same number of groups as the primary database. The optimum configuration has slightly
more groups than the primary database. In some cases, a standby database instance may
require only two groups. In other situations, a database may require additional groups to
guarantee that a recycled group is always available to receive redo information from the
primary database. During testing, the easiest way to determine if the current standby log
configuration is satisfactory is to examine the contents of the RFS process trace file and the
database alert log. If messages indicate that the RFS process frequently has to wait for a
group because an archival has not completed, add more standby groups.

Before setting up or altering the configuration of the standby redo log groups, consider the
above parameters that can limit the number of standby redo log groups at the primary
database creation time and standby instance startup time.

Note: If the primary database is operating in protected mode, and a standby redo log cannot
be allocated, the primary database instance will be shut down immediately. Therefore, be
sure you allocate an adequate number of standby redo Io%;s. Y ou can monitor standby redo
logs using the new VESTANDBY_LOGfixed view aswell as V$LOGHI LE. A standby redo
log group number cannot be the same as an existing online redo log group number. Also
note that standby redo logs can be added on the primary as well as the standby databases.
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Setting a Failure Resolution Policy

* Determines what actions will occur on a primary
database when all standby destination fails to
archive redo logs:

— PROTECTED: Shut down the primary instance if
connectivity is lost. No data loss and no divergence

— UNPROTECTED: Allows data divergence
* Use the alter database set command:

ALTER DATABASE SET STANDBY DATABASE PROTECTED,

ALTER DATABASE SET STANDBY DATABASE UNPROTECTED,

SELECT STANDBY_MODE FROM V$DATABASE;
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Setting a Failure Resolution Policy

A failure resolution policy determines what actions will occur on a primary database when
the last standby destination fails to archive redo logs. To set the highest level of data
protection, which is guaranteed protection, place the primary database in PROTECTED
mode using the SET STANDBY DATABASE clause of the ALTER DATABASE
statement as shown in the following example (note that database must be mounted
EXCLUSIVE and not open for this operation):

ALTER DATABASE SET STANDBY DATABASE PROTECTED,

When this statement is used, the primary database is protected against data loss and
divergence. If connectivity between the primary and standby database should now be lost,
the primary database will shut down. When using this level of data protection, standby
databases must have two or more standby redo log groups. Also, one or more primary
database archive redo log destinations must have LGAR and SYNC attributes specified. The
functionality of the AFFI RM attribute isimplicitly set. Y ou can revert to amode that
allows data divergence by placing the primary database in UNPROTECTED mode using the
following statement:

ALTER DATABASE SET STANDBY DATABASE UNPROTECTED,

Note: Y ou can determine the current status of your database by looking at the
STANDBY_MODE column of the VSDATABASE fixed view.
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Finishing Managed Recovery
* |If LGWRis sending redo log blocks to the Standby
Database, then you are using Standby redo log files.

* In order to activate the Standby Database, you can:
— Force its activation

ALTER DATABASE ACTI VATE STANDBY DATABASE
SKI P STANDBY LOGFI LE;

— Apply all committed transactions
ALTER DATABASE RECOVER MANAGED STANDBY DATABASE FI NI SH;

RECOVER MANAGED STANDBY DATABASE FI NI SH;
— Register Standby redo logs and FI Nl SHrecovery

ALTER DATABASE REAQ STER STANDBY LOGFI LE
'/ standby/ arch_dest/*. arch’;
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Finishing Managed Recovery

If you attempt to activate the standby database when there are standby log files that have
not been recovered by the RECOVER MANAGED STANDBY DATABASE FI NI SH

statement, an appropriate error will be signaled. If you want to override this behavior
(intentional dataloss), the following statement may be used:

ALTER DATABASE ACTI VATE STANDBY DATABASE SKI P STANDBY
LOGFI LE;

In case of an emergency at the primary database site, and you have access to the current
online log, you should attempt to archive it, and then transfer and apply all available
archived redo logs to the standby database.

If you do not use log transport services, manually copy the archivelog over to the standby
database and usethe REG STER STANDBY LOGFI LE command to identify the

archivelog to the standby database. Use an appropriate operating system utility for
transferring binary data. For example, enter:

$ cp /oraclel/arc_dest/*.arc /standby/arc_dest

Then, register the archivelogs on the standby database. For example, enter the following
SQL command:

ALTER DATABASE REQ STER STANDBY LOGHI LE
'Istandby/arch_dest/*.arch’;

Complete the recovery on the standby database, for example:

ALTER DATABASE RECOVER MANAGED STANDBY DATABASE FINISH;
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Physical Standby Database
Failover

* Previously, this was the only supported way to
move the primary processing role to the standby.

* Failover was often only performed as aresult of an
unplanned outage of the primary.

* The primary had to be discarded and could not be
used as the new standby.

* Thiswas dueto aresetl ogs operation performed
during the ACTI VATE STANDBY command.

* The system was at risk during the time taken to
create a new standby.

* In Oracle9i, failover may still be used for
catastrophic events.
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Physical Standby Database: Failover

During afailover, the primary role is moved to one of the standby databases. The database
that started as the primary cannot be used as a new standby database. This must be
completely rebuilt using backups and logs from the new primary (old standby) database.

The normal failover process that forces database recreation occurs when all of the available
archivelogs are applied to the standby database, and the standby is opened as the primary
using the following SQL command:

al ter database activate standby dat abase;

When this command is executed, a resetlogs operation is performed automatically on the
standby and the new logs cannot be applied to the old primary.

The need to create a new standby database exposes a significant time interval of risk that is

higher than the day-to-day operationa mode because the standby has been removed as a

failover option. The application must do without a standby’s protection during the time the
unavailable standby system is re-created and brought up-to-date with the new primary,
which can take a day or two or even longer.

The biggest impact of this problem is that voluntary failover to the standby was performed
with great reluctance because of the cost and risk of getting processing back to the original
primary site. Failover was often reserved for nearly catastrophic events.
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Physical Standby Database
Graceful Switchover

* In Oracle9i, primary and standby database can
continue to alternate roles.

* This is a planned operation, unlike failover.

®* No need to recreate a new standby every time the
switch is performed.

* Switchover is possible if all these conditions are
met:

— The primary performs a graceful shutdown
— The archive logs are available
— The primary’s online logs are available
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Physical Standby Database: Graceful Switchover

Switchover is possible only if the standby and its primary database can be brought to the
same point in time. The prerequisites of initiating switchover include:

* The primary database has been shut down in an orderly fashion; Stat/iDOAN
NORNVAL, SHUTDOWN TRANSACTI ONAL or SHUTDOMWN | MVEDI ATE.

» All archive logs required to bring the standby to the primary’s point in time are
available.

* The primary database’s online redo logs are available and intact, as are its data files
and control files.

Note: When using Real Application Clusters, only one instance is allowed to perform the
switchover operation. All other instances must be shut down prior to performing the
switchover operation.
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Physical Standby Database
Graceful Switchover

* The cost and risk of moving processing to the
standby are now reduced.

* The primary becomes the new standby.

e Switchover becomes a useful solution to many
problems:

— Faster identification of difficult-to-diagnose
problems

— Reduction in planned downtime for hardware
maintenance, patch installs and operating system
upgrades

— Protection against logical and physical corruptions
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Physical Standby Database: Graceful Switchover (continued)

Previously, customers had to implement complicated steps or write their own switchover
scripts. The manual switchover process requires DBA skills and knowledge of recovery, as
well as the resources to test the implementation.

By automating switchover, downtime is minimized. By drastically reducing the cost and
risk of moving production processing to a standby, these sites may now apply switchover to
many more problems, executing switchover much more easily. Thisresultsin:

» Faster identification of difficult-to-diagnose problems. Like an accident or crime
scene where bystanders are kept off to protect the evidence, database users are
gracefully moved to the standby database. This allows the database administrators to
perform diagnostics in a relatively quiet environment.

* Reduction in planned down time for operating system and hardware upgrades.

» Protection against logical and physical corruptions. Physical corruptions are caused
by operating system, device drivers, or disks. Usually they are not propagated in the
log stream.
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Database Switchover Steps

The following steps are required to switchover:
1. End read or update activity on the primary and
standby databases.

2. Prepare the primary database for switchover:
SELECT SW TCHOVER STATUS FROM V$DATABASE;

ALTER DATABASE COWM T TO SW TCHOVER TO PHYSI CAL
STANDBY;

3. Shut down and start up the former primary
instance without mounting the database.

4. Mount the former primary database in the standby
database role.
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Database Switchover Steps

» Step 1: Exclusive database access is required by the DBA before beginning a
switchover operation. Ask users to log off the primary and standby databases and
close all open sessions except the SQL*Plus session from which you are going to
Issue the switchover command.

» Step 2: On the primary database, to verify whether or not it is possible to perform a
switchover operation, refer to ti®¥ TCHOVER _STATUS ( TO STANDBY)
column of thev$ DATABASE fixed view before executing the following command:
ALTER DATABASE COWM T TO SW TCHOVER TO PHYSI CAL STANDBY;
This command does the following:

— Closes the primary database
— Archives any unarchived log files and applies them to the standby database

— Adds arend- of - r edo marker to the header of the last log file being
archived

— Creates a backup of the current control file, and Converts the current control
file into a standby control file

» Step 3: Execute the following command on the former primary databidsé DOAN
NORMAL; and then STARTUP NOMOUNT; ( Before ensure that the initialization
parameters reflect the changes in database role).

» Step 4: Execute the following command on the primary datab&8s€ER
DATABASE MOUNT STANDBY DATABASE;
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Database Switchover Steps

5. Prepare the former standby database to switch to
the primary database role:

SELECT SW TCHOVER_STATUS FROM V$DATABASE;

ALTER DATABASE COWM T TO SW TCHOVER TO PHYSI CAL
PRI MARY;
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Database Switchover Steps (continued)

» Step 5: To verify whether or not it is possible to perform a switchover operation, refer
to theSW TCHOVER_STATUS ( TO PRI MARY) column of thev$ DATABASE
fixed view before executing the following command on the former standby database:
ALTER DATABASE COWM T TO SW TCHOVER TO PHYSI CAL PRI MARY;
This command does the following:

— Makes sure the last log file has been received and applied throughdthe
of -redo marker

— Closes the database if it has been opened for read-only transactions
— Converts the standby control file to the current control file

Note that the standby database must have been in managed recovery mode prior to
starting the switchover operation, so that the primary database switchover operation
request can be coordinated. If managed recovery was not active, or the primary
database switchover notification was unable to be processed, the switchover operation
will not be allowed to proceed. If tf &N TCHOVER_STATUS column shows

SW TCHOVER PENDI NG, this indicates that the switchover notification has been
received from the primary database, but not yet processed. You need to manually
place the standby database in managed recovery mode, so that the primary database
switchover notification can be processed by the standby database.
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Database Switchover Steps

6. Shut down the database.
7. Start up the database in the primary role.

8. Put the standby database in managed recovery
mode.

9. Start archiving logs from the primary database to
the standby database.
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Database Switchover Steps (continued)

» Step 6: Execute the following command on the former Standby database:
SHUTDOWN;

» Step 7: Execute the following command on the former Standby database:
STARTUP; Be sure all the necessary initialization parameters point to the new
standby database.

» Step 8: Execute the following command on the new standby database to place it in
managed recovery modéLTER DATABASE RECOVER MANAGED STANDBY
DATABASE;

» Step 9: If not already done through initialization parameters, start archiving logs on
the new primary database. You can issue the following commands:

— ALTER SYSTEM ARCHIVE LOG START;
— ALTER SYSTEM SWITCH LOGFILE;
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Automatic Recovery of Log Gaps

* Alog gap occurs when the standby database is
unable to process the next archived log.

e Gaps may occur:

— Atinitial startup because the standby is not yet
activated

— During normal operation as a result of a temporary
network problem

®* Gaps are automatically detected.

®* Missing logs are automatically fetched and
applied.

* Archived logs can be fetched from a number of
different servers.
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Automatic Recovery of Log Gaps

Using Oracle8i Standby Database, a number of everyday situations create the possibility
that the standby database is unable to apply the next archive redo log. At initial startup, the
logs in the gap are those created after the standby was created but before the standby is
operational. In the general case, the primary has created them, but the standby has not
received them because log shipping is not operational. During normal operations, this
condition occurs when the standby database is activated, or asaresult of WAN outages.

The Oracle9i eliminates the need for operator intervention. Any gaps are automatically
detected on the standby database, and the missing logs automatically fetched from the
primary database and applied.

This automation is further extended by the ability to fetch archive logs from any number of
servers. At each standby, alist of serversthat may have the missing archive logs are
specified using TNS service names. If a connection to the primary database cannot be
reestablished, the standby chains down the list, opens connections, and ships logs until it
has secured all of the missing logs. Because a standby database can be configured to
receive but not apply archive logs, the server used as an aternative log repository costs less
than a complete standby database. It can receive and hold archive logs for a short period of
time, perhaps a day, after which the logs can then be deleted, never having been applied.
This avoids most of the storage and processing expense of another fully-configured standby
database.
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Automatic Recovery of Log Gaps
Configuration

® Managed recovery mode must be enabled.
* Set the following initialization parameters:
— FAL_CLI ENT on the standby database
— FAL_SERVERoOnN the standby database

* Those parameters correspond to TNS entries in
the corresponding t nsnanes. or a files:

— FAL_CLI ENT represents the standby database

— FAL_SERVERTrepresents the primary database or
another standby database
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Automatic Recovery of Log Gaps Configuration

In previous versions, to be able to place the standby database in managed recovery mode,
you would first manually apply logs in the archive gap to the standby database.

In Oracleli, you can set initialization parameters in order to automatically identify and
resolve archive gaps as they occur.

The automatic recovery of log gapsis configured by enabling two processes through the
initialization parameter file. The processes are:

» Fetch archive log (FAL) client: A background Oracle server process (the Remote File
Server) that pulls archived redo log files from the primary site. The FAL client
initiates and requests the transfer of archived redo log files automatically when it
detects an archive gap on the standby database.

» Fetch archive log (FAL) server: A background Oracle server process (an Archiver
process) that runs on the primary database (or another standby database used as
staging area) and services the fetch archive log (FAL) requests coming from the FAL
client. For example, servicing a FAL request might include queuing requests (to send
archived redo log files to one or more standby databases) to an Oracle server that runs
the FAL server. There can be multiple FAL servers running on the same primary
database at any point in time; with a separate FAL server created for each incoming
FAL request.

The DBA must specify thEAL_CLI ENT andFAL _SERVER parameters on the standby
database. These identify the TNS service names of the standby database and the primary
database, respectively.
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Archive Gaps Monitoring

SQ.> SELECT thread#
2 | ow_sequence#
3 , hi gh_sequence#
4 FROM v$archive_gap;

THREAD# LOW SEQUENCE# H GH_SEQUENCE#
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Archive Gaps Monitoring

To determine whether there is an archive gap, query the VSARCHI VE_GAP view. If an
archive gap exists, the output of the query specifies the thread number and log sequence
number of al logsin the archive gap. If thereis no archive gap for a given thread, the query

returns either no rows or an identical number in the LOW SEQUENCE# and
HI GH_SEQUENCE# columns.

In the above example, the gap is 90, 91, and 92 for thread 1.
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Standby File Management

* Add or drop of files in the standby database has
been automated: the parameter
STANDBY_FI LE_ MANAGEMENT enables this
functionality if set to AUTO.

* |f set to AUTO, STANDBY_FI LE_MANAGEMENT
prevents certain file manipulation on the standby
database.

e Standby directory structure differences are much
easier to maintain: the parameters
DB _FI LE_NAME CONVERT and
LOG FI LE_NAME CONVERT provide support for
multiple pairs of filenames.
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Standby File Management

Using the new STANDBY_FI LE_MANAGEMENT parameter, files added or dropped in the
primary are automatically added or dropped in the standby during the normal course of
applying changes. For this feature to be enabled, the parameter must be set to AUTO.

Furthermore, the parameters DB_FI LE_NAME_CONVERT and
LOG_FI LE_NAME_CONVERT have been upgraded to provided support for multiplefile
(di rectory) transforms. Aswell as enabli ng the auto-file-add and -del ete capability.

Certain operations are not allowed on the standby database if
STANDBY_FI LE_MANAGEMENT issetto AUTO ALTER DATABASE RENAME,
ADD/DROP LOGFI LE, ADD/DROP LOGFI LE MEMBER, and CREATE DATAFI LE AS

Note: Non-Oracle Managed Filesfiles are still not automatically dropped on the standby.
So, if the user drops a tablespace on the primary and asks that the files also be deleted
(DROP TABLESPACE ... | NCLUDI NG DATAFI LES), thefilesare NOT deleted on

the standby. Oracle Managed Files are discussed later in this course.
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Background Managed Recovery Mode

®* You can now create a background process to
perform managed recovery:

ALTER DATABASE RECOVER MANAGED STANDBY DATABASE
DI SCONNECT FROM SESSI ON,

RECOVER MANAGED STANDBY DATABASE DI SCONNECT
FROM SESSI ON,

* The FROM SESSI ONclause is optional and is
shown for clarification.
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Background Managed Recovery Mode

Y ou can now create a background process called MPR to perform managed recovery. This
frees the foreground terminal session that you used to execute the managed recovery
command.

If you want to start a detached server process and immediately return control to the user,
add the DI SCONNECT [ FROM SESSI ON] option to the RECOVER MANAGED
STANDBY DATABASE command syntax. Note that this does not disconnect the current
SQL session.
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Monitoring the Managed Recovery

SQ.> SELECT process, status, thread#
2 sequence#, bl ock#, bl ocks
3 FROM v$nmanaged_ st andby;

PROCESS STATUS THREAD# SEQUENCE# BLOCK# BLOCKS
VRPO APPLYI NG_LOG 1 946 10 1001
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Monitoring the Managed Recovery

To verify that you have correctly initiated the application of archived logs, query the
VSMANAGED STANDBY fixed view on the standby database. This view monitors the
progress of a managed recovery.

If you did not start a detached server process, you need to execute this query from another
SQL session.

Oracle9i: New Features for Administrators 5-32




Updating the Standby at a Lag

* This feature delays the application of logs at the
standby database.

* Normal log shipping proceeds as usual.
* The lag time is configurable by the DBA:

LOG ARCHI VE_DEST n= ' SERVI CE=st byl DELAY 30’

RECOVER MANAGED STANDBY DATABASE NODELAY;

®* This reduces the chance of a mistake or
corruption being propagated to the standby.
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Updating the Standby at a Lag

The DELAY attribute of the LOG_ARCHI VE_DEST _n parameter specified on the primary
database indicates that archive log files at the destination are not immediately available to
the standby redo apply operation. The value of this optional attribute is expressed in
minutes and specifies the time interval that must expire, after archive log transmittal has
completed, before the archive log file can be processed. This attribute can be overridden at
the standby during FI NI SH or emergencies.

The [ NOl DELAY option of the RECOVER MANAGED STANDBY DATABASE command

overrides any apply delay interval at the standby and applies redo as soon as the archive log
isavailable (NODELAY), or appliesit after the specified delay.

The FI NI SHoption of RECOVER MANAGED STANDBY DATABASE implies NCDELAY.

Thisisascenario on how to use the DELAY attribute. Let’s assume the standby database is
running 30 minutes behind the primary (as shown on the above slide). This determines the
reaction window the administrator will have to stop the propagation of user errors to the
standby.

When a user error occurs, an assessment must be made of the extent of the damage and the
effort required to recover from it. If the damage is relatively small, like deleting a wrong

row, for example, and the rest of the database operations are not immediately affected by
this error, tools like Flashback are well suited to deal with the problem.

However, when the extent of the damage is large and the time to recover is going to impact
the production environment, it may be better to failover to the standby.
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Parallel Recovery

/
Cnitad) Chita2)

Archived Logs

Datafile

RECOVER MANAGED STANDBY DATABASE PARALLEL 2,
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Parallel Recovery

When running in managed recovery mode, the log apply services apply the changes
generated on the primary database by many concurrent processes. Therefore, applying the
archived redo logs on the standby database can take longer than the time it took to initially
generate the changes on the primary database. By default, the log apply services use a
single process to apply all of the archived redo logs sequentially. When using the parallel
recovery option, several processes are able to apply the archived redo logs simultaneously.
In general, using the parallel recovery option is most effective at reducing recovery time
when several datafiles on several different disks are being recovered concurrently.

In atypical paralel recovery situation, one processis responsible for reading and
dispatching archived redo logs. Thisis the dedicated managed recovery server process
(either the foreground SQL session or the background MRPO process) that begins the
recovery session. The managed recovery server process reading the archived redo logs
enlists two or more recovery processes to apply the changes from the archived redo logs to
the datafiles.

Y ou can execute parallel recovery using the PARALLEL option of the RECOVER
MANAGED STANDBY DATABASE statement.
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Miscellaneous Enhancements

* New online redo log possibilities:
— Archive the CURRENT one without switching
ALTER SYSTEM ARCHI VE LOG CURRENT NOSW TCH,;

— Archive them in mounted stage

— Archive them when using a controlfile backup

ALTER SYSTEM ARCHI VE LOGFI LE ’/dbs/| og2a. rdo’
USI NG BACKUP CONTRCLFI LE;

* Archive log repository

®* Archive parameters can be set dynamically and
archive attributes changes are allowed without the
need to retype the entire string.
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Miscellaneous Enhancements

 In prior releases, it was possible to archive the current online redo log only when the
instance was open. This command forced a log switch to occur. In Qraicie9
possible to:

— Archive the current redo log without switching in open or mounted mode. In
order to do that, use tiNOSW TCH option of theALTER SYSTEM
ARCHI VE LOG CURRENT command. If done in open mode, the instance will
automatically shutdown and the next startup will force a log switch.

— Archive an online redo log based on the SCN (system change number) value
when the database is mounted, but not open.

— Archive an online redo log when a backup control file is being used. In
previous releases, a current control file was required.

» The archive log repository is a stand-alone standby control file. This type of
destination allows off-site archival of redo logs

» Two enhancements ameliorate the added complexity presented to those users who are
not using the Oracle®ata Guard Manager console for configuration and set-up:
LOG_ARCHI VE_DEST _ninitialization parameters can be set or cleared dynamically
after the database has been started, and destination attributes can be changed without
having to reenter the entire parameter string.
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Miscellaneous Enhancements

* REMOTE_ARCH VE ENABLE=TRUE| FALSE
* New attributes for LOG_ARCHI VE_DEST n

— ALTERNATE: Automates failover to another
destination

— MAX_FAI LURE: Maximum reopen failure count

— QUOTA_SI ZE: Maximum number of blocks that can
be archived to a local destination

— DEPENDENCY: Standby destinations depending on
accessible local destinations

— Monitored through VSARCHI VE_DEST_STATUS

®* You can specify up to ten archive destinations in
Oracle9i. Prior versions allowed only up to five.
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Miscellaneous Enhancements (continued)

* WhenREMOTE_ARCHI VE_ENABLE initialization parameter is set TRUE on both
the primary and the standby database, the primary database is permitted to
automatically archive online redo logs to remote archiving destinations, and the
standby database is allowed to receive redo logs from the primary database. This is
the default setting. When setRdL SE on the primary database, it indicates that the
primary database is not permitted to automatically archive online redo logs to remote
destinations. When set to FALSE on the standby database, it indicates that the standby
Is not permitted to receive redo logs from the primary database. This setting would be
used in manual and testing recovery environments

* Many new attributes are required for the pre-existi®@® ARCHI VE_DEST n
parameter. All log transport properties are enabled through it:

— The newALTERNATE attribute helps to ensure that logs make it to their
destination if there is a failure by automating failover to another destination.
The alternate destination can be on the same target system but using another
communication link, or on another system, or even local to the primary. This
attribute associates its destination with another destination. For example, in
order to identify the name of the archive log destination that serves as the
replacement it OG_ARCHI VE_DEST_2 were to fail, could be specified by:
ALTERNATE = LOG_ARCHI VE_DEST_3. This is valid wherREOPEN=0 or
MAX_FAI LURE > 0 and failure count is exceeded (see next slide).
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Miscellaneous Enhancements (continued)

Note: You can use the new VSARCHI VE_DEST_STATUS fixed view, and the new
columns introduced in VSARCHI VE_DEST to monitor status errors of all the
corresponding destinations attributes.

— How quickly this automatic failover occurs depends on other attributes. Using
MAX_FAI LURE, you can specify the maximum reopen failure count for the
destination. By combining this with the existiRGOPEN attribute, both the
number and frequency of retries are completely under user control. For
example, adding the following attributesit®@G_ARCHI VE_DEST_2:

MAX_FAI LURE = 10, andREOPEN = 10, LOG_ARCHI VE_DEST _2 fails
over toLOG_ARCHI VE_DEST _ 3 after 100 seconds of failing retries.

e Another newL.OG_ARCHI VE_DEST n attribute can be used with these to minimize
the chances that an out-of-space condition stops archivingQ@EA _SI ZE
attribute identifies the maximum number of 512Kb blocks that can be archived to a
local destination. Th@QUOTA _SI ZE can be the size of the entire device, or any
portion of it. A failover to another device could be planned after a certain amount of
storage is used on the first destination. To ensure a fast switchover to the new
destination, retry values would be to a minimal amount of retries over a small time
period.

» With the DEPENDENCY attribute, a standby destination can be defined as being
dependent upon the success or failure of an archival operation to another locally
accessible destinatioDEPENDENCY=LOG_ARCHI VE_DEST_1). The primary
database archives a redo log locally and, upon successful completion, the archived
redo log is immediately available to the standby database for media recovery. This
does not require a physical remote archival operation for the standby destination. In
this case, two destinations are used: one for local archiving, and another for archiving
at the standby site. The standby destination is not valid unless the primary destination
succeeds. Therefore, the standby destination has a dependency upon the success or
failure of the local destination. Specifying a destination dependency can be useful in
the following configurations:

— The standby database and the primary database are on the same node.
Therefore, the archived redo logs are implicitly accessible to the standby
database.

— Clustered file systems provide remote standby databases with access to the
primary database archived redo logs.

— Operating system-specific network file systems provide remote standby
databases with access to the primary database archived redo logs.

» The number of log archive destinations has increased from 5 to 10 to provide more
flexibility and to allow the co-existence of many different log clients: Physical
Standby Database, LogMiner, Change Data Capture, and so on.
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Summary

In this lesson, you should have learned how to:

* Position the Data Guard Broker and Data Guard
Manager

* Specify the new attributes of the
LOG_ARCHI VE_DEST _n parameters

* Usethe new ALTER DATABASE commands to
change database roles and create standby redo
logs

®* Configure the FAL_CLI ENT and FAL_SERVER
parameters

®* Use the DI SCONNECT option of the managed
recovery mode
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Oracle9i: New Features for Administrators 5-38




Database Resource Manager
Enhancements
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Objectives

After completing this lesson, you should be able to
do the following:

Set an active session pool for a consumer group.

Automatically switch the consumer group of a
running session.

Set a maximum estimated execution time for each
consumer group.

Set a maximum limit on the total amount of undo
generated per resource consumer group.

Copyright © Oracle Corporation, 2001. All rights reserved.
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Active Session Pool

* The Database Resource Manager now allows a
DBA to limit the amount of concurrent active
sessions per resource consumer group by
defining an active session pool.

* Benefits of an active session pool:

— Allows DBAs to meet performance service level
objectives by limiting the concurrent system
workload

— Reduces the number of servers taking resources in
the system which avoid inefficient paging,
swapping, and other resource depletion
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Active Session Pool

Historically, the Oracle Database Resource Manager provided the mechanism to partition
CPU resources. These resources were typically alocated at the beginning of atransaction
or query and not freed until the transaction was committed, or query was finished. There
were no means to free the resources associated with such operations until the operation was
complete. Thus, newly arriving operations would either cause the system performance to be
significantly impeded, or caused individual operations to error when unable to allocate a
resource such as temporary space.

The active session pool feature allows the DBA to control the maximum number of
concurrently active sessions per resource consumer group. With this functionality, a DBA
can indirectly control the amount of resources that any resource consumer group uses since
resource consumption is proportional to the number of active sessions. Once the active
session pool isfilled, the Database Resource Manager will queue all subsequent requests
and run them only after existing active sessions compl ete.

The main goal of the active session pool is to reduce the number of servers taking resources
in the system, thus avoiding inefficient paging, swapping, and other resource depletion
(memory, temporary space, and so on.) resulting from attempting to run too many jobs
simultaneoudly. In essence, it is an attempt to guarantee some minimum resources to an
operation, and to establish limits on the resource consumer group.
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Active Session Pool Mechanism

®* You can set an active session pool size per resource
consumer group.

— Active session pool is the maximum number of
concurrently active sessions

— Active session is defined as a session currently part of an
active transaction, query, or parallel operation

— Only one active session pool size is allowed per consumer
group

®* Once the active session pool is filled with active
sessions, all subsequent sessions attempting to become
active are queued.

* Individual parallel slaves do not count toward the
number of sessions. The entire parallel operation counts
as one active session.
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Active Session Pool Mechanism
Queuing Method

Once the active session pool isfilled with active sessions, the Database Resource Manager
gueues all subsequent sessions, attempting to become active until other active sessions
complete or become inactive. With Oracl€9i, there is only one queue per resource consumer
group and the queuing method will be one of first in first out (FIFO) with atime-out.

The Queue is asimply memory structure. Thereis no view that shows the queue directly.
To see some queue information you can use the following views:

* V$SESSION - A new column called CURRENT_QUEUE_DURATION.queued, it
shows how long the session has been queued. It will be O (zero) if the session is not
currently queued.

* VSRSRC_CONSUMER_GROWUPnew column called QUEUE_LENGT.H his shows
the number of sessions currently queued per consumer group.
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Active Session Pool Parameters

You define the active session pool by setting the
parameters ACTI VE_SESS POOL_P1 and QUEUEI NG _P1.:

— ACTI VE_SESS POCL_P1 identifies the number of active

sessions that establishes the resource consumer group’s
threshold.

— Default for ACTI VE_SESS_POOL_P1 is 1000000

— QUEUEI NG _P1 indicates how long in seconds any
session will wait on the queue before aborting the current
operation

— Default for QUEUEI NG_P1 is 1000000
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Active Session Pool Parameters

ACTI VE_SESS POOL_P1: Identifies the number of active sessions that establishes the
resource consumer group’s threshold, and therefore, its active session pool.

QUEUEI NG_P1: This optional parameter will indicate how long any session waits on the

gueue. If a session waits on the consumer group’s queue for longer than the specified
QUEUEI NG _P1, the operation will abort with an error.
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Setting the Active Session Pool

* Example: I oqp | AcTI VE SESSI ON POOL

OLTP
BATCH |ACTIVE_SESS POOL_P1 = 5
QUEUEI NG _P1 = 600

* (OLTP: set nolimit on concurrent active sessions

®* BATCH: set to limit concurrent active sessions to
5. QUEUEI NG _P1, set to 600, aborts all operations
waiting on the queue for more than ten minutes.
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Setting the Active Session Pool

Example

In the above example, the resource consumer group OLTP has no limit on the number of
concurrent active sessions because the ACTI VE_SESS POOL_P1 parameter was not set.
The resource consumer group BATCH hasan ACTI1 VE_SESS POOL_P1 of SI ZE 5. The
BATCH group also hasthe QUEUEI NG_P1 parameter set to 600 (ten minutes). All
sessions waiting on the queue for more than ten minutes will abort with an error.
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Maximum Estimated Execution Time

®* The Database Resource Manager in Oracle9i can
estimate the execution time of an operation proactively.

* A DBA can specify a maximum estimated execution
time for an operation at the resource consumer group
level using a new resource plan directive parameter.

— MAX_ESTI MATED EXEC TI ME: Maximum estimated time
an operation can take

— Operation will not start if estimate is longer than
MAX_ESTI MATED _EXEC TI ME

®* The benefit of this feature is the elimination of the
exceptionally large job that uses too many system
resources.

®* The Default is 1000000.
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Maximum Estimated Execution Time

A DBA can define the maximum estimated execution time any operation can take at any
given time by setting the resource plan directive MAX_ESTI MATED_EXEC Tl ME
parameter. After this parameter is set, the Database Resource Manager estimates the time a
specific job will take. If the operation’s estimate is more than the

MAX_ESTI MATED EXEC TI ME defined, then the operation will not start. This eliminates
the exceptionally large job that would utilize too much of the systems resources.

If aresource consumer group has more than one plan directive referring to it, it may have
more than one MAX_ESTI MATED _EXEC TI ME. The Database Resource Manager will
then choose the most restrictive of al incoming values.

The estimated calculated time for a given statement is based on the statistics from the Cost
Based Optimizer.
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Automatic Consumer Group Switching

* The Database Resource Manager automatically switches
a session’s consumer group based on the following
resource plan directive parameters:

— SW TCH_GROUP: Group switched to. Default is NULL.

— SWTCH_TI ME: Active time in seconds. Default is
1000000.

— SW TCH _ESTI MATE: If value is TRUE, execution time

estimate is used to decide whether to switch an operation
even before it starts. Default is FALSE.

®* This feature can be used to limit the resources
consumed by long running operations.
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Automatic Change of Resource Manager Group

The Database Resource Manager will switch arunning session to SW TCH_GROUP if the
session is active for more than SW TCH_TI IVE seconds. Active means the session is
running and consuming resources, not waiting idly for user input nor waiting for CPU
cycles. After the session finishes its operation and becomesidle, it is switched back to its
original group. If aresource consumer group has more than one plan directive referring to
it, it may have more than one SW TCH_GROUP and SW TCH_TI ME. The Database
Resource Manager chooses the most restrictive of all incoming values.

If SW TCH_ESTI MATE is set to TRUE, the Database Resource Manager uses a predicted
estimate of how long the operation will take to complete, to decide whether to switch a
session before an operation even starts running. If this parameter is not set, the operation
will just start running and will switch groups only if the other switch criteria are met.

A DBA can use this feature to manage the workload better by segregating long running
batch jobs from short OL TP transactions. Batch jobs can be automatically assigned to
consumer groups with lower resource allocation during day time to ensure good response
timefor OLTP users.
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Undo Quota

* New plan directive UNDO_POCL

®* Limits the amount of undo space that can be used

* When exceeded, prevents DML (I NSERT,
UPDATE, DELETE)

®* SELECT statements are still allowed.
e UNDO POQL is specified in kilobytes.
®* The default value for the UNDO_POOL is 1000000.
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Undo Quota

The Database Resource Manager now allows a DBA to manage the undo space consumed
by long running transactions, using a new resource plan directive parameter, UNDO_POOL.

It is defined as a quota of undo space per resource consumer group.

Whenever the total undo space is exceeded, no further | NSERT, UPDATE or DELETE will

be allowed until undo space is freed by another session in the same group or undo quotais
increased.

If the consumer group’s quota is exceeded during the execution of a DML statement, the
operation will abort and return an error.

The UNDO_PQOCL limit can be used with Automatic Undo management and user defined
rollback segments.
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Changing Undo Quota

The undo quota can be changed anytime during
database operation using the following resource
plan directive:

DBVMS_RESOURCE_MANAGER. UPDATE_PLAN_DI RECTI VE
(pl an => 'plan nane’,
group_or _subpl an => ’consuner group nane’,
new_undo_pool => 'new quota’);
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Changing Undo Quota

If the pool is shrunk at or below the currently used amount by the group, the next session to
request more undo will encounter an error, as will all subsequent sessions requesting more
undo, until some undo is relinquished or the DBA raises the quota.

Oracle9i: New Features for Administrators 6-10




6-11

Modified Views to Support Database
Resource Manager Extensions

New column added to V$SESSI ON:

— CURRENT_QUEUE DURATI ON: The current amount of
time in seconds the session has been queued.

— If not currently queued, value is zero.

New columns added to
V$RSRC CONSUVER GROUP:

— QUEUE_LENGTH. Number of sessions waiting on the
queue

— CURRENT_UNDO_CONSUMPTI ON: Current amount of
undo consumed by consumer group

Copyright © Oracle Corporation, 2001. All rights reserved.
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Modified Catalog Tables and Views

e DBA RSRC PLANS has a new column, QUEUEI NG_MIH

defines the queuing resource allocation method for the
plan, and MAX ACTI VE_SESS TARGET_MIH has been
renamed to ACTI VE_SESS POOL_MIH.

® Seven new columns added to
DBA RSRC PLAN DI RECTI VES:

— ACTI VE_SESS_POOL_P1
—  QUEUEI NG P1

—  SW TCH GROUP

— SWTCH TIME

—  SW TCH_ESTI MATE

— MAX_EST_EXEC TI ME
— UNDO_POOL
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Modified Catalog Tables and Views

The data dictionary view DBA_RSRC_PLANS has been changed. A new column
QUEUEI NG_MTH has been added to show the method for queuing on the sessions.
Currently there is only one method, First In First Out (FIFO), with atime out.

ACTI VE_SESS POOL_MTIH has one resource alocation method for the active session
pool, which is an absolute number, as opposed to a percentage.

Other resource allocation methods are planned for future rel eases.
The following new columns were added to DBA_ RSRC_PLAN DI RECTI VES.

* ACTIVE_SESS POOL_P1: First parameter for the active session pool resource
allocation method

* QUEUEING_P1: First parameter for queuing resource allocation method.
* SWITCH_GROUP Group to switch to.
 SWITCH_TIME: Amount of run time before session is automatically switched.

« SWITCH_ESTIMATE: TRUE if estimated execution time should be used for switch
criteria.

* MAX_EST_EXEC_TIME: First parameter for the maximum estimated execution
time.

* UNDO_POOL:Undo pool size for the consumer group.
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An Example Using Several Resource
Allocation Methods

* The example shown here could represent a plan
for a database supporting a packaged ERP
(Enterprise Resource Planning) or CRM (Customer
Relationship Management).

* Thework in such an environment can be highly
varied.

* The goalis to give good response time to OLTP
(Online Transaction Processing), while allowing

batch jobs to run in parallel.

6-13
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An Example Using Several Resource Allocation Methods
The example on the following page is based on this information:

Group

OLTP

Batch

Other_Groups

CPU Resource
Allocation %

Level 1: 80%

Level 2: 100%

Level 3: 100%

Active Session Pool Pool size: 5
Parameters Timeout: 600
Automatic Switching | Switch to group: BATCH
Parameters Switchtime: 3

Use estimate: TRUE
Max Estimated Time: 3600
Execution Time
Undo Pool Size: 200K
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An Example Using Several Resource Allocation Methods (continued)

BEG N

/* Create the Pending area */
DBVS_RESOURCE_MANAGER. CREATE_PENDI NG _AREA( ) ;
/* Create the Plan */

DBMVS_RESOURCE_MANAGER. CREATE_PLAN( PLAN => ' ERP_Pl an’, COMVENT
=> ' Resource plan/nethod for ERP Database’);

/* Create the Resource groups, OLTP and BATCH */

DBMS_RESOURCE_MANAGER. CREATE_CONSUMER _GROUP( CONSUMER _GROUP =>
"OLTP', COWMENT => ' Resource consuner group/nethod for OLTP
jobs’);

DBMS_RESOURCE_MANAGER. CREATE_CONSUMER _GROUP( CONSUMER _GROUP =>
" BATCH , COMMENT => ' Resource consuner group/nmethod for BATCH
jobs’);

/* Create the Plan directive for OLTP */

DBVS_RESOURCE_MANAGER. CREATE_PLAN_DI RECTI VE( PLAN =>
"ERP_Plan’, GROUP_OR SUBPLAN => 'OLTP', COMVENT => ' QOLTP
sessions’, CPU P1 => 80, SWTCH GROUP => ' BATCH , SWTCH TI ME
=>3, SW TCH_ESTI MATE => TRUE, UNDO POOL => 200);

[* Create the Plan directive for BATCH */

DBMS_RESOURCE_MANAGER. CREATE_PLAN DI RECTI VE( PLAN =>
"ERP_PLAN , CGROUP_OR _SUBPLAN => ' BATCH , COWENT => ' BATCH
sessions’, CPU P2 => 100, ACTIVE_SESS POOL Pl => 5,

QUEUEI NG_P1 => 600, MAX _EST_EXEC TI ME => 3600);

/* Create the Plan directive for OTHER GROUPS */

DBMS_RESOURCE_MANAGER. CREATE_PLAN DI RECTI VE( PLAN =>
" ERP_PLAN , GROUP_OR SUBPLAN => ' OTHER _GROUPS', COWMENT =>
"mandatory’, CPU P3 => 100);

/* Validate and subnmit the plan */
DBMS_RESOURCE_MANAGER. VALI DATE_PENDI NG_AREA() ;
DBMS_RESOURCE_MANAGER. SUBM T_PENDI NG _AREA() ;

END;
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Oracle Supplied Plans

e SYSTEM_PLAN: Plan to give system sessions
priority

e INTERNAL_QUIESCE: Plan to internally quiesce
the system

e INTERNAL_PLAN: Only for testing
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Oracle Supplied Plans
These plans with a set of directives are created during database creation.
The SYSTEM_PLAN allocates the CPU to usersin thisway:
* Level 1 100% t&8YS_GROUP
* Level 2 100% tdOTHER GROUPS
* Level 3100% td.OW GROUP

SYS_GROUP is the initial consumer group for the us8¥S andSYSTEM LOW GROUP

provided for your use, but no user will have this as an initial group. By default, all users
haveOTHER GROUPS if not assigned to a group.

Thel NTERNAL_QUI ESCE plan is used when the database is put into the new quiesce
state, which is described in a later lesson.
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Summary

In this lesson, you should have learned how to:

Set parameters to define an active session pool.

Set a maximum estimated execution time for
each consumer group.

Set parameters to automatically switch the
consumer group of a running session.

Set a maximum on the total amount of undo
generated per resource consumer group.
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Online Operations
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Objectives

After completing this lesson, you should be able to
do the following:

®* Discuss new features designed to reduce planned
downtime

* Explain online index rebuild new functionality

e Explain online functionality for index-organized
tables (IOTs)

®* Describe online table redefinitions
* Explain online analyze validate
®* Describe database quiescing

®* Describe the use of the server parameter file
(SPFILE)

Copyright © Oracle Corporation, 2001. All rights reserved.
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Online Index Rebuild

® Onlineindex rebuild has now been extended to the
following:

— Reverse key indexes
— Function-based index
— Key compressed indexes on regular tables

— Key compressed indexes on index organized tables
(including secondary indexes)

* Updates are tracked in a journal table and later
merged with the new index.

® Thereis no support for extensible (domain)
indexes.
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Online Index Rebuild

Thereis currently no support for bitmap nor partitioned local and global indexes for online
rebuilds.
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Online Index Rebuild

Journal table

(10T) g .
\ Updates 4
e i o
s =
t \/
Read

Rebuild

New index Old index Table
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Online Index Rebuild (continued)

When the ONLI NE keyword is specified as apart of an ALTER | NDEX or CREATE
I NDEX command, atemporary index-organized journal tableis created to record changes
made to the base table. Thisjournal table is created in the same tablespace as the index

being atered or created.

While the server process is rebuilding the index, other users can continue to access the old
index structure. Any updates to the old index during the rebuild operation are recorded in

the journal table.
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Online Index Rebuild

Journal table
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Online Index Rebuild (continued)

When the server process has completed the rebuild operation, it merges the changes entered
in the journal. This merge by which changed rows are incorporated into the new index is
done while the tableis still online.

Thisis accomplished by scanning the journal table and operating on a per row basis.
Operations are committed every 20 rows. Locked rows are skipped. The Oracle server
process may make multiple passes over the journal table to process previously locked rows.
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Index-Organized Table High Availability
Enhancements

Oracle9i extends this functionality to index-organized
tables (IOTs):

® Online create and rebuild of IOT’s secondary
indexes

® Online coalesce of IOT’s primary indexes

®* Online update of logical ROWIDs for secondary
indexes on IOTs

®* Online move of IOTs along with their OVERFLOW
segment
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Index Organized Table High Availability Enhancements

Online operations on index-organized tables and their indexes allow the table to be
available for DML and query operations while the object redefinition isin progress. Thisis
similar to support currently available for indexes on heap-organized tables.

One difference for index-organized tables rel ates to the COALESCE operation on the

primary key index . Since index-organized table’s primary key index cannot be directly
altered, arALTER TABLE <t abl e_nane> COALESCE operation has been introduced
that coalesces the primary key index for an index-organized table. This coalesce works the
same as it does for indexes on heap-organized tables.
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Online Operations on IOTs
Operations on Secondary Indexes

SQ.> CREATE | NDEX i ot _secondary ON
2 1ot _enployees (job_id) ONLINE;

SQ.> ALTER | NDEX i ot _secondary REBUI LD
2 COVPUTE STATI STI CS ONLI NE;

SQ.> CREATE I NDEX i ot _functi onal
2 ONiot _enployees
3 (enployee_id, salary + conm ssion_pct)
4 ONLI NE;

SQ.> ALTER I NDEX iot_functional REBU LD ONLI NE;

SQL> ALTER TABLE i ot _enpl oyees COALESCE;
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Online Operations on IOTs: Operations on Secondary Indexes

Users can create B-Tree indexes on index-organized tables ONLI NE. These can be normal

or key-compressed B-tree indexes.

In the above examples, the following index organized table called | OT_EMPLOYEES is

used:
CREATE TABLE i ot _enpl oyees
( enpl oyee_id, first_nane, | ast _nane,
emai |, phone_nunber, hire_date,
job_id, sal ary, comi ssi on_pct,
manager i d, departnent id, dn,

CONSTRAI NT enpl oyees_pk PRI MARY KEY (enpl oyee_ id))
ORGANI ZATI ON | NDEX
TABLESPACE dat al OVERFLOW TABLESPACE dat al
AS SELECT * FROM hr. enpl oyees;

Note: The ONLI NE key word is not needed for the coal esce command.
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Online Operations on IOTs
Online Update of Logical ROWIDs

® Secondary indexes on IOTs store a logical
ROWIDs for each entry to improve performance.

®* Since the logical ROWIDs can change, the value
stored in the index are only a best-effort guess.

®* These logical ROWIDs get stale over time.

®* Now it is possible to update the stale logical
ROWIDs online.

®* The updates can also be done in parallel:

SQL> ALTER | NDEX i ot _secondary
2 UPDATE BLOCK REFERENCES;
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Online Operations on IOTs: Online Update of Logical ROWIDs

This option improves performance for indexes on index-organized tables. Indexes on index-
organized tables store logical ROWIDs, also called UROWIDs, to match the performance
of an index on a conventional table. However, the logical ROWIDs can become stale. In
such cases, an option under ALTER index allows fixing the logica ROWIDs online. This
operation is performed in parallel if the object has a default parallel clause set.

Note: The ONLI NE keyword is not required with the UPDATE BLOCK REFERENCES
clause.

Restriction: Y ou cannot combine this clause with any other clause of ALTER | NDEX.
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Online Operations on IOTs
Online Move

An IOT can be rebuilt to reduce fragmentation.

* The MOVE option of the ALTERcommand can be
used to achieve this online.

Now, the overflow data segment can also be
moved online:

SQ.> ALTER TABLE enpl oyees
2 MOVE ONLINE  TABLESPACE dat al
3 OVERFLOW TABLESPACE dat aZ2;
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Online Operations on IOTs: Online Move

Y ou can rebuild an index-organized table to reduce fragmentation by using the MOVE
option of the ALTER TABLE command. The MOVE option rebuilds the primary key index
B*-tree of the index-organized table but does not rebuild the overflow data segment, unless
you specify the OVERFL OWclause explicitly, or you ater the PCTTHRESHOLD or

I NCLUDI NG column value as part of the ALTER TABLE statement.
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Online Table Redefinition

®* OQccasionally, thereis the need to reorganize a
large heavily-used table.

* Previously, these redefinitions forced the table to
be unavailable for the duration of the operation.

* From Oracle9i, table redefinitions can be
performed online.

* The table to be redefined must have a primary key.
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Online Table Redefinition

In OLTP systems, occasionally there is the need to reorganize large heavily-used tables to
improve the performance of queries or DML performed against these tables.

Until now, there was no simple mechanism to achieve this redefinition of the tables.
Moreover, while performing the redefinition of tables, the tables must be locked in shared
mode which prevents any DML to the table during the time it is being redefined. For very
large and frequently modified tables in OLTP systems, this may not be acceptable.
Additionally if the redefinition is achieved by exporting the table and importing it back, the
table is unavailable during the entire process.
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Online Table Redefinition Features

A nonpartitioned table can be converted into a
partitioned table and vice versa.

The organization of a table can be changed from a
heap based to IOTs and vice versa.

Non-primary key columns can be dropped.
New columns can be added to a table.
Parallel support can be added or removed.
Storage parameters can be modified.

A column can be renamed.
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Online Table Redefinition

Transform
Result
table
Source
table
Track
DNt”‘ Transform
operations Store updates
updates
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Online Table Redefinition Syntax

1. Determine if the table is a candidate for online
Redefinition by calling the procedure

dbrs_redefinition.can_redef_table.

2. Create an empty interim table with all the desired
characteristics.

3. Start the Redefinition process calling
dbrms_redefinition.start_redef _table.

4. Create any triggers, indexes, or constraints on the
interim table.

5. Grant privileges on the interim table.

6. Finish the Redefinition process calling
dbrms_redefinition.finish _redef _table.

Copyright © Oracle Corporation, 2001. All rights reserved.

Online Table Redefinition: Syntax
In order to perform an online redefinition of atable, the user must perform the following

steps:
1.

Invokethedbns_redefi niti on. can_redef _t abl e procedure to verify that
the table can be redefined online. If the table is not a candidate, an error is raised. For
example, atable without a Primary Key would get the following error:

ORA-12089: cannot online redefine table "SH'."SALES" with
no primry key

Create an empty interim table in the same schemawith all the desired attributes.

Cdldbns_redefinition.start _redef tabl e tostart the process. Provide
as arguments: the name of the table to be redefined, the interim table name, and
optionally, the column mapping and rollback segments. If no column mapping
information is supplied, it is assumed that all the columns arein the interim table,
with their names unchanged .
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Online Table Redefinition: Syntax (continued)

4. The user can then create any triggers, indexes, and constraints on the interim table.

The names must be different from the ones used in the original table. Any referential
constraints involving the interim table should be created DISABLED. These
constraints are automatically enabled on the completion of the online redefinition.

The user then executesthedbrs_redefinition. finish redef _table
procedure to complete the redefinition of the table. During this procedure, the
original tableislocked in the exclusive mode for a very short period of time, which
independent of the amount of datain the original table. Also, as part of this
procedure, the following occurs:

— The original table is redefined to contain all the attributes, indexes,
constraints, and triggers of the interim table

— The referential constraints involving the interim table now involve the post
redefined table, and are enabled.

6. The user can optionally rename any indexes which were created on the interim table

and which are now defined on the redefined table.

The following is the end result of the redefinition process:

The original table is redefined with the attributes and features of the interim table.

The triggers, grants, indexes, and constraints defined on the interim table after
dbns_redefinition.start _redef tabl eand before
dbrms_redefinition.finish redef _tabl e arenow defined on the post-
redefined table. Any referential constraints involving the interim table before the
redefinition process was finished now involve the post-redefinition table, and are
enabled.

Any indexes, triggers, grants, and constraints defined on the pre-redefined version of
original table are transferred to the interim table and are dropped when the user
drops the interim table. Any referential constraints involving the original table

before the redefinition now involve the interim table, and are disabled.

Any PL/SQL procedures and cursors defined on the preredefined original table are
invalidated. They are automatically revalidated whenever they are used next. This
revalidation can fail if the shape of the table was changed as a result of the
redefinition process.
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Online Table Redefinition:
Synchronization and Abort

®* |tis possibleto periodically synchronize the interim
table with the original one.

® Thedbns _redefinition.sync_interimtable
procedure performs the synchronization.

®* This is recommended if there is a large amount of DML
being processed between the start and finish of the
redefinition.

® The dbns_redefinition.abort redef table
procedure aborts the operation.
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Online Table Redefinition: Synchronization and Abort
Intermediate Synchronization

It ispossible for alarge amount of DML to be executed on the original table while the
redefinition istaking place. In this case, it is recommended that the user periodically
synchronizes the interim table with the original table by calling the
dbrms_redefinition.sync_interimtabl e procedure.

Calling this procedure reduces the time taken by
dbrms_redefinition.finish redef _tabl etocompletethe redefinition process.

Note: The small amount of time that the original tableislocked during
dbrms_redefinition.finish redef _tabl e isindependent of whether
dbrs_redefinition.sync_interimtabl e hasbeencalled.

Abort

The user should call dbns_r edefini ti on. abort redef tabl e intheevent that
an error is raised during the redefinition process or the user wants to abort the redefinition
process. This can be called any time after the

dbns_redefinition.start redef tabl e hasbeen caled and before
dbnms_redefinition.finish_redef_tableiscaled.

Note: Theinterim tableis not dropped after this procedure compl etes.
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Online Table Redefinition: Example

You want to reorganize the non-partitioned table
HR. EMP ( EMPLOYEE I D, FI RST_NANME, SALARY,
PHONE_NUMBER)

* Rename column EMPLOYEE | Dto EMPNO

* Multiply the SALARY column values by a factor of 1.10
and rename to SAL

®* Drop column PHONE_NUMBER
* Add acolumn DEPTNOwith default value 10
® Partition the table by range on EMPNO
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Online Table Redefinition: Example
First the table must be checked to seeif the table can be redefined.
SQL> EXECUTE dbrs_redefinition.can_redef table(’ HR ,’ EMP);
Now create the interim table:
SQL> CREATE TABLE int_enp

2 (enpno NUVBER PRI MARY KEY,

3 first _name VARCHAR2(20),

4 sal NUMBER,

5 deptno NUVBER DEFAULT 10)

6 (PARTITION enpl000 VALUES LESS THAN (1000) TABLESPACE tbs_1,
7 PARTI TI ON enp2000 VALUES LESS THAN (2000) TABLESPACE tbs_2);

Now start the redefinition process:

SQL> EXECUTE dbrs_redefinition.start_redef _table(’ HR , -
2 'EWMP, 'INT_EMP, 'EMPLOYEE |D EMPNO FI RST _NAME -
3 FIRST_NAME, SALARY*1.10 SAL');

At this point, create any triggers, indexes and constraints on interim table, | NT_EMP.

Optionally, synchronize the interim table, INT_EMP. If you know that alarge amount of
DML has occurred on the original table, it is recommended that you periodically
synchronize the interim table with the original table.
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Online Table Redefinition: Example

SQ.> EXEC dbns_redefinition.can_redef table(’ HR ,” EMP );

SQL.> CREATE TABLE int_enp -- interimtable
2 (enpno NUVBER PRI MARY KEY,
3 first_name VARCHAR2(20),
4  sal NUMBER,
5 deptno NUMBER DEFAULT 10)
6 (PARTITION emp1000 ..., PARTITION emp2000 ...);

SQL> EXECUTE dbms_redefinition.start_redef_table('HR', -
2 'EMP','INT_EMP', 'EMPLOYEE_ID EMPNO, FIRST_NAME -
3 FIRST_NAME, SALARY*1.10 SAL");

SQL> EXECUTE dbms_redefinition.sync_interim_table —
2 (HR',EMP''INT_EMP");

SQL> EXECUTE dbms_redefinition.finish_redef table —
2 (HR',EMP''INT_EMP");
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Online Table Redefinition: Example (continued)
SQL> EXECUTE dbns_redefinition.sync_interimtable —
2 ('HR',EMP','INT_EMP);
Then complete the redefinition:
SQL> EXECUTE dbms_redefinition.finish_redef_table —
2 (HR'EMP', 'INT_EMP";
Doing a describe on the tables shows that the interim table now looks like the original table:

SQL> describe hr.emp
Name Null?  Type

EMPNO NOT NULL NUMBER
FIRST_NAME VARCHAR2(20)
SAL NUMBER

DEPTNO NUMBER

SQL> desc hr.int_emp
Name Null?  Type

EMPLOYEE_ID  NOT NULL NUMBER
FIRST_NAME VARCHAR2(20)
SALARY NUMBER
PHONE_NUMBER VARCHAR2(20)

The interim table can now be dropped, since al the datais now in the new redefined table.
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®* Primary key columns must be the same type and have
the same number of columns.

®* The following are not supported:

®* New columns being added must not be declared as NOT
NULL until the redefinition is complete.
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Online Table Redefinition Limitations

Tables without a primary key
User-defined data types
BFILE or LONG columns (LOBs are supported)

Tables with materialized view logs or materialized views
defined on them

Horizontal subsetting of data
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Online Table Redefinition Limitations

Horizontal subsetting is the equivalent of putting a where clause on a select statement. The
dbnms_redefinition.start_redef _tabl e hasnofacility for aWHERE clause.
This means that this process will always get all rows from the original table.

The following is not a limitation but a suggestion. If you are redefining a table that was not
partitioned into a table that is partitioned, it's a good idea to have the highest partition
defined withMAXVAL UES for the upper bound. This will avoid any errors if there are any
values out of range.
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Online Table Redefinition
Limitations

* The redefinition must be done within the same schema.

®* Snapshot or materialized view logs defined on the table
are dropped as part of this redefinition.

* The following tables cannot be redefined:
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Tables in the SYS or SYSTEM schema
An overflow table of an IOT
Materialized view container tables
Advanced queuing tables

Temporary tables

Clustered tables
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Online Table Redefinition Limitations (continued)

Using DBVS_REDEFI NI TI ON package requires CREATE ANY TABLE, ALTER ANY
TABLE, DROP ANY TABLE, LOCK ANY TABLE, SELECT ANY TABLE privileges,
even if connected to the schema of the table you redefine. It isthus easier to use this
package from a DBA account. Y ou specify the schema of the table and intermediate table
In the DBMS_REDEFI NI TI ON call.
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Online Analyze Validate

In Oracle9i you can now run the ANALYZE
VALI DATE STRUCTURE command online.

This command can run while DML changes are
occurring on the object being validated.

The new mode does not affect data availability:

SQ.> ANALYZE TABLE enpl oyee
2 VALI DATE STRUCTURE ONLI NE;
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Quiesce Database
Overview

®* This is the ability to put the database into a partially
available state.

® During this time, no ongoing non-DBA transactions,
queries, or PL/SQL statements are allowed.

* Previously, this required the database to be
shutdown and reopened it in restricted mode.

* Now, maintenance operations can be performed
without forcing a shutdown.

®* This is achieved by blocking new transactions.
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Quiesce Database - Overview

With this feature the database administrator can put the system into a quiesced state.

During the time that the system isin quiesced state in the sense that, non-DBA transactions,
queries, or PL/SQL statements are blocked from starting. In other words, database
administrators are the only users that can proceed when the system is in quiesced state. This
allows database administrators to perform certain actions that cannot be safely done when
the system is not quiesced. These actions include:

» Actions that may possibly fail if there are concurrent user transactions or queries. For
example, an attempt to change schema of a database table may fail if a concurrent
transaction is accessing the same table.

» Actions whose undesirable intermediate effect could be seen by concurrent user
transactions or queries. For example, to change the schema of a database table and
update a PL/SQL procedure to a new version that use this new schema of the database
table. The intermediate effect of the first step is an inconsistency between the schema
of the table and the implementation of the PL/SQL procedure. This inconsistency
could be seen by concurrent users that try to execute the PL/SQL procedure at the
same time.

Without this feature, the DBA has to shut down the database and reopen it in restricted
mode in many cases, which is a serious restriction for 24x7 systems. The quiesce database
feature lessens such a restriction by providing database administrators the ability to perform
these actions safely without shutting down database.
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Quiesce Database — Overview (continued)

When a DBA issues a command to quiesce the database, a current user transactions and
gueries complete, releasing locks and other resources, although the users remain connected.
At this point, the database becomes quiesced and the DBA can perform administrative tasks
without interference.
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Quiesce Database
Benefits

® Users do not lose their sessions.

®* Thereis no need for cache warmup because a
shutdown is not required.

®* Several maintenance operations benefit from this
feature:

— ALTER TABLE ...
— CREATE OR REPLACE PROCEDURE ...
— DROP TABLE
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Quiesce Database: Benefits

Because any DDL command requires exclusive locks, if there are ongoing transactions on
the objects being modified, the DDL statement fails. Also, any queries on objects that are
being temporarily dropped, return errors. Modifications to objects in use by other sessions
also cause inconsistencies in queries and stored procedures, because DDL statements
implicitly commit themselves.

Defragmenting atable involves:
» Export the table
» Drop the table
* Import the table from export file

However, after th®ROP, concurrent users that try to access the table could see its
disturbing disappearance. Additionally, tRiROP command could falil if other transactions
have placed DML locks. All of these operations work properly in a quiesced database.

Note: The new quiesce database feature is not related to the quiescing from Advanced
Replication.
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Quiesce Database
Syntax

®* To put the database in quiesced state:

SQ> ALTER SYSTEM QUI ESCE RESTRI CTED;

* To return the database to its normal state:

SQ> ALTER SYSTEM UNQUI ESCE;

* Both of these commands affect all the instances in
a database, not just one.
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Quiesce Database: Syntax
Two new commands have been introduced.

The ALTER SYSTEM QUI ESCE RESTRI CTED command puts all running instances into
quiesced state. At thetimewhen an ALTER SYSTEM QUI ESCE RESTRI CTED
command is issued, there might be active non-DBA sessions in the system, such asinside a
transaction, or aquery. These sessions can proceed until they become inactive (the
transaction or the query complete). Only after all these sessions become inactive does the
ALTER SYSTEM QUI ESCE RESTRI CTED command return.

Additionally, oncethe ALTER SYSTEM QUI ESCE RESTRI CTED command isissued,
even before it finishes, any attempt bring an inactive non-DBA session to an active status,
such asissuing a SQL command, or starting a new query on that session, is blocked. This
would appear to the user that their command is hung.

This two-fold approach ensures that oncethe ALTER SYSTEM QUI ESCE RESTRI CTED
returns, the system isin quiesced state and the database administrator has compl ete isolation
from concurrent non-DBA actions.

The ALTER SYSTEM UNQUI ESCE command puts al running instances back into normal
mode so that all blocked actions can proceed.
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Quiesce Database Limitations

®* Resource Manager must be turned on for quiesce
database to work:

— On every instance
— Since instance startup
— Without any interruption

* When the database is being quiesced, opening a
new instance results in an Real Application
Clusters environment error.

®* Backups taken during database quiesce have to
use normal online backup procedures.

® Only users SYS and SYSTEMare considered DBA.
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Quiesce Database: Limitations

The implementation of this feature depends on the existence of the resource manager, and
specifically, the maximum active sessions control feature of the resource manager. It isthe
resource manager that actually keeps track if sessions are active or not, blocks inactive non-
DBA sessions from becoming active when the ALTER SYSTEM QUI ESCE

RESTRI CTED command is issued, and frees blocked sessions when the system goes
unquiesced.

The resource manager must have remained on in all open instances since their startup for
the ALTER SYSTEM QUI ESCE RESTRI CTED command to succeed. If the resource
manager is not turned on since startup in any open instances, or if the resource manager has
been temporarily turned off (even if it islater turned on again) in any open instances,
ALTER SYSTEM QUI ESCE RESTRI CTED command reports an error message. Thisis
because getting the database into the quiesce state causes the | NTERNAL _QUI ESCE
resource plan to be activated. This plan setsthe ACTI VE_SESS POOL_P1 parameter to O
(zero) for all groups except the SYS_GROUP which is the group that SYS and SYSTEMare
in.

A recovery brings the system back to normal state in case of a crash while quiesced.
Backup of fileswhile the database is quiesced is considered a fuzzy backup, that is, normal
online backup and restore procedures have to be observed.

For this release of Oracle9i, in the quiesce database context, a DBA is defined asuser SYS
or SYSTEM. Other users, regardless of the system privileges or roles they may have, are
not allowed to proceed after the database is quiesced.
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Viewing the Quiesce State
of an Instance

Use the ACTI VE_STATE column of the V$I NSTANCE
view to see what state the database is in:

ACTIVE_STATE | Description

NORMAL Normal unquiesced state

QUIESCING Being quiesced, still active non-DBA sessions

QUIESCED Quiesced, no non-DBA sessions are active
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Quiesce State

If the database is shut down while quiesced, when it is started up again, it will bein normal
State.

Getting the database into the quiesce state is achieved by activating the

| NTERNAL _QUI ESCE resource plan as described in the Database Resource Manager
lesson. This plan setsthe ACTI VE_SESS POOL_P1 parameter to zero for all groups
except the SYS _GROUP which isthe group that SYS and SYSTEM arein.
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Server Parameter File (SPFILE)

* A new parameter file called SPFILE has been
introduced to store instance parameters
persistently by the server.

* Benefits include:

— Ability to make changes to parameter values persist
across shutdown and startup

— Start the instance remotely without requiring a local
parameter file copy
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Server Parameter File

The SPFILE adds new functionality to the server for storing and managing itsinitialization
parameters persistently in aserver side disk file. The SPFILE provides the ability to make
changes to the database persistent across shutdown and startup. This eliminates the need to

manually update initialization parameters to make changes effected by ALTER SYSTEM
statements persistent.
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What Is an SPFILE?

* A small binary file
®* Maintained by the Oracle server
* Always resides on the server side

* Front end tools such as EM, SQL*Plus need not
specify a parameter file if using the default
SPFILE.

* The default server side location and name is
platform specific; for example, for Unix:

— $ORACLE _HQVE/ dbs is the location
— spfil e<i nstance>. orais the default name
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What Is an SPFILE?

The SPFILE isasmall binary file that cannot be browsed or edited using a text editor. The
fileis not meant to be modified manually and must always reside on the server side.
Manually editing will corrupt the file. Y our instance might be able to start using a corrupted
SPFILE and if it isarunning instance, it may even crash.

The SPFILE content is modified with ALTER SYSTEMcommands, and content is
displayed using the SHOW PARANMETER SQL* Plus command or selecting from
V$SPPARAMETER.

By default the fileislocated in an operating system specific location, for example,
$ORACLE_HOME/ dbs, and has a default name in the format of
spfil e<i nstance>. or a. Oncethefileiscreated it is maintained by the Oracle server.
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Creating a SPFILE

* Created froman I NI T. ORAfile using the CREATE
SPFI LE command:

CREATE SPFI LE [ =" SPFI LE- NAME' ]
FROM PFI LE [ =" PFI LE- NAME' ]

* Where:
— SPFI LE- NAME: Name of the SPFI LE to be created

— PFI LE- NAME: Name ofthe I NI T. CRAfile to be
used

* Example:

SQL> CREATE SPFI LE FROM PFI LE;
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Creating a SPFILE

A SPFILE iscreated fromani ni t <i nst ance>. or a fileusing the CREATE SPFI LE
command. This statement can be executed when the database is in any state (IDLE,
NOMOUNT, MOUNT or OPEN).

The next time you start up the database instance, you could direct Oracle to read the
initialization parameters from the server parameter file.

The CREATE SPFI LE command requires SYSDBA or the SYSOPER role to execute.

Y ou can not recreate an SPFILE if the instance was started with the one you are trying to
recreate. If you attempt this you will get:

ORA- 32002: cannot create SPFILE al ready being used by the
i nstance
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Viewing the Parameter Settings

* The V$SPPARANMETER view shows the contents of
the SPFILE:

— SID: SID for which parameter is defined
— NAME: Parameter name
— VALUE: Parameter value

— ISSPECIFIED: Whether the parameter is
specified in SPFILE

— ORDINAL: Ordinal number of value if in list of
strings

— UPDATE_COMMENT: Last update comments

* The UPDATE_COVMENT column has been added to
V$PARAMETER and V$PARANVETER2
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Viewing Parameter Settings

There are several options for viewing the parameter settings. The new view
V$SPPARAMETER is created to provide the contents of the SPFILE.

A new column, UPDATE_COMVENT, which provides comments associated with ALTER
SYSTEM .. COMMENT command has been added to VSPARAMETER and
V$PARAMETERZ.

An example of ORDI NAL isthecontrol _fi | es parameter. Since a database should
have more then one control file thiswill show the order of the fileslisted after the
control_files parameter. The output has been formatted.

SQL> sel ect nane, val ue, ordi nal from v$sppar anet er
2 where nane = control _files’

NANVE VALUE ORDI NAL

control _files [/databases/ed27/data/controlOl.ctl 1
control _files [/databases/ed27/data/control02.ctl 2
control _files [/databases/ed27/data/control03.ctl 3

Note: SHOW SGA, V$PARAMETER, and V3PARAMVETER?Z display the currently in use
parameter values.
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Changing Parameter Values Within a SPFILE

® Usethe ALTER SYSTEM SET to specify whether the
change being made is temporary or persistent.

®* Here open_cursors is being changed:

SQL> ALTER SYSTEM SET open_cursors = 400
2 COWENT=' Test 1' SCOPE=spfil e;

SQ.> SELECT * FROM v$sppar anet er

2 VWHERE nane = ’'open_cursors’;
SI D NAME VALUE | SSPEC ORDI NAL UPDATE_COMVENT
* open_cursors 400 TRUE 1 Test 1

®* Use ALTER SYSTEM RESET to revert to default
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Parameter Values Within an SPFILE

Using a server parameter file overcomes the limitation of the traditional way to use the
ALTER SYSTEMcommand. Usethe SET clause of the ALTER SYSTEMstatement to set
or change initialization parameter values. Additionally, the SCOPE clause specifies the
scope of achange asfollows:

* MEMORXChanges of the parameter value are only in the currently running instance
» SPFILE : Changes of the parameter value arein the SPFILE only

* BOTH: Changes of the parameter value are in the currently running instance and the
SPFILE

If aserver parameter file was used to start up the database, BOTHis the default. If a
parameter file was used to start up the database, MEMORNM the default.

For some dynamic parameters, you can also specify the DEFERREReyword. When
specified, the change is effective only for future sessions.

The COMMENGdause allows a comment string to be associated with the parameter update.
Reverting to Default Value

To revert to an undefined value, so the server default calculation is used, use the RESET
clause of the ALTER SYSTEMstatement. For example:

SQL> ALTER SYSTEM RESET LARGE_POOL_SIZE SCOPE=SPFILE SID=",

is equivalent to deleting the parameter from an init.ora file.
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STARTUP Command Behavior

SQL> STARTUP

® Default SPFILE is used to start up the instance.

* |f not found or unusable, the instance uses default
server side | NI T. ORA.

SQ.> STARTUP PFI LE=$ORACLE_HOVE/ DBS/ | Nl TDBAL. or a

® Specified | NI T. ORAfile is used to start up.

* The I NI T. ORAfile can optionally contain an
indication to use an SPFILE.
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STARTUP Command Behavior

If you execute the STARTUP command without any PFI LE specification, Oracle will
search the default location (for example: $ORACLE_HOVE/ dbs) in the following order,
al of thisis on the server side:

* SPFILE<$ORACLE_SID>.0RA
* SPFILE.ORA
* INIT<$ORACLE_SID>.0RA

Y ou can aso specify the SPFILE in a PFILE. Thisisthe only way to start the instance with
an SPFILE in anon default location. The entry in the PFILE would look like:

SPFILE = /database/startup/spfileoral.ora

To see which SPFILE was used for startup, you can look at the SPFILE parameter like any
other initialization parameter (theg symbol is Oracle’s internal symbol for the
$ORACLE_SI D, and the ?” is for $ORACLE_HOVE):

SQL> show paraneter spfile
NAME TYPE VALUE

spfile string ?/dbs/spfile@ora
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Exporting a SPFILE

* Contents of a SPFILE can be exported into an
old-style PFILE.

e Example:

SQL> CREATE PFI LE=" newpfil e.ora’ FROM SPFI LE;

* Created as atext file on the server side
®* Requires the SYSDBA or SYSOPER role
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Exporting a SPFILE

The contents of a SPFILE can be exported into an old-style PFILE in order to make
modifications to the SPFILE by first exporting it, editing the output file, then recreating it.
The PFILE is created as atext file on the server side. The command can be executed either
before or after instance startup.

Syntax:
CREATE PFI LE[ =" PFI LE- NAME'] FROM SPFI LE[ =" SPFI LE- NAME' ]

Exporting an SPFILE to a PFILE can aso be used to create backups of the persistent
parameter file.

Note: If you specify no namesfor the files, a platform-specific nameis used for the
initialization parameter file, and it is created from the platform-specific default server
parameter file. For example in the above command on the slide, the file would be created in
the SORACLE_HOVE/ dbs directory on many UNIX platforms.
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Example of an Exported SPFILE

The star (*) notation refers to all instances

The file can be used for a startup.

b T T A

. open_cursors=350

. processes=150
.renote_| ogi n_passwor dfil e=" NONE

. resource_manager pl an=" SYSTEM PLAN
. sga_nmax_si ze=0

. Shared_pool _si ze=8388608

Copyright © Oracle Corporation, 2001. All rights reserved.

Oracle9i: New Features for Administrators 7-34




7-35

Migrating to a SPFILE

FTP thei nit. ora filefrom the client side to the
server side, if needed.

Create a server parameter file using the CREATE
SPFILE statement.

CREATE SPFI LE [ =" SPFI LE- NAME' ]
FROM PFI LE[ =" PFI LE- NAME' |

Use the created SPFI LE to start up the instance.

STARTUP

Copyright © Oracle Corporation, 2001. All rights reserved.
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Summary

In this lesson, you should have learned how to:
* Perform online operations on all types of indexes

®* Perform online operations on index-organized
tables (I0Ts)

* Perform online table redefinitions
* Putthe database in quiesced state

®* Usethe new Server Parameter File (SPFILE) for
database startup

Copyright © Oracle Corporation, 2001. All rights reserved.
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Practice 7-1 Overview

This practice covers the following topic:
Redefine a table online:

* Rename columns

* Add columns

® Drop columns

* Partition the table

Copyright © Oracle Corporation, 2001. All rights reserved.
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Practice 7-2 Overview

This practice covers the following topic:
Use of an SPFILE:

Create an SPFILE

Examine the contents of the SPFILE
Make changes to the parameters
Create a PFILE from the SPFILE
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Segment Management (Part |)
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Objectives

After completing this lesson, you should be able
to do the following:

Use the automatic global index maintenance
feature

Understand the use of external tables
Use the new LIST partitioning method

Understand the basics of meta data Application
Programing Interface

Copyright © Oracle Corporation, 2001. All rights reserved.
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Global Index Maintenance During
Partition DDLs

® Prior to Oracle9i, when a partition DDL statement
was issued against a partitioned table, all indexes
corresponding to the data partition affected by the
DDL were marked UNUSABLE.

®* Because therebuild is a costly operation, many
users were reluctant to use global indexes.

®* Oracle9i provides the capability to automatically
update a global index during a DDL by way of an
optional clause.
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Maintaining Global Indexes During DDL

Partitioning allows very large tables to be broken in smaller partitions that can be
individually managed. Indexes (global and local) can be defined on such tables. Oracle
supports a number of DDLs that operate on and allow for maintenance of partitions. When
such operations are issued, index partitions that correspond to the data partitions affected by
the DDL are marked UNUSABLE. The DBA isthen required to rebuild the indexes. Thisis
not a problem for local indexes as the DBA only needs to rebuild the local index of the
partition(s). Unlike local indexes, when a partition DDL is performed, even though the
partition DDL might affect only asmall fraction of the datain the table, the entire global
index is marked UNUSABLE and must be rebuilt. This can be avery costly operation.
Having the capability to automatically update the Global Indexes during the DDL
eliminates this problem.
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Benefits of Maintaining Global Indexes
During DDL

The benefits to this new feature include:

® Usability: The partition DDL becomes more user
friendly

* Availability: Makes the database more available

* Manageability: Global indexes are maintained in
conjunction with the base table
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Benefits of Maintaining Global Indexes During DDL

» Usability: This feature makes partition DDL much more user friendly. This is because
the user does not need to look up the names NRISABL E global indexes and then
issue DDL statements to individually rebuild them. This feature replaces a two step
process (partition DDL, rebuild entire index) with a one step process.

 Availability: Using this feature makes the database more available. If a user issues a
partition DDL and specifies tHdPDATE GLOBAL | NDEXES clause, all global
indexes are available throughout the operation. In contrast, if one did not use this
feature, global indexes would be markdldUSABLE. They would remain
UNUSABLE until they were rebuilt. In practice, this would have a severe performance
and availability impact on applications accessing this partitioned table. For this reason
this feature should be used only in case the amount of data affected by the partition
DDL operation is small compare to the entire index size.

* Manageability: Global indexes are maintained in conjunction with the base table. A
user does not have to rebuild global indexes independently.

Oracle9i: New Features for Administrators 8-4



8-5

Maintaining Global Indexes During DDL

The optional clause UPDATE GLOBAL INDEXES
can be added to partition DDL syntax to allow valid
global indexes to be updated during DDL
operations.

— INVALIDATE GLOBAL INDEXES is the default

The clause is allowed between the partition
specification clause and the parallel clause:

SQL> ALTER TABLE t est
2 DROP PARTITION tsp
3 UPDATE GLOBAL | NDEXES
4 PARALLEL (DEGREE 4);

Copyright © Oracle Corporation, 2001. All rights reserved.
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Maintaining Global Indexes During DDL

* This option is available when executing the
following partition DDL statements:
— SPLI T, MERGE, ADD, COALESCE, MOVE, DROP,
TRUNCATE, EXCHANGE

®* The parallel clause is allowed in conjunction with
the new syntax for DROP, TRUNCATE, and EXCHANGE

when updating global indexes.

®* This functionality supports regular B*-tree and
function-based indexes.
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Maintaining Global Indexes During DDL

For EXCHANGE partition, only global indexes on the table whose partition is being
exchanged will be updated. Indexes for the table being exchanged will continue to be
invalidated. For example:

SQL> ALTER TABLE sal es EXCHANCGE PARTI TI ON g1_2000
2 WTH TABLE sal es_ql_2000 UPDATE GLOBAL | NDEXES;

The global indexes for table SALES are updated when partition g1_2000 is exchanged
witht abl e sal es_q1_2000.
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Maintaining Global Indexes During DDL

® This functionality does not support the following:
— Index-organized tables
— Domain indexes
— Local indexes

®* Only indexes that are valid and in a USABLE state
will be updated.
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Maintaining Global Indexes During DDL

This functionality does not support local indexes. After apartition DDL, local indexes can
be rebuilt by the command ALTER TABLE MODIFY PARTITION...REBUILD
UNUSABLE LOCAL INDEXES Using this command is more efficient.
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Update or Rebuild Global Indexes?

® Using global indexes updates:

— Partition DDL takes longer to complete because the
global indexes that were previously marked invalid
are now updated.

— DROP, TRUNCATE, EXCHANGE are no longer fast
dictionary operations, because a scan of all rows in
the partition is needed.

— Global index updates are logged; therefore, redo and
undo logs will be generated.

* Rebuilding the entire index may improve efficiency.
* Rebuilding the index allows for index reorganization.
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Update Versus Rebuild Global Indexes

Note: The degree of improvement in the efficiency depends on the number of rows
impacted by the partition DDL command.
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List Partitioning Overview and Benefits

®* New partition method introduced in Oracle9i
® User controls how rows map to partitions

®* The LIST partition method allows for the distribution of
data, based on discrete column values.

®* Unordered and unrelated sets of data can be grouped
and organized together very naturally, using LIST
partitioning.

* No relationship between partitions
® |deal for columns that consist of discrete values
* Powerful data management capabilities
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List Partitioning Overview and Benefits

The Partitioned Objects features has incrementally added new partition methods to the
Oracle RDBMS over two releases: Oracle8 and Oracle8i.However, there are constantly
emerging requirements generated by customers who cannot take full advantage of Oracle8i
partition methods provided so far, because their data model does not dovetail Oracle
partition methods.

Thus, Oracle9i adds a new partitioning model called LI ST partitioning to the set of
partition methods already being supported in the Oracle RDBMS. LI ST method allows
explicit control over how rows map to partitions. Thisis done by specifying list of discrete
values for the partitioning column in the description for each partition. LI ST partitioning is
different from RANGE partitioning where arange of valuesis associated with a partition,
and from HASH partitioning where the user has no control of the row-to-partition mapping.
This partition method has been specifically added to model data-distributions that follow
discrete values. This cannot be easily done with OracleSi.
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List Partitioning Example

CREATE TABLE | ocations (location_id, street_ address,
postal code, city, state province, country id)

PARTI TI ON BY LI ST (state_province)

STORAGE(I NI TI AL 10K NEXT 20K) TABLESPACE t bs5

(PARTI TI ON r egi on_east

VALUES(" MA ,"NY',"CT","NH ,"ME',"MD ,” VA, PA,"NJ’")
STORAGE (I NI TI AL 20K NEXT 40K PCTI NCREASE 50)
TABLESPACE t bs8

, PARTI TI ON r egi on_west

VALUES("CA' ,"AZ ,"NM ,"OR ,"WA" ,"UT’ ," NV , " CO )
PCTFREE 25 NOLOGAE NG

, PARTI TI ON r egi on_sout h

VALUES(' TX ,"KY' ,”TN ," LA ,"M5 ,"AR ,"AL’ ," A")

, PARTI TI ON regi on_central

VALUES("OH ,"ND ,’SD ," MO ,’IL ,”"M’,NULL, I A")

);
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List Partitioning Example

Thedetailsof LI ST partitioning can best be described with an example. In this case we
want to partition the LOCATI ONS table by region, that is, we want to group states together
according to their geographical location.

A row is mapped to a partition by checking whether the value of the partitioning column for
arow fallswithin the set of values that describes the partition.

For example, the following rows will be inserted as follows

* (1500,'2011 Interiors Blvd', '99236','South San Francisco', 'CA', 'US’) maps to partition
region_west

* (5000,'Chemin de la Fanee','13840','ROGNES','BR','FR") will not map to any
partitions in the table and thus will fail with @RA- 14400 error. This partitioning
method is useful when the partitioning column consists of bounded set of discrete
values. However, in this release, it is not possible to define a catch-all partition (like
MAXVAL UE for range partitioning). This will be available in a later release of
Oracle9.

In the above example, the partitions with specified physical attributes will override the
table-level defaults. However, any partition with unspecified attributes inherits their
physical attributes from the table-level defaults.

Note: For formatting reasons, the column data types are not specified. Refer to theiOracle9
Sample Schema definition for more details on those data types.
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List Partitioning Pruning

SQ.> SELECT * FROM | ocati ons
2 WHERE state province = 'CA,;

SQL> SELECT * FROM | ocati ons
2 VWHERE state_province IN ("CA,'NY);

SQ.> SELECT * FROM | ocati ons
2 WHERE state province <= 'AZ;
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List Partitioning Pruning

One of the interesting things to note about LI ST partitioning is that there is no apparent
sense of ordering between partitions (unlike RANGE). Neverthel ess, Oracle9i supports
partition pruning for objects partitioned by L1 ST method for queriesinvolving the
following predicates on the partitioning key:

» Equality: Only the corresponding partition is accessed. Based on the LOCATI ONS
table and the first query above, only partitionr egi on_west is accessed.

e | N- LI ST: Only the corresponding partitions are accessed. Based on the
LOCATI ONS table and the second query above, Oracle accesses only
regi on_west andregi on_east.

» Range: Only partitions that contain literal valuesin their list that correspond to the
range predicate are accessed. Based on the LOCATI ONS table and the third query
above, only partitionr egi on_west (CA’YAZ''NM’OR,WA'’UT'/NV’’'CO") and
partitionr egi on_sout h (TX'/KY' TN’ ’LA'’MS, AR AL’ 'GA") are accessed.
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ALTER TABLE ADD PARTI TI ON

New values cannot exist in any of the other partitions.

SQ.> ALTER TABLE | ocati ons

ADD PARTI TI ON regi on_nonnai nl and
VALUES ("H', 'PR)

STORAGE (I NI TI AL 20K NEXT 20K)
TABLESPACE tbs_3

NOLOGA NG,

OOk, WN
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ALTER TABLE ADD PARTI TI ON Example

In Oraclei, syntax and semantics of this DDL statement is modified to support adding a
single partition to atable partitioned using LIST method. This just means that the user is
adding anew partition to the set of partitions of atable. However, thereis no ordering
among the partitions. The newly created partitions have the following characteristics:

Newly added partitions have no data.

A partition name, a set of literal values describing the partition value list, physical
attributes, and logging attributes can be specified for such partitions.

Every literal value in the set that describes the partition value list for a partition has to
be a unique value specified for that object. If there is a duplicate entry, Oracle will
return an error.

If any physical attributes of such a partition are not specified, they are derived by
combining default table-level attributes with default attributes of a tablespace in
which the partition is placed.

If a partition-name is not specified, a system-generated name oSM8MP### is
assigned to the partition.

Oracle9i: New Features for Administrators 8-12



ALTER TABLE ADD PARTI TI ON Example (continued)

* Adding a partition to a table adds a corresponding index partition with the same value
list to all local indexes defined on the table. Global indexes are not affected.

* ALTER TABLE ADD PARTITIONto alist partitioned table locks the table in
Exclusive mode(X) for the duration of the operation. Thisisafast dictionary
operation and no other DDL or DML is permitted on the table.

The above example adds a new partition to the LOCATIONStable partitioned by the LIST
method. The example specifies some new physical attributes for this new partition and
inherits the table-level default for the others.
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ALTER TABLE MERGE PARTI T1 ON

Merge the contents of two partitions of a LIST
partitioned table.

SQ.> ALTER TABLE | ocati ons

VERGE PARTI TI ONS

regi on_northwest, region_sout hwest
| NTO PARTI TI ON r egi on_west

PCTFREE 50 STORAGE( MAXEXTENTS 20) ;

a b wi
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ALTER TABLE MERGE PARTI TI ON

The syntax of this operation remains unchanged for aLl ST partitioned table compared to a
RANGE partitioned table. But the semantics are modified to operate on tables partitioned
using the LI ST method. The statement can be used to merge the contents of any two
arbitrary partitions of atable. The candidate partitions do not need to be adjacent, since

LI ST partitions do not assume any order for partitions. The resulting partition contains the
union of the two sets of values from the two partitions being merged. Usage :

If a name for the resulting partition is not specified, a name of 88 P# is to be
used.

Any two partitions can be merged.

The resulting partition value list consists of a set of literal-values that represents the
union of the set of literal-value partition-values-list for the two partitions being
merged.

The data in the resulting partitions consists of data from both the partitions.

The tablespace in which the resulting partition is located, and the partition’s attributes
are determined by the table-level default attributes, except for those specified
explicitly.

The corresponding local index partitions will also be merged and the resulting local
index partition will be marked Index Unusable.
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ALTER TABLE MERGE PARTI Tl ON(continued)

+ All Global indexes defined on the table will be marked Index Unusable. These include
both partitioned and non-partitioned indexes.

» This will lock the table in SX mode and the partitions being merged in X mode.

The above example merges two partitions of dEATI ONS table partitioned using
LI ST method into a partition that will inherit all of its attributes from the table-level
default attributes, except fB@CTFREE andMAXEXTENTS which are specified in the
statement.

If the value-list for:
* partitionr egi on_nor t hwest was described as ('CA','OR','/NV','UT") and
* partitionr egi on_sout hwest was described as ('AZ''NM','CO','WA")

« then, the resulting partition-value-list will contain the set that represents the union of
these two partition-value-lists:

— partitionr egi on_west will have value-list as
(CA'OR''NV''UT''AZ''NM','CO','WA")
Note: For this example, we suppose that at some point the initial partéighon_west
was split intar egi on_nor t hwest andr egi on_sout hwest .
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ALTER TABLE MODI FY PARTI TI ON
ADD VALUES

New values cannot exist in any of the other partitions:

SQL> ALTER TABLE | ocati ons
2 MODI FY PARTI TI ON regi on_south
3 ADD VALUES ("X, 'KS);
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ALTER TABLE MODI FY PARTI TI ON ADD VALUES

Thisis anew statement which can be used to extend the partition value list of an existing
partition to contain additional literal values. The statement is used to describe the new set of
literal valuesthat are being added to an existing partition value list to extend it. All the new
literal values being added must not have been previously specified in any of the partition’s
value list that describe the partition table.

The above example adds a new set of state codes (‘'OK','KS') to the existing partition list
regi on_sout h.

Usage:

» The set of literal-values that are being added to the partition have to be unique within
the set of literal values that describe partition value list, for all existing partitions. If
duplicate values are found, Oracle will return an error.

» The patrtition literal value list for the corresponding local index partition is also
naturally extended.

» Status (Index Unusable) of local and global index partitions are not affected by this
operation.

» During this fast operation, a DML Share-Exclusive (SX) lock is acquired on the table
and a DML Exclusive (X) lock is acquired on the partition being modified.
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ALTER TABLE MODI FY PARTI TI ON
DROP VALUES

Only possible if you don’t have corresponding rows:

SQ.> DELETE | ocati ons
2 WHERE state province in ("OK ,’KS);

SQL.> ALTER TABLE | ocati ons
2 MODI FY PARTI TI ON regi on_south
3 DROP VALUES ("X ,’ KS);
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ALTER TABLE MODI FY PARTI TI ON DROP VALUES

Thisis anew statement which can be used to prune the partition value-list of an existing

partition to contain fewer literal values. This operation removes a set of literal-values from

an existing set of literal values that describes the partition’s value list. It is important to note
that this operation expects no rows to exists in the partition for the literal values being
dropped. However, it checks for the existence of rows in the partition that correspond to the
literal values being dropped and fails, with an error message, if any such qualifying rows
are found. Thus, the user must drop the corresponding rows first.

The above statement drops a set of state cdd€sKS') from the existing

regi on_sout h partition value-list. The operation is always run with validation, which
means it checks to see if any rows exist in the partition that correspond to the set of values
being dropped. If any such rows are found, Oracle returns an error message and the
operation fails. The user is supposed to issDELZETE statement to delete the

corresponding rows from the table. This operation also drops the corresponding values from
the dictionary.

Usage:

» The set of literal-values that are being dropped from the partition have to be a subset
of the set of literal values that describe the current partition value list. Oracle will
return an error message otherwise.

» This operation cannot be used to drop all values that correspond to a partition. One
should usALTER TABLE DROP PARTI TI ONinstead.
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ALTER TABLE MODI FY PARTI TI ON DROP VALUES (continued)

» The dictionary is also updated to reflect the new partition-value-list for the partition
being modified.

» During the operation, a DML Row Exclusive (SX) lock is acquired on table and a
DML Exclusive (X) lock is acquired on the partition.

» The DDL timestamp of the table and partition is updated.

» Since a query is executed to check for the existence of rows in the partition that
correspond to the literal value being dropped from the partition, it is advisable to
create a local prefixed index on the table. This will speed up the execution of the
guery and the overall operation.

» Status (Index Unusable) of local indexes remains unaffected; however, the index
partition being affected retains the new partition-value-list. Global Indexes remain
unaffected by this operation.
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ALTER TABLE SPLI T PARTI TI ON

You specify the list of values for the first new partition.
The second new partition receives the remaining
values:

SQ.> ALTER TABLE | ocati ons

SPLI' T PARTI TI ON regi on_east

VALUES(' CT’," VA", " MD')

| NTO

(PARTI TI ON regi on_east _1 TABLESPACE t bs2

, PARTI TI ON regi on_east 2 STORACE (NEXT 2M

)
PARALLEL 5;

O~NO O WN
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ALTER TABLE SPLI T PARTI TI ON

The syntax of this statement is modified to support LI ST partitioned tables. Semantics of
this statement are also extended to alow asingle partition value list of a partition to be split
into two distinct partitions with nonoverlapping value list. The syntax is exactly the same as
that for splitting RANGE partitions, except that the AT keyword is replaced with the

VAL UES keyword.

Thelist of values following the VALUES clause appliesto thefirst partition of the two new
partitions being created. The list of values for the second partition is obtained by
subtracting the first new partition literal-values list from the original literal-valueslist of the
partition being split.

Additionally the new partitions can have specified partition names, physical attributes, and
logging clause.

If thel NTOclause is not specified, system generated names are used for the two new
partitions.

The above example splits the partition region_east into two partitions: r egi on_east _1
with literal-value list of (CT.'VA'’MD’), andr egi on_east _2 inheriting the remaining
literal-value list of (NY’,NH 'ME'MA’PA’’NJ). Theindividual partitions have new
physical attributes specified at the partition level. This operation is run with a parallelism of
degree5.

Oracle9i: New Features for Administrators 8-19




ALTER TABLE SPLI T PARTI TI ON(continued)
Usage:

The set of literal-values specified for the first new partition must be a subset of the set
of literal values that describe the current partition value list being split. Oracle will
return an error message otherwise.

No new literal-values can be added to the partition description other than those that
existed for the partition being split.

After the split, rows with partitioning keys with value equal to the specVdJES
list will be inserted into the first partition. Rows with partitioning keys not equal to
the specified/ALUES list will be inserted into the second partition.

The new partition will inherit all unspecified physical attributes from the partition
being split (not the table-level default).

This statement also performs a matching split on the corresponding partition in each
local index defined on the table. The index partitions are split even if they are marked
Index Unusable.

New local index partitions are assigned the same name as that of the corresponding
new base table partition, except for indexes that already have a partition with that
name. In such a case, a name will be generated by Oracle with th8Y&r®n.

With the exception of ABLESPACE attribute, the physical attributes of th&CAL
index partition being split are used for both new index partitions. If the JaDemA
index lacks defaulf ABLESPACE attribute, new. OCAL index partitions will reside
in the same tablespaces as the corresponding newly created partitions of the
underlying table.

All global indexes will be marked Index Unusabile if the partition is not empty.

ALTER TABLE SPLIT PARTITION locksthe table in Row Exclusive (SX) mode
and locks partition in Exclusive (X) mode.
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List Partitioning Usage

®* Only supported for heap tables
® Multi-column partitioning not supported

* The specified literal values must be unique across all
literal values of all partition value lists.

* NULL can be specified as a partition literal value.

* MAXVALUE cannot be specified.

®* Each list must have at least one literal.

® String values cannot exceed 4K.

* Partition pruning, partition wise joins, and parallelism are

supported.
* Local indexes and global range partitioned indexes are
supported.
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List Partitioning Usage

Generaly, al semantics that apply for RANGE method also apply for LI ST. Here are some
specific features that apply to LI ST partition method:

» ThelLl ST method is not extended to index-organized tables in Oiniacle9

» Unlike RANGE andHASH partitioning, multicolumn partitioning is not supported for
LI ST partitioning. With this method, the partitioning key can consist only of a single
column of the table. Otherwise, all columns that can be partition&ANEE or
HASH can be used.

* The partitions do not have any implicit ordering IR&NGE, and thus can be
specified in any order.

» The specified literal values that define the partitioning criterion of any given partition
have to be unique across all literal values of all partition value lists of the object. If
there are duplicate values, Oracle will return an error.

» The keywordNULL can be specified as a value-element of this lishdid. values
for a partitioning key can map to a specific partition. However, one must be cautious
with predicates using anN- LI ST clause that involveSULL values, because SQL
language semantics treats tdl_L literal differently than other literal values.
Queries that test equality predicatesMbk L literals should be evaluated using
existential (is) predicates as opposed to regular equa)ifyrédicates.
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List Partitioning Usage (continued)

» The literaIMAXVALUE can no longer be specified as a partition literal value because
it has no real meaning.

» The set of literal values that describe a partition value list must have at least one
element; that is, it cannot be empty.

» The string comprising the list of values for a partition cannot exceed 4K bytes.
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Metadata API

* |tis difficult to get metadata out of an Oracle8i
database.

* Most popular methods query the data dictionary.
®* This involves many select statements.
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Metadata API

There are essentially three methods to extract metadata from the data dictionary in
Oracle8i:

» The first and most popular method involves querying the data dictionary using SQL
statements. This is problematic due to high maintenance costs created by new object
definitions and DDL changes. Also, in many cases more than one select statement
must be written. This increases network trafic.

* The second method is to run Export WRBME=N and then to run Import with
SHOWEY. This produces a text file from the binary dump file that can be edited to
create SQL scripts. This method can require substantial editing and is not considered a
convenient technique.

» The third method involves th8Cl Descr i beAny interface. This is not widely used
due to drawbacks, such as being incapable of retrieving a complete set of metadata
about all database objects. It also does not scale well.
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Metadata API in Oracle9i

* A new package, DBMS_METADATA, is introduced.

* This package allows you to extract metadata in:
— Browsing mode, or

— Programmatic mode where the program can
specify:

— The type of objects to be retrieved
— Various selection criteria

— Transformation of the output by default is XML,
but can be of any format (uses XSL).
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Metadata API in Oracle9i

DBVS_METADATA (the Metadata API) package is new for Oracle9i. It allows callers to
easily retrieve complete database object definitions (metadata) from the dictionary.

To retrieve database object metadata, callers can specify the following:

» The type of object whose metadata is to be retrieved, for example, tables, indexes,
procedures, and so on.

* Selection criteria, such as owner, name, and so on.

» Transformations on the output. By default, the output is represented in XML.
However, callers can specify transformations, which are implemented by XSL-T style
sheets that can be stored in the database or externally. In particular, callers can ask
that the metadata be transformed into SQL DDL.

DBVS_METADATA provides two types of retrieval interfaces for two anticipated types of
usage:
» For programmatic us€@PEN, SET_FI LTER, SET_COUNT, GET_QUERY,
SET_PARSE_I|I TEM ADD_TRANSFORM SET_TRANSFORM_PARAM
FETCH_xxx, andCLOSE. These allow flexible selection criteria and the extraction
of a stream of objects.

» For browsingGET_XM. andGET_DDL return metadata for a single object. These are
designed for use in SQL queries and for ad hoc browsing.
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Metadata API in Oracle9i
Browsing Example

SQ.> SELECT dbns_net adat a. get _ddl
(' TABLE ,’ SALES)
2 FROM dual;

®* The query can have a WHERE clause.
® OQutputisin SQL but can be in XML format.
* Combine with a SPOCL statement for XML file.

* Any combination of objects can be extracted
depending on the result of the select statement.

®* Running spool while extracting leads to a file that
can be edited immediately.
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Metadata Unload (continued)

To address the metadata unload problem, Oracle9i has a new option. This form of
extraction offers many advantages over using EXPORT. Using export gives the user the

following options: entire database, users schema, or table. To extract many tablesit is
necessary to perform multiple export commands, each exporting out a single object.

The above SELECT statement provides, in combination with a SPOOL statement, an
editable output of the required objects. In the above example, it is assumed that when
executing this query, you are connected as SH.

Y ou can aso use another version of the browsing function: GET__XM. which outputs XML
format.

These functions provide a simple way to return the metadata for a single object.
Conceptually each GET_xxx call is comprised of an OPEN, one or two SET_FI LTER
calls, optionally an ADD_TRANSFORM a FETCH_xxx and a CLCSE.

These functions can only be used to fetch named objects. For the others, use the
programmatic interface.

For al syntax information refer to the Oracle9i Supplied PL/SQL Packages Reference
Guide.
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Common Extraction, Transformation, and
Loading (ETL) Process

Flat files

3 Load into _
Gtaging tables)—) Staging table 1

G/alidate dataD—) Staging table 2 |—> (Transform da@—
Y

Staging table 3|——>

Merge into
warehouse
tables

INSERT & UPDATE

Warehouse table
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Common Extraction, Transformation, and Loading (ETL) Process

Data transformations are often the most complex and, in terms of processing time, the most
costly part of the Extraction Transformation Loading (ETL) process. They can run the
gamut from simple data conversions to extremely complex data scrubbing techniques.
Many, if not all, data transformations can occur within an Oracle9i database, although
transformations are often implemented outside of the database (for example, on flat files) as
well.

From an architectural perspective, you can transform your data in two ways.
» Multi-Stage Data Transformation
* Pipelined Data Transformation

With Multi-Stage Data Transformation, the data transformation logic for most data
warehouses consists of multiple steps. For example, in transforming new records to be
inserted into a sales table, there may be separate logical transformation steps to validate
each dimension key. A graphical way of looking at the transformation logic is presented on
the above slide. When using Oragcle8 a transformation engine, a common strategy is to
implement each different transformation as a separate SQL operation and to create a
separate, temporary staging table to store the incremental results for each step. This load-
then-transform strategy also provides a natural checkpointing scheme to the entire
transformation process, which enables to the process to be more easily monitored and
restarted. However, a disadvantage is that, due to the multistaging, the required space and
time increases.
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Pipelined Data Transformation in Oracle9i
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Pipelined Data Transformation in Oracle9i

With the introduction of Oracle9i, Oracle’s database capabilities have been significantly
enhanced to address specifically some of the tasks in ETL environments. The ETL process
flow can be changed dramatically, and the database becomes an integral part of the ETL
solution. Taking advantage of the new functionality, some of the former necessary process
steps become obsolete while some others can be remodeled to enhance the data flow and
the data transformation to become more scalable and noninterruptive. We are no longer
talking about serial transform-then-load (with most of the tasks done outside the database)
or load-then-transform; rather we are talking about an enhanced transform-while-loading.

Oracle9 offers a wide variety of new capabilities to address all the issues and tasks relevant
in an ETL scenario. It is important to understand that the database offers toolkit

functionality rather than trying to address a one-size-fits-all solution. The underlying
database has to enable the most appropriate ETL process flow for a specific customer need,
and not dictate or constrain it from a technical perspective. The above slide illustrates the
new functionality, which is discussed throughout later slides in this lesson.
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Overview of External Tables

* External tables are read-only tables where the data
Is stored outside the database in flat files.

* The data can be queried like a virtual table, using
any supported language inside the database.

* No indexes can be created.

* The metadata for an external table is created using
a CREATE TABLE statement.

®* Access rights are controlled through SELECT
TABLE and READ/ WRI TE DI RECTORY privileges.

* An external table’s definition describes how the
external data should be presented to the database.
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Overview of External Tables

External tables are like regular SQL tables with the exception that the datais read only and
does not reside in the database, thus the organization is external. The external table can be
queried directly and in parallel using SQL. Asaresult, the external table actsasaview.
The metadata for the external table is created using the "CREATE TABLE ...
ORGANIZATION EXTERNAL statement.

No DML operations are possible and no indexes can be created on them.

The CREATE TABLE ... ORGANIZATION EXTERNAdperation involves only the
creation of metadatain the Oracle Dictionary since the external data already exists outside
the database. Once the metadata is created, the external table feature enables the user to
easily perform parallél extraction of datafrom the specified external sources.
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Applications of External Tables

* Allow external datato be queried and joined
directly and in parallel, without requiring it to be
loaded into the database.

* Eliminate the need for staging the data within the
database for ETL in data warehousing applications.

* Are useful in environments where an external
source must be joined with database objects and
then transformed.

* Are useful when the external data is large and not
gueried frequently.

® Complement SQL*Loader functionality.
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Applications of External Tables

Oracle9i’s external table feature allows you to use external dataiagial table and can
be queried and joined directly and in parallel without requiring the external data to be first
loaded in the database.

External tables enable the pipelining of the loading phase with the transformation phase.
The transformation process can be merged with the loading process without any
interruption of the data streaming. It is no longer necessary to stage the data inside the
database for comparison or transformation.

The main difference between external tables and regular tables is that externally organized
tables are read-only. No DML operations are possible and no indexes can be created on
them. OracleBs external tables are a complement to the existing SQL*Loader

functionality, and are especially useful for environments where the complete external

source has to be joined with existing database objects and transformed in a complex manner
or the external data volume is large and used only once.

SQL*Loader, on the other hand, might still be the better choice for loading of data where

additional indexing of the staging table is necessary. This is true for operations where the
data is used in independent complex transformations or the data is only partially used in

further processing.
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Example of Defining External Tables

CREATE t abl e enpl oyees_ext (enpl oyee i d NUMBER,
first_name CHAR(30), last_ name CHAR(30), ...)
ORGANIZATION EXTERNAL ( -- External Table

TYPE oracle_loader — Access Driver
DEFAULT DIRECTORY delta_dir — Files Directory
ACCESS PARAMETERS — Similar to SQL*Loader

(RECORDS DELIMITED BY NEWLINE

FIELDS TERMINATED BY ',

BADFILE 'bad_emp_ext'

LOGFILE 'log_emp_ext'

MISSING FIELDS ARE NULL)

LOCATION (‘empl.txt','emp2.txt"))
PARALLEL 5 — Independent from the number of files
REJECT LIMIT UNLIMITED;
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Example of Defining External Tables

An external table can be created with asingle CREATE TABLE command. This creates the
information which is necessary to access the external data seamlessly from inside the

meta

database.
The following information must be provided:

In the example above, an external table naergol oyees ext is defined DELTA DI R

is a directory where the external flat files are residing. This example also use the default
access driver for this implementation of external tables. It is catled| e _| oader .The

access parameters control the extraction of data from the flat file using record and file

Columns and data types for access in the database
Where to find the external data

Access driver: It is the responsibility of the access driver and the external table layer
to do the necessary transformations required on the data in the data file so that it
matches the external table definition. There is one access driver for every
implementation of an external table type. Right nGRACLE_LOADERis the only

access driver available.
Format of the external data, similar to SQL*Loader

Degree of parallelism: The degree is not dependent on the number of external data

files.

formatting information. The directory object was introduced in Oracle8
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Querying External Tables

SQ.> SELECT * FROM enpl oyees_ext;

i

Flat files
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Querying External Tables

In the above example, when the external table enpl oyees_ext isqueried, thedatais
retrieved from the external datafiles. When the user selects data from the external table, the
dataflow goes from the external data source to the Oracle SQL engine where datais
processed. As datais extracted, it is transparently converted by the access driver from its
external representation into an equivalent Oracle native representation (the loader stream).
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Data Dictionary Information
for External Tables

* DBA_EXTERNAL_TABLES e DBA_EXTERNAL_LOCATIONS

— OWNER — OANNER

— NAME — TABLE NAME

— TYPE_OMNNER — LOCATI ON

— TYPE_NAME — DI RECTORY_OWNER

— DEFAULT_DI RECTORY — DI RECTORY NANME
_OMER B

— DEFAULT_DI RECTORY
_NAMVE

— REJECT_LIMT
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Data Dictionary Information for External Tables

DBA EXTERNAL_TABLES lists the specific attributes of all the external tables in the
system:

* OWNEROwner of the external table
NAME Name of the external table
TYPE_OWNER mplementation type owner
TYPE_NAME Implementation type name

DEFAULT_DIRECTORY_OWNE®wner of the default directory for this externa
table

DEFAULT_DIRECTORY_NAMBame of the default directory for this externa table
« REJECT_LIMIT : Reject limit

DBA_EXTERNAL_LOCATIONIssts the specific flat files and corresponding Oracle
Directories

* OWNEROwner of the external table

TABLE_NAME Name of the external table

LOCATION: Fat file name

DIRECTORY_OWNERwner of the directory for this external table

DIRECTORY_NAMBEName of the directory for this external table
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Summary

In this lesson, you should have learned how to:

* Usethe new UPDATE GLOBAL | NDEXES clause
®* Create ORGANI ZATI ON EXTERNAL tables

* Create partitioned tables with the LI ST method

* Usethe DBMS_ METADATA package to unload meta
data

Copyright © Oracle Corporation, 2001. All rights reserved.
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Practice 8-1 Overview

This practice covers the following topics:

Create an Oracle Directory
Create an external table
Use the new EXTERNAL TABLE SQL*Loader

parameter
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Practice 8-2 Overview

This practice covers the following topics:

Create a LIST-partitioned table

Show how partition pruning is done with a LIST-
partitioned table

Use the DBMS NMETADATA package in browsing
mode
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Segment Management (Part II)
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Objectives

After completing this lesson, you should be able
to do the following:

* Understand and use the new Automatic Segment-
Space Management functionality

®* Create and use bitmap join indexes
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Automatic Segment-Space Management

* Automatic Segment-Space Management
introduces the capability of tracking in-segment
free and used space through bitmaps as opposed
to the previously used free lists.

* The benefits provided by this new capability
include:

— Ease of use

— Better space utilization

— Better concurrency handling
— Better performance
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Automatic Segment-Space Management

Automatic Segment-Space Management introduces a new scheme of managing free space
inside the database segments. It provides the capability to track in-segment free and used
space through bitmaps as opposed to the previously used free lists. With Automatic Space
Management segments, a bitmap describes a status of each block in the segment with
respect to its fullness, to a certain degree of precision. The map is contained in a separate
state of blocks. When anew row isinserted, the map is searched for a block with sufficient
space. When the block becomes more full or lessfull, its new state is reflected in the
bitmap.

This new implementation provides the following benefits:

» Ease of Use: Achieved by requiring fewer space-related options that are often needed
and occasionally misused (PCTUSED, FREELISTS, FREELIST GROUPS).

» Better Space Utilization: Especially for the objects with highly varying size rows.

» Better Concurrency Handling: Better run-time adjustment to variations in concurrent
access

» Better Performance: Improved multi-instance behavior in terms of performance/space
utilization

Note: One can only create such segments in a locally managed tablespace. Thus, segments
stored in the SYSTEM tablespace cannot be of that kind.
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Automatic Segment-Space Management at Work

Automatic Space Management segments have a set of bitmap blocks (BMBs) describing
the space utilization of the data blocks in that segment. For each data block, thereis a set of
bits per block that gives an idea of space available in that block.

BMBs are organized in atree hierarchy. The maximum number of levelsinside this
hierarchy isthree. The leaves of this hierarchy represent the space information for a set of
contiguous data blocks that belong to the segment. The BMB leaves are the unit at which
space has affinity to an instance in a multiinstance environment.

When segments are growing with larger amounts of data being stored in the database, it
becomes prohibitively expensive to search all the leaves of that hierarchy during an insert.
Thus, an intermediate level of BMBsis created to contain meta-data about the | eaves.

Theroot level of the hierarchy, which stores the referencesto all intermediate BMBSs, is
stored in what was called the segment header.

During an | NSERT statement, starting from the root of the hierarchy, Oracle grabsthe
segment header from where it will be able to go down to the leaves to find a useful Bit Map
Block, which points to data blocks containing free space. These BMBs are acquired in
shared mode so that multiple processes can search into the same BMB.
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Automatic Segment-Space Management at Work (continued)

Within an intermediate BMB, concurrent processes get distributed by hashing on the
<instance number, processid> . To simplify, this operation will get BMB leaves. Once

again, Oracle uses hashing on the process ID to provide a starting point again inside this
BMB leaf.

In this kind of BMB’s hierarchy, the leaves point to a range of data blocks that are potential
candidates for the insert operation.
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Creating an Automatic Space Management
Segment

* These segments are declared at the tablespace level.

®* The tablespace must be permanent and locally
managed.

e SEGVENT SPACE MANAGEMENT is the attribute used for

tablespace creation, which cannot be subsequently
altered:

— Automatic Space Management segments are
specified through the AUTOkeyword.

— For freelist segments, use the default value of
MANUAL.

* Specifications of PCTUSED, FREELI ST, and
FREELI ST GROUPS are ignored at table creation.

Copyright © Oracle Corporation, 2001. All rights reserved.
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Creating an Automatic Space Management
Segment: Example

CREATE TABLESPACE sanpl e
EXTENT MANAGEMENT LOCAL
SEGVENT SPACE MANAGEMENT AUTQ,

CREATE TABLE enpl oyees(...)
TABLESPACE sample;
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Creating an Automatic Space Management Segment: Example

The SEGVENT SPACE MANAGEMENT specification only appliesto the level of a
tablespace. This means that if you want an automatically free-space managed table, it needs
to be created in atablespace like the one exposed in the above example. Thus, it will not be
possible to specify the SEGVENT SPACE MANAGEMENT clause at the table level.

The justifications of what seems to be arestriction are in fact only syntax restrictions for
the following reasons:

* Itis useful to allow it on the tablespace level, so that specification of an individual
object creation does not have to include it.

» This avoids adding even more syntax to the creation of database objects, which is
already difficult enough.

» Tablespace reorganization will be made easier if all segments in the tablespace adhere
to the same management policy (this is only planned for future releases).

 Justification for limiting it to the. OCALLY MANAGED tablespaces is similar:
tablespace reorganization will be easier if the tablespace is bitmapped.

Note: Segments that can be automatically free-space managed are heap tables, indexes,
IOTs, and LOBs. Note also that the above example assumes the use of Oracle Managed
Files (see later in this course).
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Modifications to the DBM5 SPACE Package

* The FREE BLOCKS procedure returns an error if
called on a bitmapped segment.

* The new SPACE USAGE procedure provides
information about free blocks in Automatic Space
Management segments:

— SEGVENT_OAMNER — FS1_BLOCKS
— SEGVENT_NAME — FS2_BLOCKS
— PARTI TI ON_NAMVE — FS3_BLOCKS
— SEGVENT_TYPE — FS4_BLOCKS

— UNFORMATTED_BLOCKS
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Modifications to the DBMS_SPACE Package

SPACE_USAGE is anew procedure that returns information about free blocks below the
HWM in the Automatic Space Management segment, and in this sense it issimilar to the
FREE_BLOCKS procedure for the freelist sesgments. This procedure has the following
input parameters (not all parameters are listed here):

« SEGMENT_OWNERchema name of the segment
« SEGMENT_NAMESegment name

* PARTITION_NAME: (optional) Name of a partition (NULL for non-partitioned
objects)

« SEGMENT_TYPEType of the segment (for example: TABLE, INDEX)

* INSTANCE_NUMBER(optional) Instance number of instance for which information
isreturned. NULL returns everything

* UNFORMATTED_BLOCKS®otal number of blocks that are unformatted

* FS1 _BLOCKS OUT Blocks below HWM with between 0 to 25% free space
 FS2_BLOCKS OUT Blocks below HWM with between 25 to 50% free space
* FS3_BLOCKS OUT Blocks below HWM with between 50 to 75% free space
* FS4_BLOCKS OUT Blocks below HWM with between 75 to 100% free space
 FULL_BLOCKS OUT Blockswhich are no longer available for INSERTS.

Note: If you invoke FREE_BLOCK®rocedure on an Automatic Space M anagement
segment, you will get an ORA- 10618: Oper ati onnot al | owed on t hi s segnment
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Block Space Management

________ PCTFREE = 10 IR——
No PCTUSED anymore

FULL FULL
> 3> T
Inserts, Deletes Deletes
updates
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Block Space Management

Automatic Segment-Space Management does not use PCTUSED markers; each block is
divided into four sections, named FS1, FS2, FS3, and FS4.

A particular block is considered as being an:
* FS1 block if it contains between 0 and 25% of free space
* FS2 block if it contains between 25% and 50% of free space
* FS3 block if it contains between 50% and 75% of free space
* FS4 block if it contains between 75% and 100% of free space

Depending on the level of free space in the block, its status is automatically updated. That
way, depending on the length of an inserted row, it is possible to tell if a particular block
can be used to satisfy an insert operation. Note that a FULL status means that a block is no
longer available for inserts.

On the above example, the block on the left isan FS3 block because it has between 50%
and 75% free space. After some insert and update statements, PCTFRERESs reached (the
dashed line) and it is no longer possible to insert new rows in that block. The block is now
considered asa FULL block.

The block is considered for insertion again, as soon as its free space level drops below the
next section; therefore, the block is still considered FULL in the third situation above. In
the above casg, it gets status FS2 as soon as the free space is more than 25%.
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DBMS REPAI R Package

e Support for Automatic Segment-Space Management
®* Usethe SEGVENT FI X STATUS procedure to update
free space status bits. There are two options:

— Recalculate the status for all blocks of a segment,
based on current contents.

— Set the status to a specific value for a specific block
(for example, in case of corruption)
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SEGVENT_FI X _STATUS Procedure

SEGVENT_FI X_STATUS isanew procedure that allows you to manually fix the bitmap
status of data blocks. Hereisthelist of itsinput parameters:

SEGVENT_OWNER: Schema name of the segment interested in
SEGVENT_NAME: Segment name

PARTI T1 ON_NANME: (optional) Name of an individual partition (NULL for non-partitioned
objects)

SEGVENT _TYPE: Type of the segment (for example: TABLE, INDEX)
FI LE_NUMBER: Tablespace relative file number of the block whose status has to be fixed
BLOCK NUMBER: File relative file number of the block whose status has to be fixed

STATUS_VALUE: (optional) Value to which the block status described by the

FI LE_NUVMBER and BLOCK _NUMBER will be set. If omitted, the status will be set, based

on the block’s current state. This should almost always be the case, but if there is a bug in
the calculation algorithm, the value can be set manually.

Note: Always contact Oracle Support Services before invoking this procedure with the
st at us_val ue parameter.
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DBMS REPAI Rand PCTFREE
Implementation

e With FREELI ST segments, when you want to change
the PCTFREE value, use an ALTER command.

* With Automatic Space Management segments, there
IS no status recomputation at ALTER time:
— ALTERcommand and

— Invoke DBMS_REPAI R SEGVENT_FI X_STATUS
procedure to rebuild the bitmap status for data blocks

SQ.> ALTER TABLE enpl oyees PCTFREE 40;

SQL> execute dbns_repair.segnment fix status( -
2 'HR ,’  EMPLOYEES');

9-11 Copyright © Oracle Corporation, 2001. All rights reserved.

DBMS_REPAI Rand PCTFREE Implementation

Once the PCTFREE is changed, the current BMBs status for some of the existing blocks
may become incorrect, and at some point the status must be re-computed. It is difficult to
re-compute a PCTFREE at ALTER time for Automatic Space Management segments as a
Full Table Scan will be required, which would slow the ALTER command significantly.
Therefore, status (in this case, the bitmap blocks) will not be re-computed at ALTER time,
but during a manual execution of the DBMS_REPAI R. SEGVENT _FI X STATUS
procedure.

Note: ANALYZE VALI DATE STRUCTURE validates the bitmap information for the
Automatic Space Management segment.
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Modifications to Dictionary Views

e DBA TABLESPACES and USER TABLESPACES:
New column SEGVENT _SPACE MANAGEMENT

— MANUAL: Space management with free lists
— AUTO Space management with bitmaps
e DBA TABLES: Changed column meanings
(only for automatic space management tables)
— BLOCKS: Number of blocks read by a full table scan

— EMPTY_BLOCKS: Remainder of blocks not read by
the full table scan

— PCTUSED, FREELI STS, and FREELI ST _GROUPS:
values are NULL
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Modifications to Dictionary Views

DBA TABLESPACES: The new column SEGVENT _SPACE MANAGEMENT added to this
view, indicates whether or not the segment management in this tablespace is managed using
freelists (MANUAL) or bitmaps (AUTO)

DBA_TABLES: With fredlist segments this view has a column called BLOCKS, which
contains the number of formatted blocks, or blocks below High Water Mark. Thereisalso a
column called EMPTY_BL OCKS, which contains the number of blocks above High Water

Mark (unformatted blocks).

For Automatic Space Management segments, formatted blocks and blocks below the high
water mark are not always the same; therefore, the BLOCKS value will represent the
number of blocks read by the full table scan, and the remainder blocks not read by the full
table scan are listed as EMPTY_BLOCKS.

Note: The DBMS_SPACE. SPACE USAGE procedure provides some information for
EMPTY_BLOCKS aswell.

Oracle9i: New Features for Administrators 9-12




Compatibility and Migration

* Automatic Segment-Space Management is only
enabled if the COVPATI BLE parameter is set to

9.0.0 or higher.

®* |n order to downgrade to a pre Oracle9i release,
tablespaces with Automatic Space Management
segments must be dropped.

* Identify tablespaces with Automatic Space
Management segments:

SQL> SELECT t abl espace_nane
2 FROM dba_tabl espaces
3 WHERE segnent_space nanagenent = 'AUTO ;
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Compatibility and Migration

When downgrading, you must move any existing objects to a tablespace with freelist

segment management, since no explicit migration is being provided from the bitmapped
format to the freelist format.
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Compatibility and Migration

®* Thereis no explicit procedure to convert a
FREELI ST segment to an Automatic Space

Management segment.

®* |n order to migrate existing FREELI ST segments to

Automatic Space Management segments, you
need to:

— Create tablespaces with Automatic Segment-Space
Management feature

— Move the objects to new tablespaces
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Compatibility and Migration (continued)

In order to convert existing data, the user must create tablespaces with Automatic Segment-
Space Management and move the objects into them. Existing mechanisms, such as ALTER

. MOVEend CREATE ... AS SELECTcan be used for this purpose. They will work
automatically, because the segments will inherit Automatic Space Management from the
tablespace in which they are created.
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What Is a Bitmap Join Index?

CREATE BI TMAP | NDEX cust_sal es_bji
1.2.3 ON sal es(c.cust_city)
I_> Sales FROM sales s, custoners c
Customers |WHERE c.cust _id = s.cust_id;
A
10. 8000. 3

<Rognes, 1.2.3, 10.8000.3, 1000100100010010100...>
<Aix-en-Provence, 1.2.3, 10.8000.3, 0001010000100100000...>
<Marseille, 1.2.3, 10.8000.3, 0100000011000001001...>
<.. >
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What Is a Bitmap Join Index?

In addition to a bitmap index on a single table, you can create a bitmap join index in
Oracle9i. A bitmap join index is abitmap index for the join of two or more tables. A bitmap
join index is a space efficient way of reducing the volume of datathat must be joined by
performing restrictions in advance.

Asyou can see on the above dlide, Oracle9i introduces a new CREATE Bl TMAP | NDEX
syntax allowing you to specify a FROMand a WHERE clause.

Here, we create anew bitmap join index named cust _sal es_bj i onthe SALES table.
The key of thisindex isthe column CUST_CI TY of the CUSTOVERS table. This example
assumes that there is an enforced primary key constraint on CUSTOVERS in order to ensure
that what is stored in the bitmap reflect the reality of the datain the tables. The column
CUST _I Disthe primary key of CUSTOVERS but is also aforeign key inside SALES
(although not required).

The FROMand WHERE clause in the CREATE statement allow Oracle9i to make the link
between the two tables. They represent the natural join condition between the two tables.

The middle part of the above graphic shows you atheoretical implementation of this bitmap
join index. Each entry or key in the index represents a possible city found in the
CUSTOMERS table. A bitmap is then associated to one particular key. The meaning of the
bitmap is quite obvious asit as the same representation as for traditional bitmap indexes.
Each bit in a bitmap corresponds to one row in the SALES table. In the first key above
(Rognes), you can see that the first row in the SALES table corresponds to a product sold to
a Rognes customer, while the second hit is not a product sold to a Rognes customer.
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Advantages and Disadvantages

Bitmap join indexes provide an indexing structure
across two or more tables.

* Advantages:

— Good join query performance

— Space efficiency

— Useful for large dimension tables in star schemas
* Disadvantages:

— More indexes are required: up to one index per
dimension table column rather than one index per
dimension table.

— Maintenance costs are higher: building or refreshing
a bitmap join index requires a join.

9-16 Copyright © Oracle Corporation, 2001. All rights reserved.

Advantages and Disadvantages

A Bitmap join index is an index on one table that involves columns of one or more different
tables through ajoin.

The volume of datathat must be joined can be reduced if bitmap join indexes are used as
joins have already been precal culated. In addition, bitmap join indexes, which can contain
one or multiple dimension tables, can eliminate bit wise operations that are necessary in the
star transformation’s use of bitmap indexes.

An alternative to a bitmap join index is a materialized join view which is the
materialization of a join in a table. Compared to a materialized join view, a bitmap join
index is much more space efficient as it comprese@s ds of the fact tables.

Also, queries using bitmap join indexes can be sped up through bit wise operations.

On the other hand, you may need to create more bitmap join indexes on the fact table to
satisfy the maximum number of different queries. This means that you may have to create
one bitmap join index for each column of the corresponding dimension table(s). Of course,
having many indexes on one table results in higher maintenance costs, especially when the
fact table is updated.
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Example With Three Tables

SQL> CREATE BI TMAP INDEX c_s_p_bji ON
CUSTOMERS 2 sal es(c.cust_gender, p. prod_cat egory)
3 FROM sales s, custonmers c, products p
4 WHERE c.cust _id = s.cust_id
/\ 5 AND p.prod_id = s.prod_id;
SALES SQL> SELECT SUM s. anpbunt _sol d)
2 FROM sales s
3 , custoners c
N/ 4 products p
5 WHERE s.cust id = c.cust_id
6 AND s.prod_id = p.prod_id
PRODUCTS 7 AND c.cust _gender = ' MALE
8 AND p. prod_category = ' MBI LE ;
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Example With Three Tables

Y ou can create a bitmap join index on more than one table, asin the above dlide, where
Cc_s_p_bji isabitmap joinindex on the SALES table that indexes two columnsin two
different tables: CUST_GENDER in CUSTOVERS and PROD_CATEGORY in PRODUCTS.

The above query that retrieves the total MOBI LE sales for MALE customers can use the
C_S_p_bji index.

Note: The above example clarifies the syntax possibilities. In the above case, you might
also consider to create two different bitmap join indexes instead of just one, because this
could cause an explosion in the number of indexes (one for each query); whereas, creating
one bitmap join index on the SALES table for CUST _GENDER and one bitmap join index
on SALES for PROD_CATEGORY allows the optimizer to use both indexes for the above
guery. Thisisless efficient than the above solution with the single index, but has the added
advantage of allowing queries only between SALES and CUSTOMERS, or SALES and
PRODUCTS, for example.
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Data Dictionary and Bitmap Join Indexes

e DBA | NDEXES contains a new column:
JO N_| NDEX: TRUE/FALSE

e DBA | ND_COLUWNS points to the corresponding
dimension table.

e DBA JO N_I ND_COLUWNS s a brand new view
giving you the join conditions used to create the
index.
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Data Dictionary and Bitmap Join Indexes

The* _| NDEXES views contain a brand new column called JO N_I NDEX which valueis
TRUE if the corresponding index is a Bitmap Join Index, and FAL SE otherwise.

Inside* _| ND_COLUMNS views, for bitmap join indexes, the TABLE_NAME and
TABLE_OWNER columnsin this view may not match the TABLE_NAME and

TABLE _OANER columnsyou findinthe* | NDEXES (and other similar) data dictionary
views. Thisindicates the corresponding dimensions tables used by the Bitmap Join Index.

* JO N_I ND_COLUMNS views describe the join conditions of bitmap join indexes to
which you have access. Bitmap join indexes are indexes built on a child table with an index
key containing columns from associated parent tables, where all of the tables are connected
through join conditions. There is one row for each join condition.
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Bitmap Join Indexes Restrictions

®* Only one table can be updated concurrently.
* No table can appear twice in the join.

e Cannot be created on index-organized tables or
temporary tables

* The dimension table join columns must either:
— Dbe primary key columns,
— have unique constraints

* If adimension table has composite primary key,
each column in the primary key must be part of the
join.
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Bitmap Join Indexes Restrictions

Due to the necessity of storing the results of join results, bitmap join indexes have the

following restrictions:

Only one table can be updated concurrently by different transactions when using the

bitmap join index.
No table can appear twice in the join.

You cannot create a bitmap join index on an index-organized table or a temporary

table.

The dimension table join columns must be either primary key columns or have unique

constraints.

If a dimension table has composite primary key, each column in the primary key must

be part of the join.
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Summary

In this lesson, you should have learned how to:

Use Automatic Space Management segments
Create bitmap join indexes
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Practice 9-1 Overview

This practice covers the following topics:

Monitor space usage in a segment with Automatic
Space Management

Create a tablespace with SEGVENT SPACE
MANAGEMENT set to AUTO

Compare free space management with a freelist
segment
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Performance Improvements
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Objectives

After completing this lesson, you should be able
to do the following:

®* Usethe indexes monitoring feature

* Define a skip scan index access

®* Describe the cursor sharing enhancements
* Identify cached execution plans

®* Use the new first rows optimization

®* Gather system statistics
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Identifying Unused Indexes

* Perform monitoring at query parse time.

®* Turn monitoring on or off during light system
activity.

®* Main benefits include:
— Space conservation

— Improved performance by eliminating unnecessary
overhead during DML operations
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Identifying Unused Indexes

Oracle provides a means of monitoring indexes to determine if they are being used or not
used. If it isdetermined that an index is not being used, then it can be dropped, thus
eliminating unnecessary statement overhead.

Index Usage Statistics is obtained at query parse time. At parse time we know which
indexes should be accessed by a particular query.

When users turn on or off the monitor, Oracle invalidates and recompiles those already
compiled cursors dependent on thisindex in order to re-collect or stop collecting statistics
of which indexes are accessed. It would cost some time to activate the monitor in the
middle of application execution. Therefore, it is suggested to turn on or off this feature
before starting or after stopping the application, or in periods of light activity.

Note: Because Oracle9i collects the statistics at parsetime, if a SQL statement is already
being executed when the monitoring feature is activated, the indexes accessed by this
statement are not counted.
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Enabling and Disabling
Monitoring Index Usage

e Start monitoring the usage of an index:

SQ.> ALTER | NDEX EMPLOYEES i dx
2 MONI TORI NG USAGE;

e Stop monitoring the usage of an index:

SQ.> ALTER | NDEX EMPLOYEES i dx
2  NOVONI TORI NG USAGE;
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Enabling and Disabling Monitoring Index Usage

Use this clause to begin or end the collection of usage statistics on an index. This clause
determines whether an index is being used.

Specify MONI TORI NG USAGE to begin statistics collection. Oraclefirst clears existing
statistics on index and then begins to collect statistics on index usage.

To terminate collection of statistics on index, specify NOMONI TORI NG USAGE.
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V$OBJECT USAGE View

* Displays information about index usage:
— Monitoring on (Y/N)
— Index is used (Y/N)
— Start and stop monitoring timeframe

®* Each time the MONI TORI NG USAGE clause is specified,
the view is reset for the specified index.

* The view is never purged unless the index is dropped.
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New View to Support Identifying Unused Indexes

The view V$OBJECT _USAGE can be queried for the index being monitored to seeif the
index has been used. The view containsa USED column whose valueis YES or NO,
depending upon if the index has been used within the time period being monitored. The
view also contains the start and stop times of the monitoring period, and a MONI TORI NG
column ( YES/NO) to indicate if usage monitoring is currently active.

Each time that you specify MONI TORI NG USAGE, the VSOBIJECT _USAGE view isreset
for the specified index. The previous usage information is cleared or reset, and a new start
time is recorded. When you specify NOVONI TORI NG USAGE, no further monitoring is
performed, and the end time is recorded for the monitoring period.

Until thenext ALTER | NDEX ... MON TORI NG USAGE statement isissued, the
view information is left unchanged unless you drop the corresponding index.

Note: The VSOBJECT _USACE isbased on areal datadictionary table. This meansthat its
contents are consistent even after an instance crash. Also because the view is dynamic, the
contents are dependent on the user querying the view.
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New View to Support Identifying Unused Indexes (continued)

V$OBJECT_USAGE:

* INDEX_NAME Theindex name

TABLE_NAME The corresponding table
MONITORING Indicates whether monitoring is ONor OFF
USED: Indicates YES or NOwhether index has been used during the monitoring time
START_MONITORING Time monitoring began on index.
END_MONITORINGTime monitoring stopped on index.
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Skip Scanning of Indexes

®* Use acomposite index when the leading column
value is unknown.

® Supported for:
— Cluster indexes
— Descending index scans
— CONNECT BY clauses

* Not supported for reverse key, bitmap indexes,
domain indexes, and function-based indexes
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Skip Scanning Definition

In prior releases, a composite index would only be used if the index prefix (Ileading) column
was included in the predicate of the statement. With Oracle9i, the optimizer can use a
composite index even if the prefix column value is not known. The optimizer uses an
algorithm called skip scanning to retrieve ROWIDs for values that do not use the prefix
column. Skip scans reduce the need to add an index to support occasional queries which do
not reference the prefix column of an existing index. This can be useful when high levels of
DML activity would be degraded by the existence of too many indexes used to support
infrequent queries. The algorithm is aso valuable in cases where there are no clear
advantages as to which column to use as the prefix column in a composite index. The prefix
column should be the most discriminating, but also the most frequently referenced in
gueries. Sometimes, these two requirements are met by two different columnsin a
composite index, forcing a compromise or the use of multiple indexes.

During a skip scan, the B*-tree is probed for each distinct value in the prefix column.

Under each prefix column value, the normal search algorithm takes over. Theresultisa
series of searches through subsets of the index, each of which appears to result from a query
using a specific value of the prefix column. However, with the skip scan, the value of the
prefix column in each subset is obtained from the initial index probe rather than from the
command predicate.

In addition to standard B*-tree indexes, the optimizer can use skip scans for processing
cluster indexes, descending scans, or statements with CONNECT BY clauses.

Reverse key and bitmap indexes do not support the skip scan algorithm.
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Skip Scanning Example

LANGUAGE and TERRI TORY combinations:

L ANGUAGE TERRI TORY
ENGLI SH AVERI CA
ENGLI SH CANADA
ENGLI SH UK
FRENCH CANADA
FRENCH FRANCE
FRENCH SW TZERLAND
GERVAN GERVANY
GERVAN SW TZERLAND
PORTUGUESE BRAZI L
PORTUGUESE PORTUGAL
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Skip Scanning Example

In the exampl e, suppose a composite index exists on the two columns LANGUAGE and
TERRI TORY, with LANGUACE as the prefix column. The data values stored in the
underlying table result in the combinations of values shown in the table. Each combination
may occur multiple timesin the table and the resulting index.

In previous rel eases without the skip scan algorithm, aquery on avalue in the TERRI TORY
column would be forced to execute afull table scan or afast full index scan. If such aquery
were infrequent, this might be acceptable. If the query were more common, then you might
have to add a new index on the TERRI TORY column alone. This new index, however,
could negatively impact the performance of DML on the table.

The skip scan solution provides an improvement without the need for the second index.
While not asfast as adirect index look up, the skip scan algorithm is faster than afull table
scan in cases where the number of distinct values in the prefix column isrelatively low.
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Skip Scanning: Search for Switzerland

ENGLI SH, UK

FRENCH, CANADA
FRENCH, FRANCE
FRENCH, SW TZERLAND

FRENCH, SW TZERLAND
FRENCH, SW TZERLAND
GERVAN, GERVANY

GERVAN, SW TZERLAND

N NN A
N NN A

Y
ENGLI SH, AVERI CA

ENGLI SH, CANADA

iE.N.GLISH,CANADA 1 DDDDDDD
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Skip Scanning Example (continued)

Hereis part of the index built on the LANGUAGE and TERRI TORY columns as shown on

the previous side. This portion of the index contains two branch blocks each of which

points to four leaf blocks. The highest value on the leaf block determines the boundary
condition for the branch pointers. For example, the first leaf block referenced by the first
branch block contains a number of entries but with only two distinct values,
“ENGLISH,AMERICA” and “ENGLISH,CANADA,” both less than “ENGLISH,UK.” The
pointer from the branch block entry to this leaf block is shown on the slide.

In the next few slides, you will see how the skip scanning algorithm bypasses unneeded leaf
blocks when searching for the value “SWITZERLAND” in the TERRITORY column.

First Leaf Block

The index scan begins with the first branch block that indicates that the first leaf block has
values less than “ENGLISH,UK.”

The specific values on this first leaf block are unknown at this time, so all of the entries are
scanned. At the end of the scan of the first leaf block, the potential value,
“ENGLISH,SWITZERLAND,” has not been reached.

Oracle9i: New Features for Administrators 10-9



Skip Scanning: Search for Switzerland

ENGLI SH, UK

FRENCH, CANADA
FRENCH, FRANCE
FRENCH, SW TZERLAND

FRENCH, SW TZERLAND
FRENCH, SW TZERLAND
GERVAN, GERVANY

GERVAN, SW TZERLAND

N NN A
N NN A

Y
ENGLI SH, CANADA

ENGLI SH, UK

sawsi | [TECCIOCIO0
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Second Leaf Block

The second entry in the first branch block, combined with the last value read on the first
leaf block, imply that the entries on the second |eaf block are bounded by the values
ENGLISH,CANADA and FRENCH,CANADA.

Since there could be a number of LANGUAGE values, including ENGLISH and FINNISH,
for example, in thisrange, the second leaf block is also scanned for any entries with an
TERRITORY value of SWITZERLAND.
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Skip Scanning: Search for Switzerland

< ENGLI SH, UK < FRENCH, SW TZERLAND
< FRENCH, CANADA < FRENCH, SW TZERLAND
< FRENCH, FRANCE < CGERMAN, GERVANY
< FRENCH, SW TZERLAND < GERMAN, SW TZERLAND
Y
ENGLI SH, UK

D i:.RiENCH, CANADA

FRENCH, CANADA R 0O0000
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Third Leaf Block

Thethird entry in the first branch block, combined with the last value read on the second
leaf block, imply that entries on the third leaf block are bounded by the values
ENGLISH,UK and FRENCH,FRANCE.

Although the value ENGLISH,SWITZERLAND would not be in this range, thereis still the
possibility of values such as FINNISH,SWITZERLAND, for example, appearing on this
leaf block.

However, asthe third leaf block is scanned, the value FRENCH,CANADA is encountered.
Because the block does not contain values greater than FRENCH,FRANCE, the value
FRENCH,SWITZERLAND cannot be in this leaf block. Further, there can be no other
LANGUAGE vaues besides FRENCH and so the remainder of the third leaf block can be
skipped.
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Skip Scanning: Search for Switzerland

< ENGLI SH, UK < FRENCH, SW TZERLAND
< FRENCH, CANADA < FRENCH, SW TZERLAND
< FRENCH, FRANCE < CGERMAN, GERVANY

< FRENCH, SW TZERLAND < GERMAN, SW TZERLAND

No scan needed
for leaf block 4

OO0mOooon
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Fourth Leaf Block

The fourth entry in the first branch block indicates that the final value on the fourth |eaf
block must be less than FRENCH,SWITZERLAND. The last value on the third leaf block
also has a LANGUAGE value of FRENCH, afact that can be determined from the previous
two branch entries. Thisimplies that the entire block must consist of entries with an
LANGUAGE of FRENCH, none of which hasan TERRI TORY value of SWITZERLAND.
The scan therefore skips this entire block.
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Skip Scanning: Search for Switzerland

FRENCH, SW TZERLAND
FRENCH, SW TZERLAND
GERVAN, GERVANY

GERVAN, SW TZERLAND

N NN A

No scan needed
for leaf block 5

(]
OO0oEDOOn
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Fifth Leaf Block

The entries on the first branch block have all been read, so the second branch block is read
to find the upper possible value on the fifth leaf block. This entry, just like the last entry on
the first branch block, implies that the entire fifth leaf block must consist of entries with a
LANGUAGE of FRENCH, none of which hasa TERRI TORY of SWITZERLAND.

The scan therefore skips the fifth leaf block.
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Skip Scanning: Search for Switzerland

FRENCH, SW TZERLAND
FRENCH, SW TZERLAND
GERVAN, GERVANY

GERVAN, SW TZERLAND

N NN A

No scan needed
for leaf block 6

(]
OO00OOEOn
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Sixth Leaf Block

The second branch value on the second branch block is exactly the same as the first branch
entry. By the same reasoning used for the fifth leaf block, the sixth leaf block is also
skipped.
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Skip Scanning: Search for Switzerland

FRENCH, SW TZERLAND
FRENCH, SW TZERLAND
GERVAN, GERVANY

GERVAN, SW TZERLAND

N NN A

Y

FRENCH, FRANCE

FRENCH, SW TZERLAND

FRENCH, SW TZERLAND I H H7 |:|
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Seventh Leaf Block

The third value on the second branch block indicates that the seventh branch block could
contain at |least two different LANGUAGE values, bracketed by FRENCH and GERMANY .
Any one of these LANGUAGE values could have the required value of SWITZERLAND in
the TERRI TORY column, except GERMAN, which is excluded by the upper boundary
value. The seventh leaf block must therefore be read.
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Skip Scanning: Search for Switzerland

FRENCH, SW TZERLAND
FRENCH, SW TZERLAND
GERVAN, GERVANY

GERVAN, SW TZERLAND

N NN A

GERVAN, GERVANY

5 N
GERVAN, GERMANY []
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Eighth Leaf Block

The final value on the second leaf block indicates that entries on eighth leaf block with a
LANGUAGE vaue of GERMAN will not contain the required value of SWITZERLAND
inthe TERRITORY column. However, it is not possible to tell if there are more entries
with another language value in this eighth leaf block, so the scan reads the block. But, after
finding that the first entry has the value of GERMAN in the LANGUAGE column, the scan
can skip the rest of the eighth leaf block.

Example Summary

Even in thisvery small example, you can see that almost half the leaf blocks would be
skipped by the index skip scanning algorithm, and the entire index has not been examined.
Obvioudly, different results will be obtained depending on the range and distribution of the
valuesin the index columns. The optimizer uses statistics to determine whether a skip scan
retrieval would be more efficient than afull table scan, or other possible retrieval paths,
when parsing SQL statements.
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Cursor Sharing Enhancements

®* Oracle8iintroduced the possibility of sharing SQL
statements that differ only in literal values.

® Oracle9i extends this feature by limiting it to
similar statements only, instead of forcing it.

* Similar: Regardless of the literal value, same
execution plan:

SQL> SELECT * FROM enpl oyees
2 VWHERE enpl oyee id = 153;

* Not similar: Possible different execution plans for
different literal values:

SQL.> SELECT * FROM enpl oyees
2 VWHERE departnent _id = 50;
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Cursor Sharing Enhancements

Oracle8i introduced the possibility to share SQL statements that differ only in literal values.
Rather than devel oping an execution plan each time the same statement—with a different
literal value— is executed, the optimizer generate a common execution plan used for all
subsequent executions of the statement.

Because only one execution plan is used instead of potential different ones, this feature
should be tested against your applications before deciding to enable it or not. That is why
Oracle9 extends this feature by sharing only statements considered as similar. That is, only
when the optimizer has the guarantee that the execution plan is independent of the literal
value used.

Consider a query like this one, whé&ePLOYEE | Dis the primary key
SQ.> SELECT * FROM enpl oyees WHERE enpl oyee id = 153;

The substitution of any value would produce exactly the same execution plan. It would,
therefore, be safe for the optimizer to generate only one plan for different occurrences of
the same statement executed with different literal values.

On the other end, assume the s&WPLOYEES table has a wide range of values in its
DEPARTMENT _I D column. For example, department 50 could contain over one third of all
employees and department 70 could contain just one or two. Given the two queries:

SQ.> SELECT * FROM enpl oyees WHERE departnent _id 50;
SQ.> SELECT * FROM enpl oyees WHERE departnent _id 70;
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Cursor Sharing Enhancements (continued)

Using only one execution plan for sharing the same cursor would not be safe if you have
histogram statistics (and there is skew in the data) on thedepar t ment _i d column. In
this case, depending on which statement was executed first, the execution plan could
contain afull table (or fast full index) scan, or it could use a simple index range scan.
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CURSOR_SHARI NG Parameter

® CURSOR _SHARI NG parameter values:
— FORCE
— EXACT (default)
— SIM LAR (new in Oracle9i)
®* CURSOR_SHARI NGcan be changed using:
— ALTER SYSTEM
— ALTER SESSI ON
— Initialization parameter files
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CURSOR_SHARI NG Parameter
The value of the initialization parameter CURSOR_SHARI NG determines how the
optimizer will process statements with bind variables:
* EXACT: Literal replacement disabled completely
* FORCE Causes sharing for al literals
* SIMILAR : Causes sharing for safe literals only

In previous releases, you could choose only the EXACTor the FORCEoption. The
SIMILAR option isnew in Oracle9i. It causes the optimizer to examine the statement to
ensure that replacement occurs only for safe literals. In doing this, it can use information
about the nature of any available index (unique or non-unique) and statistics collected on
the index or underlying table, including histograms.

The value of CURSOR_SHARIN{a theinitialization file can be overridden with an
ALTER SYSTEM SET CURSOR_SHARINGr an ALTER SESSION SET
CURSOR_SHARING&GmMmand.
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Cached Execution Plans

* The cached execution plans feature enables the
Oracle server to preserve the actual execution
plan of a cached SQL statement in memory.

e After the SQL statement ages out of the Library
Cache, the corresponding cached execution plan
Is removed.

* The main benefit of this feature is better diagnosis
of query performance.
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New View to Support
Cached Execution Plans

* A new dynamic performance view, V$SQ. PLAN,
stores actual execution plan information for a
cached cursor.

®* The view contains all of the PLAN_TABLE columns,
except for the LEVEL column, in addition to four
new columns.

® Columns that are also present in the PLAN_TABLE
will have the same value as those in V3SQL_PLAN.
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New View to Support Cached Execution Plan History

The V$SQL_PLAN view stores the actual execution plan information for a cached cursor.
The view contains all of the PLAN_TABLE columns with the exception of the LEVEL
column and four new columns. The columns present in the PLAN_TABLE have the same
values asthosein the V$SQL_PLAN.

Additional V$SQL_ PLAN Columns Not Found in the PLAN_TABLE:
* ADDRESS Cursor parent handle address
* HASH_VALUE Parent statement hash value in library cache
e CHILD_NUMBER Number using this execution plan
» DEPTH: Leve of the operation in the tree
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New PLAN HASH VALUE Column in V$SQL

Hashed value is obtained from the corresponding
execution plan. You can use it for comparisons:

®* Take a snapshot of cursor plan information
(pl an_hash_val ue) of cached SQL statements

®* Execute your application again

®* Find queries whose plans have changed
(a different value for pl an_hash_val ue)
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New PLAN_HASH VALUE Column in V$SQL

A new column pl an_hash_val ue isadded to thev$sql view; it contains a hash value
built from the cursor plan information.

This new column should be used to compare cursor plans the same way the hash_val ue
column is used to compare cursor SQL texts.

For example, in case you expect changes in execution plans following a particul ar event
(for example, changing the value of amajor parameter or migrating to anew release of a
database or application) you can:

» Take a snapshot of cursor plan information (includingothen _hash_val ue and
v$sql _pl an content)

» After the event you can find out about queries whose plan has changed; that is, the
pl an_hash_val ue is different
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New First Rows Optimization

OPTI M ZER MODE = { FI RST_ROAS_1
| FIl RST_ROWS_10
| FI RST_ROWS_100
| FI RST_ROWS_1000}

SQL> ALTER SESSI ON SET
2 OPTIMZER _GOAL = FI RST_ROWG n

SQL> SELECT /*+ FI RST_ROWS(X) */
2  FROM
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New First Rows Optimization

Oracle9i introduces a new way of doing first rows optimization. The old mode was partially
based on heuristics, such as always use an index if possible. These heuristics could
sometimes lead to very bad plans.

The new mode is completely cost based and allows optimizing for a particular number of
first rows; for example, the first 10 rows.

It isinvoked as an argument to the initialization parameter opt i m zer _node or the
session parameter opt i m zer _goal , which allows the following values:

e first _rows_1

e first_rows_10

e first_rows_ 100
e first_rows_ 1000

In addition, theFl RST_ROWS hint now takes a numeric argument that is not limited to the

values for the parameter. For instance, you could $ay1 RST _ROW5( 20) */

Without a numeric argument, both the parameter and the hint imply the old first rows
behavior, which is retained for backwards compatibility and plan stability.
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New Gathering Statistic Estimates

* DBVMS _STATS. AUTO SAMPLE_SI ZE:
New esti mat e_per cent value

* New net hod_opt options:
— REPEAT: New histogram with same number of buckets

— AUTQO New histogram based on data distribution and
application workload

— SKEWONLY: New histogram based on data distribution

SQL> EXECUTE DBMS_STATS. GATHER _SCHEMA STATS( -
2 ownnane = 'O, -
3 estimate_percent => DBMS_STATS. AUTO SAMPLE SI ZE, -
4 et hod_opt => "for all colums size AUTO);
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New Gathering Statistic Estimations

Because the cost-based approach relies on statistics, users should generate statistics for all
tables, clusters, and all indexes accessed by SQL statements before using the cost-based
approach. If the size and data distribution of the tables change frequently, then users should
regenerate these statistics regularly to make sure that the statistics accurately represent the
datain the tables.

Exact statistics computation requires enough space to perform scans and sorts of involved
objects. If thereis not enough space in memory, then temporary space might be required.
Thus, it is aso possible to compute only estimations in order to reduce resources needed to
gather statistics. The difficulty in computing estimated statisticsis to find the best sample
size. Some statistics are always computed exactly, such as the number of data blocks
currently containing datain atable or the depth of an index from its root block to its | eaf
blocks. Nevertheless, thisis not true for all statistics.

With Oracle9i, Oracle Corporation recommends setting the ESTI MATE_PERCENT
parameter of the DBMS_STATS gathering procedures to the new value

DBMS_STATS. AUTO_SAMPLE_SI ZE. Thisisintroduced to maximize performance
gains while achieving necessary statistical accuracy avoiding the extremes of collecting
inaccurate statistics and wasting valuable time.

Oracle9i: New Features for Administrators 10-24



New Gathering Statistic Estimations (continued)

Oracle9i introduces some new possible values for themet hod_opt parameters of the
dbns_st at s gathering procedures:

 If the size option is set BREPEAT and the column currently has a histogram wWith
buckets, the Oracle server attempts to create a new histograim bvittkets. If the
column has no histogram, no new statistics are gathered. This option is used to
maintain the same “class” of statistics (histogram or no-histogram) when looking at
new data.

 If the size is set tAUTQO, the Oracle server decides to create a histogram based on the
data distribution AND the way the column is being used by the application. This
means that the Oracle server not only looks at non-uniformity in value repetition
counts (skew) but also to non-uniformity in range (sparsity). If the application has yet
to be run for a sufficient amount of time to capture the workload involving this
column, it would be better to use tBKEWONLY option temporarily.

» If the size is set t&KEWONLY, the Oracle server decides to create a histogram based
solely on the data distribution (regardless of how the application uses the column).
This option is useful when gathering statistics for the first time (before the workload
has had time to run). Usir8KEWONLY can add quite a bit of overhead to statistics
collection, so Oracle recommends that customer&uUs® after the application has
run for a while.

The above example shows you how to collect all table, column, and index statistics for the
OE schema where the Oracle server decides what the sampling percentage should be and
when histograms are necessary (assuming that the workload has run for a while).

Note: The Oracle server captures workload information for a cursor when it is hard parsed.
Information is stored in the SGA and regularly flushed to disk. No access to these memory
and disk structures is provided in Oracle9
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New GATHER AUTOOption

* New value for the OPTI ONS parameter of the
DBVS_STATS. GATHER _SCHEMA STATS procedure

* Is equivalent of running
DBMS_STATS. GATHER_SCHEMA _STATS both with:

— GATHER STALE
— GATHER EMPTY

e Simplifies statistics gathering at the schema level

SQL> EXECUTE DBMS_STATS. GATHER _SCHEMA STATS( -
2 ownnanme =>'C0E, -
3 options =>'GATHER AUTO );
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New GATHER AUTOOption

A new value for the OPTI ONS parameter of the
DBMS_STATS. GATHER_SCHEMA_STATI STI CS has been added in Oracle9i. The goal
of this option isto simplify statistics gathering at the schemalevel.

Oracle8i introduced the value 'GATHER STALE' in order to collect statistics only on objects
that have the MONI TORI NGflag set.

'GATHER AUTQ is equivaent of running

DBMS STATS.GATHER_SCHEMA_STATISTICS procedure both with OPTI ONS set to
'‘GATHER STALFE’ and 'GATHER EMPTY".
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Optimizer Cost Model Enhancements

* More meaningful cost estimates are available.
The PLAN_TABLE contains three new columns:

— CPU_COST: Estimated CPU cost of the operation
— 1 O_COST: Estimated I/O cost of the operation

— TEMP_SPACE: Estimated temporary space (in bytes) used
by the operation

®* Includes CPU usage
* Accounts for the effect of caching
®* Accounts for index prefetching

‘ 10-27 Copyright © Oracle Corporation, 2001. All rights reserved.

Optimizer Cost Model Enhancements

Therole of aquery optimizer isto produce the best performing execution plan for agiven
guery. This process includes sel ecting access paths for single tables, the join order if more
than one table isinvolved in the query, and the join methods.

Currently, you have a choice between using the rule-base optimizer (RBO) and the cost-
based optimizer (CBO). The CBO uses a cost model to choose between alternative access
paths, join order, and join methods, while the RBO uses a set of simple rules.

The CBO compares the cost of several alternatives and selects the one with the lowest cost.
In addition to the cost model, the CBO uses a size model in order to derive statistics on
intermediate tables; for example, cardinality of the result of ajoin operation.

The cost model uses stati stics on the objects manipulated by the query. Those stetistics are
produced by using the DBMS_ STATS package, and are stored in the database dictionary.

The quality of the execution plan produced by the optimizer is dependent on the accuracy
of the cost model. The Oracle8i version of this models contains several limitations both in
terms of accuracy and completeness. For example, the model assumes independence of
columns when computing the selectivity of multiple predicates on different columns and it
accounts only for I/O activities.
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Optimizer Cost Model Enhancements (continued)
The cost model is extended to take into account the following:

» Allow users or developers to convert the cost into more meaningful information. The
PLAN_TABLE contains three new columns:

— CPU_COSTThe CPU cost of the operation as estimated by the optimizer’s
cost-based approach. For statements that use the rule-based approach, this
columnisnull. The value of this column is proportional to the number of
machine cycles required for the operation.

— 10_COST: The I/O cost of the operation as estimated by the optimizer’s cost-
based approach. For statements that use the rule-based approach, this columnis
null. The value of this column is proportional to the number of data blocks read
by the operation.

— TEMP_SPACEThe temporary space, in bytes, used by the operation as
estimated by the optimizer’s cost-based approach. For statements that use the
rule-based approach, or for operations that don’t use any temporary space, this
columnisnull.

* Include CPU usage. CPU usage will be estimated for SQL functions and operators.
» Account for the effect of caching on the performance of nested-loops joins

» Account for index prefetching. Index prefetching consists in fetching multiple leaf
blocks in a single IO operation
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Gathering System Statistics

® System statistics enable the CBO to use CPU and 1/O
characteristics.

® System statistics must be gathered on aregular
basis; this does not invalidate cached plans.

* Gathering system statistics equals analyzing system
activity for a specified period of time.

®* New procedures:
— DBMs_STATS. GATHER_SYSTEM STATS
— DBMs_STATS. SET_SYSTEM STATS
— DBMs_STATS. GET_SYSTEM STATS
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Gathering System Statistics

System statistics allow the optimizer to consider a system’s 1/0 and CPU performance and
utilization. For each candidate plan, the optimizer computes estimates for I/0 and CPU
costs. It isimportant to know the system characteristics to pick the most efficient plan with
optimal proportion between 1/0 and CPU cost.

System CPU and 1/O characteristics depend on many factors and do not stay constant all the
time. Using system statistics management routines, database administrators can capture
statisticsin the interval of time when the system has the most common workload. For
example, database applications can process OL TP transactions during the day and run
OLAP reports at night. Administrators can gather statistics for both states and activate
appropriate OLTP or OLAP statistics when needed. This allows the optimizer to generate
relevant costs with respect to available system resource plans.

When Oracle generates system statistics, it analyzes system activity in a specified period of
time. Unlike table, index, or column statistics, Oracle does not invalidate already parsed
SQL statements when system statistics get updated. All new SQL statements are parsed
using new statistics. Oracle Corporation highly recommends that you gather system
statistics.

The DBMS_STATS. GATHER _SYSTEM STATS routine collects system statisticsin a
user-defined time frame. Y ou can also set system statistics values explicitly using
DBMS_STATS. SET_SYSTEM STATS. Use DBMS_STATS. GET_SYSTEM STATS to
verify system statistics.
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Gathering System Statistics Example

EXECUTE DBMS_STATS. GATHER _SYSTEM STATS(
i nterval => 120,
stattab => 'nystats’, statid => 'COLTP);

* First day:

® First night: EXECUTE DBMS_STATS. GATHER SYSTEM STATS(
i nterval => 120,
stattab => 'nystats’, statid => 'OLAP);

* Subsequent | EXECUTE DBMS_STATS. | MPORT_SYSTEM STATS(
days: stattab => 'nystats’, statid => 'OLTP);

* Subsequent |EXECUTE DBVS_STATS. | MPORT_SYSTEM STATS(
nights: stattab => 'nystats’, statid =>'OLAP);
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Gathering System Statistics Example

The above exampl e shows database applications processing OL TP transactions during the
day and running reports at night.

First, system statistics must be collected during the day. In this example, gathering ends
after 120 minutes and is stored in the ny st at s table.

Then, system statistics are collected during the night. Gathering ends after 120 minutes and
isstored inthenyst at s table.

Generally, you will use the above syntax to gather the system statistics. In that case, you
must be sure, before invoking the GATHER_SYSTEM STATS procedure with the

| NTERVAL parameter specified, to activate job processes using a command like:
SQ.> alter systemset job_queue_processes = 1;

Alternatively, you can also invoke the same procedure with different arguments to enable
manual gathering instead of using jobs. For syntax information refer to the Oracl€9i
Supplied PL/SQL Packages Reference Release 9.0.0.

If appropriate, you can switch between the statistics gathered. Note that it is possible to
automate this process by submitting a job to update the dictionary with appropriate
statistics: During the day, ajob may import the OLTP statistics for the daytime run, and
during the night, another job imports the OLAP statistics for the nighttime run.
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Gathering System Statistics Example

e Start manual system statistics collection in the
data dictionary:

SQL> EXECUTE DBMS_STATS. GATHER_SYSTEM STATS( -
2 gathering_node => ' START);

®* Generate the workload
* End system statistics collection:

SQL> EXECUTE DBMS_STATS. GATHER _SYSTEM STATS( -
2 gathering_node =>'STOP);
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Gathering System Statistics Example (continued)

The previous example shows how to collect system statistics using jobs by using the
internal parameter of the DBMS_STATS. GATHER_SYSTEM STATS procedure. In order
to manually collect system statistics, another parameter of this procedure can also be used
as shown in the above example.

First, you need to start the system statistics collection, and then, you can can end the
collecting process at any time after you are sure that a representative workload has been
generated on the instance.

The above example collects system statistics directly in the data dictionary.
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Summary

In this lesson, you should have learned how to:

®* Monitor index usage with the MONI TORI NGclause
* Identify a skip scan index access

* Usethe SI M LARvalue of CURSOR_SHARI NG

* Interpret the V$SQL_PLAN view

® Usethe FI RST_ROAS n parameter

®* Gather system statistics with DBMS_STATS
package
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Practice 10-1 Overview

This practice covers the following topics:
* Monitor index usage

* Usethe MONI TORI NGand NOMONI TORI NGclauses
of the ALTER | NDEX command

* Use the VSOBJECT USAGE view
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Oracle9i: New Features for Administrators 10-33



Practice 10-2 Overview

This practice covers the following topics:

® Show how to use the new SI M LARvalue of the
CURSOR_SHARI NGinitialization parameter

* Usethe new V$SQ._PLAN view
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Scalable Session State Management
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11-2

Objectives

After completing this lesson, you should be able to
do the following:

* Explain Oracle Shared Server enhancements
* Invoke dedicated external procedure agents

* Manage multithreaded heterogeneous service
agents

* Implement connection pooling with Oracle Call
Interface (OCI)

* List the benefits of core library improvements

Copyright © Oracle Corporation, 2001. All rights reserved.
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Oracle Shared Server Improvements

* QOracle Net Services connection establishment
uses a direct handoff to the dispatcher.

* |tuses aCommon event model for both the
Oracle9i database and the Net Services network.

* New diagnostic features in Performance Manager
for Shared Server
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Oracle Shared Server Improvements

Oracle9i Shared Server, previoudy called multithreaded server (MTS), has the following
new features:

» Oracle Net Services connections use a direct handoff to the dispatcher.

» Database and network events require less polling through the use of a common event
model.

* New diagnostic details in the Enterprise Manager’'s Performance Manager for
Oracle9 Shared Server

These improvements are discussed in more detail on the following pages.
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Connection Establishment: Direct Handoff

Database server
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Dispatcher

\é~ @ Shared
server
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server p
processes
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Connection Establishment: Direct Handoff

The direct handoff connection method requires less overhead and fewer network messages

than in previous releases. Older rel eases required the listener to obtain the dispatcher’s
address from the chosen dispatcher and return it to the client who then had to contact the
dispatcher to confirm the connection. The client could then continue to communicate with
its dispatcher.

In Oracle9, when a client attempts to connect to the database through a shared server
connection, the following events occur, as shown in the diagram:

1. The listener receives the client’s request for a shared server connection. This
establishes a connection socket between the client and listener.

2. The listener hands connection request, including the connection socket on the listener
end, to dispatcher. Now the connection socket is between client and dispatcher.

3. The client communicates directly to the dispatcher using the same connection socket
used in step 1. At this point, the client is in direct communication with dispatcher and
can send work requests without any further connection processing.
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Common Event Model for Database
and Network

* Improvement in the event model
® Uses acommon event model

®* Requires no polling between database and
network

* Reduces CPU consumption and latency
®* Handles network sessions more efficiently
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Common Event Model for Database and Network

Prior to release Oracl€9i, the dispatcher handled network and database events separately
and differently. There was no consistency or synchronization among the event notification
between these two types of events. The dispatcher would have to check both the network
and the database for any newly arriving event. Time and resources were consumed while
juggling and balancing these two different event models.

With the new Common Event Model in Oracl€e9i, the dispatcher can handle event
notification more efficiently in the dispatcher and the listener, providing improved
performance and scalability with Shared Server.
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Performance Manager Real-Time Graphical Monitoring
Performance Manager is part of the Diagnostic Pack under the Oracle€9i Enterprise Manager

Tool. It provides real-time graphical performance monitoring for Shared Server.

Using Performance Manager, you can monitor the performance behavior of dispatchers,
shared servers, and listeners at their individual detailed level, aswell as at an overall high
level. Y ou can also find out all the session performance information for each shared server
and view the SQL statement executed for each session. Performance Manager also provides

you with recommendations to fine tune Shared Server related parameters.
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External Procedure Agent Enhancements

* External procedures agents allow you to run C
programs from a PL/SQL block.

* In Oracles8i, all external procedures use the default
agent, EXTPROC.

®* You have the option of using either EXTPROC or a

dedicated external procedure, a new type of
procedure, in Oracle9i.
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External Procedure Agent Enhancements

External procedures allow you to execute C programs using calls from PL/SQL routines.
External procedures are commonly used for proprietary code or heavy arithmetic operations
which are not handled well by PL/SQL.

In Oracle8i, there is one external procedure process, EXTPROC, for each client calling the
procedure. Therefore, if 50 clients call an external procedure, there will be 50 copies of the
procedure executing. In Oracle9i, the procedure agent allocates only one procedure process
for al clients calling that procedure.
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Dedicated External Procedure Agents

* Dedicated external agents
— Improve scalability and robustness
— Allow you to request an agent on any machine
— Let you specify an alternate or a preferred agent

— Allow different agents, on different machines, to
run the same procedure concurrently

* External procedures are run through EXTPROC by
default

— Run only on the server
— Communicate between the agent and the database

— Use a hard-wired alias so no TNS information has
to be passed to the server
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Dedicated External Procedure Agents

By grouping external procedures into dedicated agent libraries, load-balancing and
scalability are achieved by spreading the load over multiple agents, or even multiple
machines.

With Dedicated External procedure agents, the agent to be used to run the external
procedures can be specified in PL/SQL at run time. The agent no longer must be on the
same machine as the server. It can be on any machine.

Separate agents al so increase system robustness. For example, company A is developing a
cartridge with external procedures. Also, Company B is developing another cartridge with
external procedures. The developersin Company A know that, while they themselves write
robust code that never fails, the programmers in Company B are infamous for writing code
that almost always aborts and even brings down the operating system. The programmersin
Company A, therefore, want their cartridge to run in a separate agent from anyone else (in
particular, Company B), so that their code will keep on running even when other
developers’ codes falil.
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Libraries for External Procedures

* Environment variable specifications in CREATE
LI BRARY statements allow agents to find external
procedures from library instances on different
machines.

®* A string passed to the CREATE LI BRARY statement
identifies the agent.

* CREATE PROCEDURE and CREATE FUNCTI ON
commands use a string for the agent name to be
passed at run time.

* Agent names are database link names.
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Libraries for External Procedures

The path name in the CREATE LI BRARY statement supports environment variable
specifications, to be expanded at run time by the agent. The need for this can be seen by
considering the situation in which agents on multiple machines are used to run external
procedures from multiple instances of alibrary. The libraries on the different machines can
be in different absolute directories, but aslong as they are in the same directory relative to a
common root directory (specified by an environment variable), the agents can correctly
access the external procedures.

Agent information is passed in astring to the CREATE LI BRARY statement to specify an
agent. A string is passed to the CREATE PROCEDURE and CREATE FUNCTI ON
statements specifying the name of an argument in which an agent name will be passed at
run time.

The name of the agent is actually the name of a database link. Because it is passed as an
argument rather than concatenated to the function name, the problem of local versus remote
resolution is avoided.
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Example

SQ.> CREATE DATABASE LI NK
2 agent _link
3 USING 'agent _tns alias’;

SQ.> CREATE OR REPLACE LIBRARY plibl IS
2 '${EP_LIB HOVE}/plibl.so’
3 AGENT ’agent |ink’;
4 |
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Example

In this example, the agent database link, agent _I i nk, will run any dynamically loadable
shared libraries (DLLs) inthelibrary pl i b1. If no agent is specified, the default agent
EXTPROC is used. This ensures backward compatibility with existing external procedure
applications. Upon first invocation of any procedurein the library, if the agent is not
already running, it is launched. If the specified agent does not exist, it isan error. Thisis
because dedicated agent functionality can be important enough (transaction support, for
example) that some sort of default or fallback agent in event of this error (EXTPROC, for
example) would not typically be acceptable.

The file specification, ${ EP_LI B_HOVE} / pl i b1. so, includes the environment
variable ${ EP_LI B_HQOVE} . Although this format uses UNIX syntax, it executes on any
platform. The code expands the variable contained in the curly braces prior to passing it to
the operating system. This makesit possible to pass agent arguments to external procedures
running on different platforms but with library security that is controlled at the server.
Thus, you can code the same CREATE LI BRARY command on Windows:

SQL> CREATE OR REPLACE LIBRARY plibl IS
2 "${EP_LIB HOVE}\plibl.so
3 ACGENT ’'agent _link’;
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Example (continued)
The only difference between the UNIX example, shown on the slide, and this Windows

example, isthe direction of the slash between the environment variable and the library
name.

Note: For more complete examples, see Chapter 10, Calling External Procedures, in the
manual Oracle9i Application Developer’s Guide — Fundamentals
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Multithreaded HS Agent Architecture
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Multithreaded HS Agent Architecture

The multithreaded agent architecture for HS is similar to the Oracle multithreaded server
architecture. The main differenceisthat it used threads instead of processes.

There are three kinds of threads—a singlemonitor thread, severalispatcher threads and
severatask threads. Typically there are many more task threads than dispatcher threads.
These three thread types roughly correspond to the Oracle Shared JeMi,'s

dispatcher, and shared server processes, respectively. The architecture is shown in the
diagram.

The diagram also shows the processing of queries from two different user sessions.

Each session issues two queries. Each request issued by a user-session is shown with a
different type of arrow. The queries are passed from HS to the agent where the dispatcher
places it on a queue for the task thread to pick up.

All requests from a user-session go through the same dispatcher thread but they can be
serviced by different task threads. Several task threads can use the same connection to the
non-Oracle system.

The task threads pick up the requests from the queue and perform the necessary operations
and place the results on a queue for the dispatcher to pick up.

The dispatcher sends the results of a request back to the server that issued the request.

4}
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Multithreaded HS Agent Threads

There are three kinds of threads:
* A single monitor thread, responsible for
— maintaining communication with the listener
— monitoring the load on the process
— starting and stopping threads when required
® Several dispatcher threads which
— Communicate with the Oracle server
— Pass task requests onto the task threads

* Several task threads that handle requests from the
Oracle processes
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Monitor Thread

The monitor thread is responsible for maintaining communication with the listener,
monitoring the load on the process, and starting and stopping threads when required. In
addition to starting threads and registering dispatchers with the listener, the monitor thread
polls the dispatcher threads and sends load information to all the listener processes handling
connections to this agent. This way, the listeners can pass incoming connection requests to
the least |oaded dispatcher. The monitor thread also checks the status of each of the threads
it created and, in the event of one dying, cleans up memory and starts a replacement thread.

Dispatcher Thread

The dispatcher threads behave like the dispatcher processesin Oracle’s Shared Server
architecture. The dispatcher threads handle communication with the database server and
pass task requests to the task threads. They accept incoming connections and task requests
from Oracle database servers, place incoming requests on a queue for the task threads, and
send results to the server that issued the request. Once a session establishes a connection
with a dispatcher, all that session’s requests use the same dispatcher.

Task Thread

The task threads handle requests from the Oracle processes. The task threads pick up
requests from a queue, perform the necessary operations, and place the results on a queue
for a dispatcher to pick up.
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HS Agent Initialization Parameters

* max_di spatchers
® tcp_dispatchers
* max_task threads
* |istener_ address
® shut down_address
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HS Agent Initialization Parameters

Theinitialization parameters for HS agents are:

* max_dispatchers  —maximum number of dispatchers

* tcp_dispatchers —number of dispatchers listening on TCP, the rest will use IPC

 max_task threads = —number of task threads

. Iiste_ner_address —address on which the listener is listening; needed for
registration

» shutdown_address —address on which the agent should listen for shutdown

messages froragt ct |
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OCI Connection Pooling: Features

* Allows the creation of a pool of database
connections for an application

* Provides an interface for the application to specify
the optimal, increment, and maximum number of
connections in the pool

®* Provides a mechanism for any OCI call to pickup a
server connection from a connection pool

* Manages the pool of server connections
transparently
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OCI Connection Pooling: Features

OCI Connection Pooling allows the creation of a pool of database connections to support an
application’s requests for data. It is primarily intended for middle tier products developed
by Oracle partner companies.

A sample usage of this feature would be in a web application server connected to a back-
end Oracle database. A web application server gets several concurrent requests for data
from the database server. Typically, it would have to explicitly manage the connections to
the database. However, by using this functionality, it can leave that task to OCI. This
feature will be useful only for multithreaded applications.The application can create a pool
(or set of pools) for each environment handle during initialization. Each thread will have its
own service context handle with a user session handle and a virtual server handle.
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Usage Model
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Usage Model

The pool creation and the association of the server handles to the pool handle are donein
the main thread. The threads then start using the connections in the pool through their
respective server handles. So the application need not bind the threads to the server handles

(connections), making less use of the connections. The connections are dynamically

allotted from the pool, balancing the load properly, thereby increasing the connection

utilization.

The OCI connection pools provide more control over the application than network

connection pooling. However, OCI connection pooling does not work with transparent

application failover (TAF).
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Steps Used for OCI Connection Pooling
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Steps Used for OCI Connection Pooling
The stepsinvolved in connection pooling for your application are:

1. Allocatethe Pool Handle: Connection pooling requires that the pool handle
OCl _HTYPE_CPQOOL be allocated by OCI Handl eAl | oc() .

2. Createthe Connection Pool: The function OClI Connect i onPool Cr eat e()
initializes the connection pool handle.

3. Logon tothe Database: Log on to the database for each thread using the call
OCl Logon2( ), giving the user name and password, with parameter mode set to
OCl _POQOL. Thisgives a set of service context handles attached to the pool, which
can be used by the threads to process the database calls.

4. Log off from the Database: To log off, use OCl Logof f () .

5. Destroy Connection Pool: Use OClI Connect i onPool Dest roy() to destroy the
connection pool.

6. Freethe Pool Handle: The pool handleisfreed using OCl Handl eFree() .
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Core Library Improvements

®* Corelibrary is further modularized.

* Reduced dependencies between modules:

— Applications pull in smaller chunks, improving
memory usage.

— Smart linkers pull objects into the executable,
based upon their atomic level (object files) and their
dependencies.
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Core Library Improvements

The libraries that make up the Oracle kernel have been revised to make them more
modular. Thisresultsin asmaller average size of the kernel library modulesin Oracle9i. At
the same time, the modul es were made as self-contained as possible, reducing the number
of dependencies between modules.

The results of these changes improve memory usage because applications acquire smaller
modules, and require less memory overall. Also, applications need a smaller number of
modules to be linked together to meet dependency requirements. This, too, reduces the
overall memory usage by the applications.
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Summary

In this lesson, you should have learned how to:
* Manage Oracle Shared Server

®* Create libraries, procedures, and C declarations
for dedicated external agents

* Manage multithreaded heterogeneous service
agents

®* Use OCI for connection pooling
* List the benefits of core library improvements
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Real Application Clusters
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Objectives

After completing this lesson, you should be able to
do the following:

®* Describe Real Application Clusters architecture

* Explain the functions of the Global Cache Service,
the Global Enqueue Service, and the Global
Resource Directory

* Define Cache Fusion block transfer methods

* Configure a shared server-side initialization
parameter file

* Use management tool enhancements
®* Remove or reset modified initialization parameters

Copyright © Oracle Corporation, 2001. All rights reserved.
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Real Application Clusters Overview
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Real Application Clusters Overview

Oracle9i Real Application Clusters allow multiple instances to execute against the same
database. The typical installation involves a cluster of nodes with access to a set of shared
disks. A nodeis defined as the collection of processors, shared memory and disks that runs an
instance. A node may have more than one CPU, either in an SMP or aNUMA configuration.
The cluster nodes are connected by an interconnect that allows them to share disks and to
communicate with each other through cluster management software (CMS).

The shared disks store the database files: data, online redo, and control files. The Oracle9i
executables can also be saved on the shared disks although it is advisable to store these on

each node’s local disks to help ensure availability. Archived redo log files generated by each
instance are stored, ideally, on each node’s local disks and on a shared device used by each
instance.

To ensure the highest level of transfer rates for messages and data, the cluster interconnect
should be based on fast interconnect technologies with low latency. This includes high-speed
Ethernet and technologies based on the Virtual Interface Architecture (VIA) messaging API
and hardware, such as GigaNet and ServerNet.

Vendor-provided CMS monitors the health of processes running in the cluster, and is used by
Real Application Clusters for internode messaging and to control the membership of the
instances. A layer of OracleSoftware, the Cluster Group Services (CGS), provides an
interface to the vendor's CMS and also performs its own instance validation checks.

Note: Other components shown in the graphic are discussed on the next few pages.
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Benefits of Real Application Clusters
* |ncreased number of users
® Scalability
* Application speedup
* Availability
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Benefits of Real Application Clusters

By using multiple instances, each on its own node, to process against the same database, Real
Application Clusters provide the following advantages over single instance databases:

* Increasing user populations can be supported by adding additional nodes when the
available nodes reach their session capacity.

» Work can scale (more work can be completed in the same amount of time) when each
instance can be optimized to support a maximum workload.

» Some processing, particularly operations that can be executed with parallel components,
can complete faster when the work is spread across multiple nodes.

» Applications have higher availability because they can be accessed from any instance.
An instance failure on one node does not prevent work from continuing on one or more
surviving instances, and transparent application failover enables fast reconnections and
resumption of work following an instance failure.
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Global Cache Service
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Global Cache Service

A key function of Real Application Clustersis the coordination of resources shared across
Instances, including block images in their buffer caches. In previous Oracle cluster-enabled
software releases, this function was provided through a Distributed Lock Manager which
managed block locks, called Parallel Cache Management locks, and other shared resources
such as global enqueues. In Oracle9i, database block resources are managed by the Global
Cache Service, using the LM S background process, and non-database block resources by the
Globa Enqueue Service and its LMD process.

The information tracked by the Global Cache and the Globa Enqueue Servicesis stored in

the Global Resource Directory using memory from each of the active instances. Each

resource is mastered by just one instance at atime, as shown in the graphic for resources 20

through 31. When an instance needs a shared resource, it sends a message to mastering

instance across the cluster interconnect using the CGS and the vendor’'s CMS. The Global

Cache and the Global Enqueue Services also send messages to instances, for example, to
request them to release resources required by other instances.

For database blocks, the Global Cache Service maintains a list of resource statuses. These
resources are acquired and released based on demands of all the instances, independently of
transaction and row resources. The resources tracked by the Global Cache Service can be
acquired, dropped, or have their statuses converted regardless of the state of any transactions
on the related block. Of course, if an instance loses exclusive access to a resource, the block
covered by that resource can no longer be changed by that instance until it acquires the
resource in exclusive mode again.
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Dynamic Resource Remastering

* Dynamic remastering allows resource masters to
be changed without complete reconfiguration.

® During processing, lazy dynamic remastering
moves resources to the most active instance.

* Should an instance leave the group, the
background processes only remaster the
resources from the departing instance.

e Similarly, when a new instance joins the group, the
resources are gradually remastered, adapting to
cluster workload.
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Dynamic Resource Remastering

In previous releases of Oracle cluster-enabled software, the Distributed Lock Manager lock
database was distributed among the available instances. Once assigned to an instance, alock
would not move from its assigned instance until another instance started up or shut down,
known as a node transition. A node transition required the lock database to be entirely rebuilt
across the new set of active instances. While this rebuilding was in progress, access to the
Distributed Lock Manager was frozen, disabling new request processing and reducing
database availability. Further, when an instance shut down, all information from its portion of
the lock database was lost.

In Real Application Clusters, the resources in the Global Resource Directory are remastered
(moved to different instances) dynamically.During processing, when particular instances use
blocks almost exclusively, the block resources are remastered to those instances. This
remastering is done lazly, that is, when the resource information can be included with other
messages or when the background processes have no pending requests to process, causing no
obvious performance overhead.

Dynamic resource remastering a so increases database availability during node transitions in
Real Application Clusters. Only the resources associated with new or departing instances
have to be processed. Both LM S and LMD will continue to process requests for unaffected
resources as they perform this work, minimizing the performance impact of node transitions.
Further, when an instance shuts down normally (that is, the instance is not aborted), resources
are remastered before the shut down completes, preserving the Global Resource Directory
contents from that instance.
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Global Cache Service Resource Modes

* Global Cache Service resources have three
different modes:

— NULL (N)
— Shared (S)
— Exclusive (X)

* The Global Cache Service satisfies requests for
resources using a first-in, first-out queue.

* The mode of aresource on a block can change
independently of transaction status and row level
locks associated with the block.
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Global Cache Service Resource Modes

One of the key characteristics of Real Application Clusters databasesistheir ability to
maintain consistent and coherent database buffer caches across instances. This meansthat if a
block is needed by an instance, the Global Cache Service, in conjunction with the LMS
process, will ensure that the instance is using the correct version of the block. A block in the
buffer cache of an instance must be the current copy, if the instance needs to changeiits
contents, or avalid version to satisfy aread request. A resource can be held by an instancein
one of three modes:

« NULL (N)

The NULL mode is the default status for each instance. It indicates that the instance
does not currently hold the resource in any mode.

* Shared (S)

The shared resource mode is required for an instance to read the contents of a block,
typically to satisfy a query. Multiple instances can hold a shared mode resource on the
same block concurrently.

» Exclusive (X)

The exclusive resource mode allows an instance to change the contents of a block
covered by the resource. When an instance holds a resource in exclusive mode, all other
instances must hold it in NULL mode.

Note: These three resource modes are similar to lock statuses used in Oracle Parallel Server.
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Global Cache Service Resource Roles

®* Resources use roles to support Cache Fusion and
can be held in one of two roles:

— Local: Block images associated with the resource
are independent of other instances and the Global
Cache Service.

— Global: The blocks covered by the resource are
dirty in more than one instance and cannot be
manipulated independently.

* A pastimage is acopy of adirty block that has
been served to another instance.

®* A pastimage is maintained until it, or a more
recent image of the block, is written to disk.
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Global Cache Service Resource Roles

In addition to the resource modes, the Global Cache Service maintains resource rolesto
support Cache Fusion processing. Block resources are held in either alocal or aglobal role.

When aresource is held with aloca role, it behaves very similarly to alock in previous
Oracle cluster-enabled software releases. That is, an exclusive mode resource can only be
held in one instance at atime and that no other instance can hold that resource in any mode
whereas multiple instances can hold the resource in shared mode. Also, the Globa Resource
Directory does not have to retain any information about a resource being held in NULL mode
by an instance.

Global roles allow one instance holds the resource in exclusive mode while other instances
concurrently hold that resource in shared or NULL mode. Also, global resource information
may be stored in the Global Resource Directory to identify block past images even when the
resource mode is NULL. With local resources, the Global Cache Service discards the
resource alocation information for instances which downgrade a resource to NULL mode.

A block past image isadirty copy of ablock that has been copied to another instance. Past
images of ablock are retained until the block isfinally written to disk. Although the instance
with the most current copy of the block typically writes the block to disk, if there have been
one or more instance failures, the instance holding the most recent past image performsthe
block write instead.
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Block Transfers
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Block Transfers

If ablock isonly being queried (read) by all the instances, the sameimageisvalid for all the
instances and thisimage is consistent with the on-disk copy. Thus the block image can be
read from disk or from another instance.

However, when ablock has been changed (written) by an instance, another instance must
obtain the current block image before it can make its own changes. Similarly, an instance
performing aread may need to see changes committed by the writing instance. In these cases,
the Global Cache Service instructs the instance holding the current block image to transfer
the image to the requesting instance using one of three basic mechanisms:

Block Transfer with Forced Disk Write: This method, often referred to as ablock ping,
was the only block transfer method in Oracle cluster-enabled software rel eases prior to
OracleB, release 8.1, and was also used in Oracle8i to transfer blocks between writing
instances. The block iswritten to disk by the holding instance and the requesting instance
reads the freshly written copy. Although not recommended, you can enable forced disk writes
in Oracle9i by settingthe GC_FI LES_TO_LOCKS parameter as discussed later.

Consistent Read Cache Fusion: This agorithm enables the writing instance to prepare a
read-consistent image in its own buffer cache and to send this image across the interconnect
to the buffer cache of the instance performing the query. A similar algorithm was used in
Oracle8i Parallel Server databases.

Cache Fusion Block Transfer: Exclusive to Real Application Clusters, this algorithm passes
either clean or dirty block images between instances across the cluster interconnect.
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Block Transfer Examples

Instance C Instance C holds the
Master Global Cache Service
master record for the
NLO block
Instance A Instance B

Instances A and B will use the block

The block used in
the examples is on
1008 disk with SCN 1008
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Block Transfer Examples

This dlide shows the setup used for the following examples which show messages, Global
Cache Service resource states, and block movements involved in different types of block
transfers. There are three instances, A, B, and C, and a shared drive. For ssimplicity, the
examples use just one block, which isinitialy shown on the disk with an SCN of 1008. This
particular block hasits Global Cache Service resource mastered on instance C throughout the
examples.

The exampl es show the resource status as seen by the instances using a three-character
notation, for example, SGO, interpreted as follows.

* The first character indicates the mode: N for NULL, S for shared, X for exclusive.
» The second character indicates the role: L for local, G for global

» The third character indicates whether the Global Cache Service knows about a past
image: 0 for no, 1 for yes

Resources not held by an instance are in an NLO (NULL, local, no past image) status. To
simplify the examples, an NLO status is only shown when the resource is involved in a
transition to or from another state on a particular instance, for example; XILO. Also, the
graphic does not show the cluster interconnect and disk connections.
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Block Transfer Example Setup

>
@ Instance C

Master
A: NLO - XLO
Instance A w Instance B
1010
1008
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Block Transfer Example Setup

To prepare for the upcoming examples, adirty block image is needed in the buffer cache one
of the instances. The following three steps are required for Instance A to acquire the
necessary Global Cache Service resource in exclusive mode and a copy of the block:

Step 1: Instance A sends arequest to the Global Cache Service for an exclusive resource in
order to update the block’s contents.

Step 2: The Global Cache Service converts the resource status to exclusive for instance A
and sends a resource granted message to Instance A.

Step 3: Instance A reads a copy of the block into its buffer cache, protected by the exclusive
resource.

Once the block is available, Instance A changes its contents and commits the transaction. In
the example, the SCN is updated to 1010 as a result of these actions.
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Consistent Read Block Transfer

@ Instance C < @

Master

A: XL0;1010
B: NLO;1008
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1008
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Example 1: Consistent Read Block Transfer

This example starts following step 3 from the previous slide. That is, the Global Cache
Service has aready provided an exclusive resource on the block to Instance A. Instance A has
read the block from disk and committed changes to the contents, updating the SCN to 1010.

Step 4: Instance B sends arequest to the Global Cache Service for a shared resource on the
block, including the read-consistent SCN, 1008, which is needed to satisfy the query.

Step 5: The Global Cache Service sends arequest to Instance A, the current holder of the
exclusive resource, to provide Instance B with a read-consistent copy of the block at SCN
1008.

Step 6: Instance A uses a free buffer in its cache to build a read-consistent copy of the block
based on SCN 1008, applying its own undo information to accomplish this.

Step 7: Instance A sends the read-consistent block image, at SCN 1008, to Instance B across
the cluster interconnect and notifies the Global Cache Service that it has done this.

With Consistent Read Cache Fusion, the receiving instance does not need a shared or
exclusive resource on the block image it obtains from the sending instance. Thisis because
read-consistent blocks are not strictly database blocks; they contain old data that does not
need to be written disk. However, the Global Resource Directory maintainsa NULL, local
resource record for the block image in order to track it.
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Cache Fusion Block Transfer

@ Instance C = @

Master
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Example 2: Cache Fusion Block Transfer

Again this example starts following step 3 of the example setup: Instance A has obtained an
exclusive resource on the block, read the block into memory, and changed the block,
updating the SCN to 1010.

Step 4: Instance B sends arequest to the Global Cache Service for an exclusive resourcein
order to update the block’s contents.

Step 5: The Global Cache Service sends a request to Instance A, the current holder of the
exclusive resource, to release its exclusive resource in favor of Instance B.

Step 6: Instance A, realizing that the block is still in its buffer cache, sends an exclusive-keep
copy of the block across the interconnect to Instance B.

Step 7: Instance A sends a message to the Global Cache Service to verify that an exclusive-
keep copy of the block, with SCN 1010, was sent to Instance B. This causes the Global Cache
Service to update the resource status for Instance A to a NULL mode with a global role. The
SCN value of 1010 is also stored in the Global Resource Directory along with the past history
record flag for Instance A.

Step 8: Instance B sends a message to the Global Cache Service to verify receipt of the block
at SCN 1010. The Global Cache Service, in response, adds a resource record for Instance B,
indicating that it holds the resource in exclusive mode with a global role (necessary because
another instance already has the resource in the global role) with no past history. The Global
Resource Directory also stores the SCN (1010) in the resource record for Instance B.
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Cache Fusion Block Transfer
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Example 2: Cache Fusion Block Transfer (continued)

At the end of the process, Instance B can make further changes to the block and,
consequently, increment the SCN. In the example, Instance B has increased the SCN to 1011.
The past image block isretained at Instance A until the block isfinally written to disk. Thisis
done for any number of reasons, including:

» DBWRflushing the buffer cache at either instance to make room for more blocks

» Processing a checkpoint for a redo log switch, a tablespace status change, and so on

» A failure of Instance B, causing the recovery process to use the most current block
version at Instance A as a starting image for instance recovery

A request to write a block can come from any instance. It is the responsibility of the Global
Resource Directory to identify which instance performs the write to disk when the block is
covered by resources in the global role. This will be the instance with the current exclusive
resource, if there is one, or else one of the instances with the highest SCN value for the block.
Once the write completes, the Global Resource Directory informs all instances with global
resources. Each instance frees the related buffer, allowing the Global Resource Directory to
remove the past history record for the instance.

A request from an instance to read a block that is held with a shared resource by one or more
other instances can also be satisfied with a Cache Fusion block transfer. This is typically
faster than a read from disk and does not require any extra messaging to and from the Global
Resource Directory once the resource is granted. The resources retain their local role because
there are no past images of dirty blocks to track.
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Benefits of Cache Fusion
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Benefits of Cache Fusion

By alowing any block being held by an instance to be copied to another instance across the
cluster interconnect, Cache Fusion allows data to be shared between instances without the
overhead of forced disk write block transfers. It even allows an instance to obtain a block
already cached in another instance faster than it could read that same block from disk.

Studies on typical clusters with high-speed interconnects regularly demonstrate the levels of
speedup shown in the graph. This, in turn, allows applications to run on Real Application
Clusters that might not have scaled successfully in previous Oracle cluster-enabled software
rel eases.
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High Availability Features

®* Dynamic resource remastering by the Global
Cache Service

® Concurrent Global Cache Service remastering and
Instance recovery

®* CGS contains its own instance validity checking

®* Use of past images and two-pass redo log
recovery

* Enhancements to Real Application Clusters Guard
(the replacement for Oracle Parallel Fail Safe)
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High Availability Features

Real Application Clusters is Oracle Corporation’s premier high availability solution. You can
use it to configure alternate instances on a database to be used if the active instances fail due
to software or hardware errors. High availability features are incorporated into many of
components of the architecture.

* Global Cache Service reconfiguration, discussed earlier, minimizes down time because
only resources for one instance need to be remastered after a node transition.

* Due to the relatively small number of resources to be remastered following instance
failure, instance recovery by a surviving instance on behalf of the failed instance
progresses concurrently with Global Cache Service remastering. In Oracle Parallel
Server, instance recovery was deferred during lock database reconfiguration.

» The CGS software contains its own instance status detection algorithms. This enables
active instances to monitor each other without relying on the vendor's CMS. Therefore
problems are detected quickly, allowing Global Resource Directory reconfiguration and
instance recovery to proceed with minimal interruption to service.

* The use of Cache Fusion past images to refresh data files prior to recovery and Oracle9
two pass redo log processing enable faster recovery.

* Real Application Clusters Guard, the Oraclehlacement for Oracle Parallel Fall
Safe, works with more vendor clusters than its predecessor and has improved
functionality.
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Real Application Clusters Guard

* High availability database solution for mission
critical systems

®* An integrated feature of Oracle9i Real Application
Clusters

®* Incorporates technology from Oracle9i and the
vendor's CMS

— Primary/secondary instance configuration
— Self-contained software packs
— Configuration and management tools

ACTI VE_| NSTANCE_COUNT = 1
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Real Application Clusters Guard

Real Application Clusters Guard provides a high-availability option that minimizes down

time in the event of instance or node failure for critical applications. Real Application

Clusters Guard combines features of Real Application Clusters and the vendor's CMS. A

similar product, Oracle Parallel Fail Safe, was available in earlier releases but only ran on a
limited set of clusters (depending on the specific release level) and required a separate
installation. In Oraclel9 Real Application Clusters Guard supports a larger variety of clusters
and is automatically installed with the Real Application Clusters option.

The typical configuration for Real Application Clusters Guard is a two instance Real
Application Clusters database wACTI VE_| NSTANCE_COUNT = 1 defined in their

parameter files. This enables one instance as the primary instance and one as the secondary
instance. The primary instance masters the entire Global Resource Directory and is the only
instance to allow user connections through Oracle Net Services. The secondary instance takes
over the primary role when the primary instance fails.

In addition, the pieces of software necessary to manage an instance are configured into packs.
Each pack is a self-contained set of software that can enable and monitor all the components
of a Real Application Clusters Guard instance on a node.

The packs and other components of Real Application Clusters Guard are set up and
configured with a platform-specific tool. The tool also simplifies deployment of changes in
your Real Application Clusters Guard environment.
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Real Application Clusters Guard
Architecture
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Real Application Clusters Guard Architecture
The graphic shows atwo-node Real Application Clusters Guard configuration. Each node

executes the vendor's CMS, which in addition to its normal functions (covered earlier in the

lesson), is responsible for running and halting scripts automatically upon failover or when
you issue the appropriate command.

Each node also contains a pack of software. A pack supports a single instance with access
provided through listeners. A pack controls startups, shutdowns, and restarts of the processes

under its control. Packs contain the following components:

* A Real Application Clusters instance. In the example shown, Node A is running with
the primary instance role and Node B with the secondary instance role.

» One or more listeners to accept Oracle Net connection requests. Public listeners support

clients and private listeners support tools such as Oracle Enterprise Manager and

Recovery Manager and also provide access for database administration tasks. In the

example, the public listener points to the IP address of Node A, the primary node.
* One or more IP addresses. Public IP addresses are relocatable and can be moved

between nodes to maintain availability to an active instance. Private IP addresses are

static and support connections to private listeners.
* Three monitors, discussed on the next slide.

» A disk group manager (DGM), required only on some platforms, to enable public
access to the database disks by the current primary node.
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Monitors and Failover
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Instance Monitor

The instance monitor detects termination of the local instance and initiates failover to the
secondary node or restarts the instance.

Listener Monitor

The listener monitor checks and restarts the listeners on its own node. When the public
listener fails to restart, the listener monitor exits, initiating a halt script. Oracle Real
Application Clusters Guard either begins failover or restarts the primary instance, depending
on the state of the secondary node.

Heartbeat Monitor

The heartbeat monitor checks the availability of the Oracle instance. During normal
operation, the heartbeat monitor on each instance updates its own local heartbeat and checks
the heartbeat of the other instance The heartbeat monitor on the primary instance also
executes a customer-defined query to test whether the primary instance is capable of work.
Thelocal Oracleinstanceis considered unavailable if the heartbeat monitor fails to complete
three consecutive attempts and there are no unusual circumstances, such as instance recovery
or unusually large numbers of sessions logging on.

The heartbeat monitor also initiates one kind of failover action: If the primary instanceis
unavailable and the primary instance role has not resumed normal function on its new node,
then the heartbeat monitor initiates takeover. A takeover occurs when the secondary node
executes failover of the primary instance role to itself.
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Shared Initialization Parameter File

* Parameters for different instances can be mixed in
a single initialization parameter file.

— Only one file to maintain and propagate

— Having all parameter values available in a single
location helps reduce errors

®* Use adot notation with the instance name for
instance-specific parameter values.
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Shared Initialization Parameter File

In previous Oracle cluster-enabled software rel eases, you needed a separate initialization file
to assign different parameter values to each instance of your database. At the same time, you

had to provide identical values for some parameters across all instances. This required you to
maintain multiple parameter files, typically using the | FI LE parameter to link your common
fileto the instance-specific files.

In Oracle9i, you can store the parameters for all the instances of a Real Application Clusters
databasein asingle file. This simplifies the management of the instances because you only
have to maintain onefile. It is also easier to avoid making mistakes, such as changing avalue
in one file but not another, with all the parameters stored in one place.

To alow different instances to share the same initialization file, parameter entries specific to
aparticular instance are prefixed with the instance name using a dot notation. For example, to
assign different sort area sizes to two instances, PROD1 and PRODZ2, you could include the
following entries in your common parameter file:

prodl. sort _area_size = 1048576
prod2.sort _area_size = 524288
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Shared Server-Side Parameter File

Node| ORACLE_HOVE=/ hdi sk1 Node| ORACLE_HOVE=/ hdi sk2
A | ORACLE_SI D=oracl B | ORACLE_SI D=or ac?2

<
/ hdi sk2
[]

/dbs/initorac2. ora

/dbs/initoracl. ora

SPFI LE=/ dev/ rdi sk1/spfile SPFI LE=/ dev/ rdi sk1/spfile
/ dev/ rdi skl ]
. oracl.instance_nanme = oracl
/'sptile orac2.instance_name = orac?2
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Shared Server-Side Parameter File

When you put the parameters for al your instancesin asingle initiaization file, you need to
thisfile to be available to the process that starts up each instance. If your instances are started
automatically as part of the system startup routines, you would need a copy of the file on
each node in the cluster. However, you can take advantage of a server side parameter files
(SPFILE) in your Real Application Clusters database. To do this, create your shared
parameter file, containing parameter values for all of your instances, convert it to an SPFILE,
and then store it on shared disk (typically in araw partition).

In the example, Node A uses/ hdi sk1 for its ORACLE_HOVE directory and supports an
instance with a Sl D value of ORAC1 while Node B uses/ hdi sk2 for its ORACLE_HOMVE
and runs an instance with a SI D of ORAC2. A partition on the raw device, called

/ dev/ rdi sk1/ spfi | e, holdsthe SPFILE.

Each node has an instance-specific initialization file configured containing just one entry
spfile = /dev/rdiskl/spfile
pointing to the raw partition holding the shared SPFILE. Two entries from the SPFILE are

shown in the example, the | NSTANCE _NANME parameter for each of the two instances. The

values in these parameters follow the recommended naming convention for instances, that is,
make them the same as the SI D

oracl.instance_nanme = oracl

orac2.instance_name = orac?2
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SRVCTL Commands

Start all instances with debug output enabled

srvctl start -p dbma -x Isnr -D 3

* Stop the instance but not the listener on node PR1
srvctl stop -p dbma -n prl -x Isnr

®* (et status of instance DBMAL1

srvctl status -p dbma -i dbmal -s inst
* Delete instance DBMA4 from DBMA
srvctl delete instance -p dbma -i dbnma4

e Display all database environment settings
srvctl get env -p dbna
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SRVCTL Commands

SRVCTL isatool that lets you manage your Real Application Clusters environment from the
command line. It replaces and extends the capabilities of the Parallel Server tool, known as
OPSCTL, which supported only the START and STOP subcommands. In comparison to
OPSCTL, the START and STOP subcommands have been extended with additional options
and new subcommands have been added to support more functionality.

The dlide contains examples of SRVCTL commands being used with a database called
DBMA and instances called DBMA1, DBMAZ2, and so on. See the Oracle9i Real Application
Clusters Administration manual for detailed coverage of the SRVCTL syntax.
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Real Application Clusters and OEM

Oracle Enterprise Manager enhancements include:

* Redo log assignments

®* Targeted reporting for databases and instances

* Extended wizards and tools for cluster databases
®* Monitoring and event enhancements

* Managing Export, Import, load, backup and
analyzing tasks
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Real Application Clusters and Oracle Enterprise Manager (OEM)
The following enhancements are included in OEM to support Real Application Clusters:

Redo Log Assignment: Assigns redo log groups to specific threads
Report Generation: Provides targeted reporting for cluster databases and instances

Wizards and Tools: Extends tools (Database wizards, Application Management, Change
Management, Database Applications, Diagnostic Pack, Tuning Pack) for cluster
databases

Events: Enhances monitoring and events available with OEM and performance packs

Jobs: Provides data management (Export, Import, Load) backup management, and
analyze tasks for cluster database and instance targets
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OEM Instance Management Provisions

OEM in Oracle9i provides new instance level
management:

®* SPFILE handling

® Stored configuration
® Session handling

®* Lock details

®* Resource monitoring
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OEM Instance Management Provisions

These single instance management capabilities were not supported by OEM in clustered
databases until Oracleoi:

SPFILE Handling: View and update a server side initialization parameter file (SPFILE)

Stored Configuration: Create, edit, and store multiple startup configurations for each
cluster database instance; this eliminates the need to track initialization parameter files
for each instance

Session Handling: For each cluster database instance, list the status of connected users,
view the latest SQL executed by a session, and kill an unwanted session

Lock Details: For each cluster database instance, list details for currently held user
locks (SQL DML engqueues, transaction enqueues, and row level locks) and system
locks

Resource Monitoring: For the cluster database, create and modify resource consumer
groups and define, modify, and activate resource plans. For each cluster database
instance, provide performance statistics of active resource plans
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Background Processes

Real Application Clusters background processes
replace those used by Oracle Parallel Server

®* The Parallel Server background process BSP is no
longer used.

* The following background processes have
different functions

 LMS: Global Cache Service process
« LMON: Global Enqueue Service Monitor
« LMD: Global Enqueue Service process
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Background Processes

Although some of the background processes used by Real Application Clusters have the same
names as those in Oracle Parallel Server, their functions and activities are different from
those in previous Oracle cluster-enabled software releases. These differences are discussed
below.

* BSP: The Block Server Process was introduced in Oracle8i Parallel Server to support
Read Consistent Cache Fusion. It does not exist in a Real Application Clusters database
where these activities are performed by the LMSprocess.

* LMS: This process was known as the Lock Manager Server Processin Parallel Server.
The new LMSprocessin Real Application Clusters executes as the Global Cache
Service Process.

* LMON This process was known as the Lock Manager Monitor in Parallel Server. While
Real Application Clusters databases use the same process name, the processis defined
asthe Global Enqueue Service Monitor.

* LMD: Therewas a Lock Manager process, called LMDQ in Oracle Parallel Server, with
azero at the end of the name implying that multiple copies of the process may be
allowed. This processis not used by Real Application Clusters but a new process, called
LMD executes as the Global Enqueue Service.
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Initialization Parameters

e GC FILES TO LOCKS

— Uses similar syntax to the identically named
parameter in Parallel Server, except that the
releasable flag, R, is not needed.

— Assigning multiblock resources to files by using
this parameter turns off Cache Fusion processing.

* | NSTANCE NUMBER

— The default value is 1.

— Multiple instances must have nondefault values.
* | NSTANCE NANME

— Each instance must have a unigue name.

— Oracle Corporation recommends using the SID
defined at the operating system level.
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GC_FI LES_TO_LOCKS

This parameter assigns Globa Cache Service resources to multiple blocks. A similar
parameter used in Parallel Server, assigned fixed locks to blocks. An optional flag, the letter
R, was used to define these locks as releasable. In Real Application Clusters, all block
resources are rel easable and the parameter does not support the R syntax, so you may need to
change Parallel Server initialization files before using them with Oracle9i.

Setting fi | e_nunmber=Xor fi |l e_nunmber=X Y, where Xisnonzero or Yisgreater than
1, not only assigns resources to multiple blocks but also disables Cache Fusion processing on
thefile. To avoid performance problems caused by forced disk writes, only use

GC_FI LES_TO_LQOCKS to assign multiblock resources on files containing read-only or
read-mostly data, or data modified primarily by asingle instance.

NSTANCE_NUMBER

This parameter provides a unique identification number for each instance to use in its space
and instance management routines. The parameter has a default value of 1, requiring you to
provide a nondefault value to start a second, or subsequent instance. Y ou may have to change
initialization files from your Parallel Server database because they did not need this
parameter to be set—unique instance numbers were assigned automatically.

NSTANCE_NAME

This parameter provides a unique name for each instance, if used. You should, ideally, use
the same name as the operating system SID value for the instance.
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Replaced Initialization Parameters

Parameter in Parameter in
Oracle Parallel Server Real Application Clusters
paral I el _server cl ust er _dat abase

paral | el _server _instances cl ust er _dat abase_i nst ances
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Replaced Initialization Parameters

Real Application Clusters introduces two other initialization parameters to Oracle cluster
software:

* TheCLUSTER_DATABASE parameter replacé®ARALLEL _SERVER. This Boolean
parameter must be set to True for all instances if you want to start more than one
instance in a Real Application Clusters database.

* TheCLUSTER_DATABASE_ | NSTANCES parameter replaces
PARALLEL_ SERVER | NSTANCES. This parameter must be set to the highest number
of instances you want to start at one time for a Real Application Clusters database.

Before using an initialization parameter from an Oracle Parallel Server database, you will
have change these parameters for your Real Application Clusters database.
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Obsolete Global Cache Parameters

e GC RELEASABLE LOCKS

— All resources are releasable

— Separate pool of releasable (as distinct from fixed)
resources not required

e GC ROLLBACK LOCKS

— Not needed to distinguish releasable and fixed
resources

— Segments assigned resources automatically
e GC DEFER TI ME

— Replaced with a fixed setting

— No longer adjustable
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GC_RELEASABLE_LOCKS

This parameter was used in Oracle Parallel Server to set the number of releasable block locks
in addition to the fixed locks defined in GC_FI LES TO _LOCKS. Oracle9i uses only
releasabl e resources for block management so this parameter isinvalid and must be removed
from any parameter files you want to use with Real Application Clusters databases.

GC_ROLLBACK_LOCKS

Previous Oracle cluster-enabled software rel eases used this parameter to assign different
block locking strategies to individual rollback segments. Thisinitialization parameter is not
valid for Real Application Clusters and must be removed from initialization files migrated
from Parallel Server databases.

GC_DEFER_TI ME
This parameter isinvalid in Oracle9i and must be removed from initialization parameter files.

Y ou may have used it with your Parallel Server databases to help reduce unnecessary forced
disk writes.
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Summary

In this lesson, you should have learned how to:

* Define Global Cache Service resource, Global
Enqueue Service, and Global Resource Directory
configurations

e Enable Cache Fusion

* Configure a shared server-side initialization
parameter file

* Manage databases and instances with enhanced
tools

®* Remove or reset modified initialization parameters
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